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The Big Picture
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Issues Challenging City Sustainability

%"
»

Energy Crisis
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Smart City Technology - As a Solution

= Smart Cities: For effective management o s

. . IEEE
of limited resource to serve largest

possible population to improve: Eleclronlcs

o Livability ¢,

o Workability At Different Levels:
» Smart Village

» Smart State

» Smart Country

o Sustainability
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Smart Cities Vs Smart Villages
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Source: http://edwingarcia.info/2014/04/26/principal/
Smart Villages ‘M o
Smart Crop Smart irrigation

Smart Cities ~ CPS Types - Less nealth (oT-enabled
CPS Types - More Design Cost - Low ; =
Design Cost - High Operation Cost — Low
Operation Cost — High ~ Energy Requirement - Low

; . ouce; P.aink d l. Banerjee': -';Internet of Things-enaled mar Villages: Rece}mt Advances
Energy ReqUIrement - H Igh and Challenges," IEEE Consumer Electronics Magazine, DOI: 10.1109/MCE.2020.3013244.
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loT = CPS - Smart Cities or Smart Villages

loT
9

Cyber Physical CPS (Smart Components)
System (CPS) ~ S

Smart Cities or Smart Villages

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Healthcare Cyber-Physical System (H-CPS)

Local Area Network

End Devices - _
. - Communication Technologjies
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by Computing
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_ Body Area Network

~ .

H-CPS < Biosensors + Medical Devices + Wearable
Medical Devices (WMDs) + Implantable Medical
Devices (IMDs) + Internet + Healthcare database +
Al/ML + Applications that connected through Internet.
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Agriculture Cyber-Physical System (A-CPS)

Solar powered smart

CSIOUC_' Lay]:er - device for plant disease
ervices for I
: and growth prediction.

Agriculture égrlculttlgre 2 >

Data Analysis FensorD =l Agriculture Data Analysis
___________________ amerPa N =F  andPredicons__________.

. ((c ))5 () .
Edge Device = 56 (= & = = & Internet-of-Agro-Things (I0AT)
Layer (for Each Edge Node Edge Node Edge Node
Farm or Edge Ed Ed irac:
: . ge - g€ R Ires:
Neighborhood) Machiner® ===~ Machine{ " ~ Machine . equires :
Learning Learning|S€NSor Learning s Data and System Security
Sensor Data Models Models/ Data Models
OGN ~ | | e
’;_-.__'? Eat[mer ?gr + Y 4 |Farmer
- — ata 7

Agrlculture U sCrop  Automatic | . ..... m sCrop  Automatic pata

Device T | DeVICET jrrigation = 1 DeVICET | igation *

Layer = < Smart Agriculture Market Worth US$18.21 Billion By 2025.

O~ * () 0. 'S’ou'ses: http://www.gra@mﬂgysearch.com/press-release/gIobal-smart-agricuIture-farming-market
Farm Land sCrop App Farm Land sCrop App

Source: V. Udutalapally, S. P. Mohanty, V. Pallagani, and V. Khandelwal, “sCrop: A Novel Device for Sustainable Automatic Disease Prediction, Crop Selection, and Irrigation
in Internet-of-Agro-Things for Smart Agriculture”, IEEE Sensors Journal, Vol. 21, No. 16, August 2021, pp. 17525--17538, DOI: 10.1109/JSEN.2020.3032438.
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Energy Cyber-Physical System (E-CPS)

Water
Heater

. Smart
Storage

Smart

Generatio n . Service Provider

. Requires:

G . + Data, Device, and System Security
.//

Home Energy

_.:t.J Manager «C M) (((
28 ) Smart

< Consumptlon =
é )

\./

Smart i

~—
-_

Electric Car i! )
P AC =
D N | .|l _Jy

Quiality, sustainable, e DILNA Network
uninterrupted energy with | (User controlled \ /

minimal carbon footprint. kSmart appliances) ) _

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Transportation Cyber-Physical System (T-CPS)

ﬁ Satellite
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J
=
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. |8
y Toll System @3%

City Traffic k“,
Management

Requires:
+ Data, Device, and System Security
*» Location Privacy

Source: Datta 2017, CE Magazine Oct 2017
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Challenges in 1oT/CPS Design
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loT/CPS — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT/CPS
Design and Security,
Operation — Privacy, and
Selected IP Protection

hallenge

Creating
Knowledge
and Big
Data

Source: Mohanty ICIT 2017 Keynote
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Massive Growth of Sensors/Things

BILLIONS OF DEVICES
2018

34.8B
2019

2015 2017
1828 2848 218

2014

1428

2016

2013

11.2B

2012

8.78B

2000
loT INCEPTION

Source: https://www.linkedin.com/pulse/history-iot-industrial-internet-sensors-data-lakes-0-downtime
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Security C
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Username

Password

Hacked: Linkedin, Tumbler, & Myspace
Linked m Who did it: A hacker

going by the name Peace.

tumblr, What was done:
500 million passwords

222MYSPACE ere stolen.

Details: Peace had the following for
sale on a Dark Web Store:
167 million Linkedin passwords
360 million Myspace passwords
68 million Tumbler passwords
100 million VK.com passwords
71 million Twitter passwords

Personal Information Credit Card/Unauthorized Shopping

& @ 2 B

Sm Electronic %s%lhs
Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty %ﬁtory s

oorpuTER

05/06/2024

i EST.1890

43



Cybersecurity Challenges - System

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

Power Grid Attack

/
)

AHACEED
ENTERTAINMENT
SYSTEM

AHACKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Attacks on loT Devices

|

,» Reverse Engineering
Attack

Dictionary and
Brute Force
Attack

Attack
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Smart Healthcare - Cybersecurity and Privacy Issue

—Location Privacy

|dentity Threats

—Access Control

—Data Eavesdropping Impersonation Eavesdropping
Attacks Attacks
—Data Confidentiality l 1
—Data Privacy Smart R\
Healthcare L

—Unique Identification

—Data Integrity

Selected Smart Healthcare Security/Privacy
Challenges

—Device Security

-

HIPPA Privacy Violation by Types

ta Disclosed
Without

I Authorization

Bl from Patient
Radic 20%

HIPAA

Health Insurance Portability
and Accountability Act

Data
Compromised
by Hackers

Improper
Disposal Of

6% Data
5%

Data Lost and
Not Accounted
For
12%

Data Physically
Stolen
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Internet of Agro-Things (I0AT) - Cybersecurity Issue

Edge Edge

Livestock Monitoring Qi Qi Authenticati

_ | 1_ uthentcation
1 () —> Cloud ‘

Edge [’ |

Gateway4 Edge £ &%

Network lIoAT __ Data

Security Security Integrity

Tl‘l’!ﬂ‘ﬂl“

CLOCK | HUMIDITY
HTCA

Temperature Sensor

Drone Water Sprinkler

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. P. Yanambaka, B. K. Baniya and B. Rout, "A PUF-based Approach for Sustainable Cybersecurity
in Smart Agriculture,” in Proc. 19th OITS International Conference on Information Technology (OCIT), 2021, pp. 375-380, doi: 10.1109/0CIT53463.2021.00080.
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Smart Grid - Vulnerability

—— Remote terminal unit ~ Supervisory Control and Data_, \meter measurement

_ Acquisition (SCADA)
__—— Electric Power Flow — Control command
Control Center

Programmable Logic

Controllers (PLCs)
\\,@0\‘
-~ Distribution
Management System

Substations

O
4
T

‘v/'

-

Generation o
Generators T \?&\"}
P\\_\ao\(\ . ; 7
Transmission Smart Meters,
Transformers EVs

ICT components of smart grid is cyber vulnerable.

Source: (1) R. K. Kaur, L. K. Singh and B. Pandey, "Security Analysis of Smart Grids: Successes and Challenges," IEEE Consumer Electronics Magazine, vol. 8, no. 2, pp. 10-15, March 2019.
(2)https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-services/smart-grids/smart-grids-and-smart-metering/ENISA_Annex%2011%20-
%20Security%20Aspects%200f%20Smart%20Grid. pdf
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Smart Car — Modification of Input
Slgnal of Control Can be Dangerous

» Typically vehicles are controlled by human drivers

» Designing an Autonomous Venhicle (AV) requires decision chains.

» AV actuators controlled by algorithms.

» Decision chain involves sensor data, perception, planning and
actuation.

» Perception transforms sensory data to useful information.

» Planning involves decision making.

Data Information Decisions
(uncertainty) (probabhs'gc) (rcontro}_r\)/_--- —-\\
/\ \
Sensors | Perception Planning | - 'Actuator |
| |
,-/
~N_7 NG > 4

Source: S. J. Plathottam and P. Ranganathan, "Next Generation Distributed and Networked Autonomous Vehicles: Review," in Proc. 10th International
Conference on Communication Systems and Networks (COMSNETS), 2018, pp. 577-582, DOI: https://doi.orq/lo.1109/COMSNETS.2018 8328277.
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https://doi.org/10.1109/COMSNETS.2018.8328277

Trojans can Provide Backdoor Entry to
Adversary

Information may bypass giving a non- Hardware Trojans

SELEIIEILEE O Wl Elely 226 GLipUL Unprotected/Unsecure Information >

=
5,
S Output
—

Protected/Secure Information ’

Input ——P» Watermarking and/or
Cryptography Processor

Source: Mohanty 2015, McGraw-Hill 2015
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Fake Data and Fake Hardware —
Both are Equally Dangerous In CPS

Authentic Fake
An implantable medical device

—_—
Q

Al car create fake data (Deepfake) ! A plug-in for car-engine computers

T, gv
S Electmnic
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Al Security - Attacks

Attacker’s Access to Access to Access to
Capabilities Training Data Model Training Trained Model
Get Data Train Model

i
Prepare Data Model Testing
, \/ \/
Atéaocgzr > Model Poisoning, Model Inversion,
Extraction Invasion, Impersonation

Source: Sandip Kundu ISVLSI 2019 Keynote.
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Wrong ML Model - Wrong Diagnosis

“Presence of
Expert radiologist | pneumonia”

ﬁt'-:""f

Medical records

Patient X-ray
[ |

Deferral module

“Nn
pneumonia’
%,  Machine Learning ~—

‘@ classifier
"ﬂ.-"“

= =
Z3
7 R

T~ |Accuracy is important
determine pneumonia

Wrong model can lead to
wrong diagnosis altogether

Source: https://www.healthcareitnews.com/news/new-ai-diagnostic-tool-knows-when-defer-human-mit-researchers-say
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Al Security - Trojans |n Artificial Intelligence

Adversaries can insert
Trojans into Als, leaving
a trigger for bad behavior
that they can activate

05/06/2024
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Cybersecurity Solution for I0T/CPS
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C- Confidentiality, | — Integrity, A - Availability, AC — Accountability, AU —
Auditability, TW — Trustworthiness, NR - Non-repudiation, P - Privacy

loT Cybersecurity - Attacks and Countermeasures

Computing
nodes
Edge
nodes
RFID tags
Communication

Edge computing

Countermeasures

Side-channel signal analysis

Trojan activation methods

Intrusion Detection Systems (IDSs)

Securing firmware update

Circuit/design modification

Kill/sleep command

Isolation

Blocking

Anonymous tag

Distance estimation

Personal firewall

Cryptographic schemes

Reliable routing

De-patterning and
Decentralization

Role-based authorization

Information Flooding

Threat Against
Hardware Trojans All !
Side-channel attacks C,AU,NR,P :
Denial of Service (DoS) A,AC,AU,NR,P
Physical attacks All
Node replication attacks All
Camouflage All
Corrupted node All
Tracking P, NR
Inventorying P, NR
Tag cloning All
Counterfeiting All
Eavesdropping C.NR.,P
Injecting fraudulent packets | P,LAU,TW NR |
Routing attacks C,LACNR,P
Unauthorized conversation All
Malicious injection All
Integrity attacks against C,I
learning
Non-standard frameworks All
and madequate testing
Insufficient/Inessential C,ACNR,P

logging

Pre-testing

Outlier detection

Source: A. Mosenia, and Niraj K. Jha. "A Comprehensive Study of Security of Internet-of-Things",
IEEE Transactions on Emerging Topics in Computing, 5(4), 2016, pp. 586-602.
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Our Swing-Pay: NFC Cybersecurity Solution

Fingerprint
Sensor

€rig/

- O

Antenna

71849
0

Keypad

Power Supply

Swing Pay

GSM Antenna

Start
!
Get ID from
NFC Module
from Receiver

’

Enter
Amgunt

I
Verify
Fingerprint
Data

'

Approved No

?
Yes l

Send Data
over GSM

Payer Module

Verify
Fingerprint
Data

Approved NO|

?

Yes l

Send Data over

NFC P2P
Payee Module

Source: S. Ghosh, J. Goswami, A. Majumder, A. Kumar, S. P. Mohanty, and B. K. Bhattacharyya, "Swing-Pay: One Card Meets All
User Payment and Identity Needs", IEEE Consumer Electronics Magazine (MCE), Volume 6, Issue 1, January 2017, pp. 82--93.
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RFID Cybersecurity - Solutions

Selected RFID Security Methods

'R .

Faraday Cage

\ A 4

Reader

Killingslaas Sleeping Faraday Blocker Tag Minimalist Proxy
LR Tags Cage Tags Relabeling | Cryptography Privacy
Devices

Safe Zone

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security
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Firmware Cybersecurity - Solution

W Image

Private Key%

}

\ 4

Hash

Sign
(RSA)

Secure
Off-Line

Environment

Signatur

Secure Flash Programming

Hash

(RTSA) Re \»\65“

@ﬁ Public Key

sh
: >| Compare
gnatu,-e Verify ‘e(eﬂoe

Report
Error
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Source: https://www.nxp.com/docs/en/white-paper/AUTOSECURITYWP.pdf
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Embedded Memory Security

Trusted On-Chip Boundary

Read Decoder

| |
I Embedded I Update Merkle (Value) and Hash
: Processor : Hash Tree from Memory
1 S r
| |
| |
: . L1 Sensor I Update Merkle Sensor Yes = Check
: Verify Cache Module I Hash Tree Attack —> Hash
. Hash Current/ | ? Tree
I Hash Temperature
: Cache Encryption/ I 1 No

Decryption I
: Module : Update Merkle Do not check hash
—————————— O Hash Tree Proceed with read

Write Operation Read Operation

- _ Memory integrity verification with 85% energy
On-Chip/On-Board Memory Protection savings with minimal performance overhead.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for Memory Integrity Detection and Protection
in Embedded Systems”, Springer Circuits, Systems, and Signal Processing Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

05/06/2024 122



Smart Healthcare Cybersecurity

PDA

Glucose Level

Continuous

Glucose & @

Sensor

Insulin Pump

L
'S
o

Glucose Meter Remote Control

Insulin Delivery System

Key

1

Encryption

Information Bits

(i.e., control command) Transmitted Data

Rolling Code Encoder in Remote Control

Report Data/Control

Insulin Pump

Insulin Pump

Universal Software
Radio Peripheral

Active Attacks

Impersonation
V

Universal Software
Radio Peripheral

Security Attacks

k?
e/

Remote Control

Insulin Pump’s

Received Data Sequence Counter

Comparison: Whether
within a Range

, Q Y
Qecryptlon \ 4 \ 4 \

Received Information (i.e., Accept Drop
control command)

\ 4

Rolling Code Decoder in Insulin Pump
Source: Li and Jha 2011: HEALTH 2011
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Drawbacks of Existing

Cybersecurity Solutions
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IT Cybersecurity Solutions Can’t be Directly
Extended to IoT/CPS Cybersecurity

IT Cybersecurity _

» IT infrastructure may be well = loT may be deployed in open hostile
protected rooms environments

= Limited variety of IT network devices = Significantly large variety of loT devices

= Millions of IT devices = Billions of 0T devices

= Significant computational power to = May not have computational power to run
run heavy-duty security solutions security solutions

= |IT security breach can be costly = 0T security breach (e.g. in a IoMT device like

pacemaker, insulin pump) can be life threatening

Maintaining of Cybersecurity of Electronic Systems, |oT, CPS, needs Energy,
and affects performance.

& @ 5 8
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Cybersecurity Measures in Healthcare
~ Cyber-Physical Systems is Hard

-

i @ "'-— B \
i e L Collectively (WMD+IMD):

Implantable and Wearable
Medical Devices (IWMDs)

~_ Implantable and Wearable Medical
Devices (IWMDs):
- Longer Battery life

| —> Safer device

| - Smaller size

- Smaller weight

‘ = Not much computational capability

v-;. &
| Impersonation
Attacks
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H-CPS Cybersecurity Measures is Hard
- Energy Constrained

Neurostimulator
. Battery Life
| - 8 years

Battery Life
- 10 years

» Implantable Medical Devices (IMDs) have integrated battery to provide energy to all their
functions - Limited Battery Life depending on functions

» Higher battery/energy usage - Lower IMD lifetime
> Battery/IMD replacement - Needs surgical risky procedures

Source: C. Camara, P. Peris-Lopeza, and J. E.Tapiadora, “Security and privacy issues in implantable medical devices: A comprehensive survey", Elsevier Journal of
Biomedical Informatics, Volume 55, June 2015, Pages 272-289.
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Smart Car Cybersecurity - Latency Constrained

Protecting Communications
Particularly any Modems for In-
vehicle Infotainment (IVI) or in On-
board Diagnostics (OBD-II)

Over The Air (OTA) Management
From the Cloud to Each Car

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive cybersecurity issues.

Protecting Each Module

Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

Source: http://lwww.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805. pdf

~ Connected cars require latency of ms to _ _
communicate and avoid impending crash: Security Mechanism Affects: R~
o Faster connection . Latency & Lo
o Low latency  Mileage Blazis
o Energy efficiency - Battery Life Car Cybersecurity —

Latency Constrained

Pl

__4, &L
=9 By =3

Sm Electronic %s%%s
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UAV Cybersecurlty Energy &

Latency Constrained

X

Communlcatlon
protocol

Guidance
Determine

% 14— GPsS

Navigation Controller

B A Determine to
@A Bias/ Pros. Vel. Alt. Guidance Path
Magnetometer 1> o ale Plot Route, and Stabilize Actuator
. Accel Aircraft i
PI :
ot/Static S (Adjustable

System

Fusor

. Application Logic Security

. Control System Security

. Both

Vehicle State

1;: ET*

Aircraft
Dynamics

Source: http://www.secmation.com/control-desian/

Cybersecurity Mechanisms Affect:
Battery Life [EGHSHGYN \Weight Aerodynamics

UAV Security — Energy and Latency Constraints

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

05/06/2024

[SYSTEM FAI E.L
P

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/

{ 1’;\'1‘:1‘ ‘/\

:’: 1
Eeo= (W =
Smg Electronic Systems
abo s

136



Smart Grid Security Constraints
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Cybersecurity Attacks -
Software Vs Hardware Based

Software Based

= Software attacks via communication channels
= Typically from remote
= More frequent

= Selected Software based:
o Denial-of-Service (DoS)
o Routing Attacks
o Malicious Injection
o Injection of fraudulent packets
o Snooping attack of memory
o Spoofing attack of memory and IP address
o Password-based attacks

= Hardware or physical attacks
= Maybe local
= More difficult to prevent

= Selected Hardware based:
o Hardware backdoors (e.g. Trojan)
o Inducing faults
o Electronic system tampering/ jailbreaking
o Eavesdropping for protected memory
o Side channel attack
o Hardware counterfeiting

Source: Mohanty ICCE Panel 2018

05/06/2024

. . . S Electronic %slt;?is
Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty %«my s

DERARTMENT CF oopuTER
SCILNCL & CNGIELARG
> Calieye of Crogtmeriny

EST.1890

147



Cybersecurity Solutions —
Software Vs Hardware Based

g

Software Based

= Introduces latency in operation
= Flexible - Easy to use, upgrade and update

= Wider-Use - Use for all devices in an
organization

= Higher recurring operational cost

= Tasks of encryption easy compared to
hardware — substitution tables

= Needs general purpose processor
= Can’t stop hardware reverse engineering

Source: Mohanty ICCE Panel 2018

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared to
software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks
= Can’t stop software reverse engineering

05/06/2024
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Cybersecurity Nightmare € Quantum Computing

Edge Data
Center

-
- ~a Local
Area
= =) - Network

"""" (LAN)

N i
4 5
,,,,, Sensors (Things) Gateway using Quantum
e i . Clust : - '
Tefoerature,, uster loT-Edge Devices ig!trﬁ IFast qufantum colr(nputlng resources
loT-End Devices . Igh latency in network _
In-Sensor/End-Device Edge Computing »Breaks every encryption in no time
: »Less computational resource
Computing »Minimal latency in network
» Minimal computational resource >Lightweight security
> Negligible latency in network A quantum computer could break a
> Very lightweight security 2048-bit RSA encryption in 8 hours.
feory (SESL)
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Security-by-Design (SbD) —
The Principle
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loT/CPS D

esign — Multiple Objectives

Smart Cities
Vs
Smart Villages

Recurring Operational Cos

Source: Mohanty ICCE 2019 Keynote
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Privacy by Design (PbD) =2 General
Data Protection Regulation (GPDR)

1995 2018
Privacy by Design (PbD) General Data Protection Regulation
| (GDPR)
“ Treat privacy concerns as » GDPR makes Privacy by Design (PbD)

design requirements  when a legal requirement
developing technology, rather
than trying to retrofit privacy
controls after it is built

Security by Design
aka
Secure by Design (SbD)

o (b ;} §,
A . . Sm Electronic Systemms
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Security by Design (SbD) and/or
Privacy by Design (PbD)
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Security by Design (SbD)
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Security-by-Design (SbD) — Principles ...

= Security features should be Proactive not Reactive: Cybersecurity
solutions for SbD approach should be done in a proactive fashion
In anticipation that cyberscrurity issues will arise, instead of
exploring solutions after cyberscrurity crisis takes place.

= Security should be Default: Cybersecurity features of the smart
electronics should be default option in the context of hardware,
software, and system specifications.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE  Computer  Society  Annual Symposium  on  VLSI (ISVLSI), 2023, pp. 1-6,
DOI: https://doi.org/10.1109/ISVLS159464.2023.10238586.
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Security-by-Design (SbD) — Principles ...

= Security should be Embedded into Design: Cybsecurity

solutions of a system should be Iintegrated in the design
and should be builltin as If the solutions cann't be
separated from the system.

Security should be incorporated as a Full Functionality -
PositiveSum, not Zero-Sum without trade-offs: To facilitate
effective integration with smart electronics, the SbD approach
should have not tradeoffs and shouldn’'t have energy, battery,
and performance overheads.

05/06/2024
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Security-by-Design (SbD)

= Security-Solutions should be End-to-End Security for

Lifecycle Protection: The cybersecurity solutions should
provide security In the entire life-cycle of the smart
electronics, from design to deployment.

= Security-Solutions should have Visibility and Transparency:
The SbD approach in an Electronic system should be easily
understandable and information should be visible and clear.

= Security-Solutions should have Respect for Users: The
cybsecurity solutions should respect the users in terms of
their safety, privacy, and convenience.

—

& =

-l

Smart Electronic Systems
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SbD Principle - loT/CPS Design Flow ...

-)

Concept High Level Design Component Level Design Design Analysis

How to integrate cybersecurity and privacy at every stage of design flow?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf

To Next

Step

2 @ = B
ﬁ«i% D5 0
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SbD Principle — loT/CPS Design Flow ...

—
I To

From i - Writing Application Programming  Client Integration ! Next

PreViOUS: Sensor and Component Devi Interface (APIs) for Cloud (Desktop, Tablet, :Step
Step evice Infrastructure Mobile) | ‘

Assembly Drivers

|
I |
@ Lo '

‘ Prototyping

How to integrate cybersecurity and privacy at every stage of design flow?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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SbD Principle — loT/CPS Design Flow

From =S
Previous )y
Step ~‘ e ) $ '
Field Testing Release pf Production Release an_d
Beta Version Documentation

How to validate and document cybersecurity and privacy features at every stage of production?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf

& @ 5 8
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CPS - loT-Edge Vs loT-Cloud

Edge Data Center

(|
o
= N -

Ss., Local

Area
_.» Network
-7 (LAN)
ol

,/
> Download

Upload

Edge Router

Cloud Security/Intelligence

Sensors (Things) »Big Data

Gateway

/

T Cluster | > Lots of Computational Resource
~ Ry Middleware Edge/Fog Plane >A t D ¢ A I )
End/Sensing Devices (Communication) Ccurae_ ata Analytics
_ _ : : »Latency in Network
End Security/Intelligence Edge Security/Intelligence »Energy Overhead in Communications
» Minimal Data »>Less Data |
» Minimal Computational Resource »Less Computational Resource
> Least Accurate Data Analytics >Less Accurate Data Analytics  FaauyeDuty ML is more
' »Rapid Response : "
>_ very Rapid Response _ b _p suitable for smart cities
TinyML at End and/or Edge is key for smart villages.
& ® 5 8
Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty - E::t:yo?gl%sl%ws

UNT ozeART oorpuTER 164
§ EST.1890

05/06/2024



Secure SoC - Alternatives

|:| Development of hardware amenable algorithms.

HHEE Building efficient VLSI architectures.

1’ Hardware-software co-design for security, power, and performance tradeoffs.

3 SoC design for cybersecurity, power, and performance tradeoffs.
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Trustworthy Electronic System

= A selective attributes of electronic system to be trustworthy:

Q

Q

o O O O

It must maintain integrity of information it is processing.

It must conceal any information about the computation performed through
any side channels such as power analysis or timing analysis.

It must perform only the functionality it is designed for, nothing more and
nothing less.

It must not malfunction during operations in critical applications.

It must be transparent only to its owner in terms of design details and states.
It must be designed using components from trusted vendors.

It must be built/fabricated using trusted fabs.

05/06/2024
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Hardware-Assisted Security (HAS)

= Software based Security:

o A general purposed processor is a deterministic machine that computes the next
Instruction based on the program counter.

o Software based security approaches that rely on some form of encryption can’t be
full proof as breaking them is just matter of time.

o It Is projected that quantum computers that use different paradigms than the
existing computers will make things worse.

Hardware-Assisted Security (HAS): Security/Protection provided by the

hardware: for information being processed by an electronic system, for

hardware itself, and/or for the system.

05/06/2024
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Hardware Cybersecurity Primitives
— TPM, HSM, TrustZone, and PUF

Endorsement Key (EK)
random number
generator
Storage Root
Key (SRK)
RSA key generator

Platform Configuration
Registers (PCR)
Attestation Identity
Keys (AIK)

encryption-decryption- storage ke
signature engine g "

Trusted Platforrh
Hardware Security Module (HSM)  Module (TPM)

Mobile device Source: C. Marforio, N. Karapanos, C|
Soriente, K. Kostiainen, and S. Capkun,

(e.g., Android)

SO A A e - f S martphones as Practical and Secure Location

: Normal world (NW) : E (SSEV(.\‘}L;FB world E\S/erigggtion TokePnsfotr PLym(ejants. 2014|1_. t

"| Appl || App2 |1, . ;

: X ' Keep It Simple Stupid (KISS) =
| eteos 11 [m][m2 )] Keep It Isolated Stupid (KIIS)

| ! :

| ! :

Baseband 05 |

I_’_--__'_'_'_'_I --_--Il
Application processor i Baseband Peripherals \
(TrustZone) 1 processor (GPS)

————————— .*._____———- 'P N

Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)
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Energy Efficient

SbD/HAS - Advantages

4
0p)
o

O

_
=
@)

-

ENGRELARG.

=
PARTHENT GF COMFUT

o

EST.1890

Robust

()

0
O
",
o
... ..o. \\
OO0 .&.
QO ....ﬂ.......... ....... \
ONlnYy \\
Wi g
O
XKUY ...... \ =
QOO0 OO <
QOAOOXIANO0 4 XK
Q OO0 X W ........ =
...". ... .._. o
" .."."_".". =
¢ w
<
=
© s
Q Jé
(40) Y,
- 3 A g
%) £
) 1
“..... L A
OO -+) )
e C 3
000
000 O ~—
O :oooooooooooo..... | e |
BOOOOR000 OO0 =)
BOAAO00) 0000. VOO0 ()
o .."."."......" X 50
0 OO0 o
QOONSOONA 7
QOMROOBAX)
OOBROOSX0 ]
8 “........".... )
.o: .:o::
OO0 |
.."." ....."........" .WJ
N O >
NS &
XX T
...oo 0 oo.oooo =}
oo .:ooo (3]
OG0 ]
%0
XY w

05/06/2024



Security-by-Design (SbD) —
Specific Examples
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PMsec: Our Secure by Design Approach
for Robust Security In Healthcare CPS

Edge Router

End Devices

( o)

Internet

—-—‘—'

/ Edge Servers

S @
AN ol ’

' Remote

1
; b Connection

1

Doctor/ Nurse Remotely

Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp 388--397

Authentication in the Internet of Medical Things”,

181
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Challenge Medical At the DOCtor
- > | .
PUFinte Device — » When a new IoMT-Device
allenge Server csponse esponse
Challengo 2 (PUF) comes for an User
Output Device Registration Procedure
Hash ——mm——
N’ [ Secure ]
Enrollment Phase Secure Database Database
R1 —-C
PUF Security Full Proof:
> Only server PUF Challenges are stored, not Responses R L
» Impossible to generate Responses without PUF X = H(R2)

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical
Unclonable Function-Based Robust and Lightweight Authentication in the Internet of Medical Things”,
IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Chal]enge’ At the DOCtor
___ PUEinthe e Devicein _ » When doctor needs to access
Challenge 2 erver Esponse Question  Response

an existing loMT-device

Output
Hash . Authentic Device Authentication Procedure
ompare
- . Device is not Secure
Original .
F—/ String Authentic [ Database J
S Cl1

Secure Database

R1"—

Authentication Phase R -

- Compare ‘
Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable X=X
Function-Based Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE o |
Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

Continuous
Glucose
Monitoring

Hospital

8=

—

- > !A"p =
Cloud Storage o

v
ma
Doctor

Near Infrared (NIR) based
Noninvasive, Accurate,
Continuous Glucose Monitoring

P. Jain, A. M. Joshi, and S. P. Mohanty, “iGLU: An Intelligent Device for Accurate Non-Invasive Blood Glucose-Level Monitoring in Smart Healthcare”, IEEE Consumer
Electronics Magazine (MCE), Vol. 9, No. 1, January 2020, pp. 35-42.
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Secure-IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

IGLU Insulin

Deli Secure-iGLU
clivery Controller
Subsystem (PUF)
(PUF) I I
£adge Datacenter
IGLU Glucose-Level or Cloud
Monitoring Datacenter iG LU DEVi ce Secure-
Subsystem (CRPs from PUFs -
(PUF} > of Devices) (IOMT NOdE) IGLU
PUF Controller
!{{ (PUF)
Challenge™Response Table
100101001 101001010
Source: A. M. Joshi, P. Jain, and S. P. Mohanty, “Secure-iGLU: A Secure Device for Noninvasive i i M atCh
Glucose Measurement and Automatic Insulin Delivery in loMT Framework”, Proceedings of the | : P
19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 440-445. _ .
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We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (loE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain — The Big Idea

Blockchain Technology Is Iintegrated
with Physically Unclonable Functions
as PUFchain by storing the PUF Key
Into immutable Blockchain

)

Roles of PUF:

» Hardware Accelerator for Blockchain

» Independent Authentication

» Double-Layer Protection

» 3 modes: PUF, Blockchain, PUF+Blockchain

5—_@-J£ Gy =

Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty

05/06/2024 197



PUFchain: Our Hardware-Assisted Scalable Blockchain

PUFChain 2 Modes:
(1) PUF Mode and
(2) PUFChain Mode

v PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

:PUFchaln System Model '™~ 4
“h-.-—:"

Jloud © Can provide:
orage o
= Device, System, and
Data Security
 PUF 'L__J
‘m Tl'tedee
- “Block™ PUI J :
Block with PUF| Broadcasted
Kn:*_g,r added to them—————.
to P2P Network ——1
IoT Device Wlth _ _
PUF Module PUFchain Working Model

Transaction Complete

Distributed Ledger P /)

w Device using
PUF key

Trusted Node
Verifies the

New

Old Blocks Block

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchaln 2.0: our Hardware-Assisted Scalable Blockchain

OMT Authentication
0
- eV Biock Validation
ﬁj | m-m £a
| Y
Initiates transaction by broadcasting the Miner Receives the Block

Miner Performs )
Key Extraction

g— PUF Key
— — MAC
Verifies MAC J— Data
address and PUF key

Broadcast
l‘ | > | >§ﬁa (((2))))) Validated
Block

Checks if the Authentication _ _
is Successful Block is added to the Blockchain

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable Simultaneous Device
and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI: https://doi.org/10.1007/s42979-022-01238-2.

Block containing PUF key and MAC address
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https://doi.org/10.1007/s42979-022-01238-2

PUFchain 3.0 - Architecture

PUF Gateway Node g
1

O

T — i
Broadcast Data ==
to Edge Server

4 loMT
a

Edge Server

\_

IOTA Tangle

Remote PUF Key Extraction

d ht asked Authenticatio
) ® ® Create Root and | Messaging (MAM)

Channel Creation

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain_3.0: Hardware-Assisted Distributed Ledger for Robust Authentication in the
Internet of Medical Things”, in Proceedings of IFIP International Internet of Things Conference (IFIP-10T), 2022, pp. 23--40, DOI: https://doi.org/10.1007/978-3-031-18872-5 2.
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https://doi.org/10.1007/978-3-031-18872-5_2

Our PUFchain 4.0: Integrating PUF-based

g ITIF_’I\Qn Distributed Ledger for SbD of loT

) -’-9(/,0 :
e EQZSV%EEOSUF ))) Edge Server performs
> key & MAC PUF key verification &
Address KIB Broadca Stores PUF key inside THAM
Upload
s ~\ Transaction
(((. Edge Cloud (- [ Tangle>PUF Key Edge Server Creates

=, =] e S8k kl! h |

S , g 7 [ =7 MAC Address ) MA;LM C anrleRestricted )

=== ) PM NV-IndexX - _a

»Tangle is a simple fee-less, miner less Distributed Ledger Technology

*"|n Tangle, Incoming transactions must validate tips (Unverified Transactions) to become part of the Network.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “PUFchain 4.0: Integrating PUF-based TPM in Distributed Ledger for Security-
by-Design of 10T”, in Proceedings of the ACM Great Lakes Symposium on VLSI (GLSVLSI), 2023, pp. 231--236, DOI: https://doi.org/10.1145/3583781.3590206.
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https://www.smohanty.org/Publications_Conferences/2023/Mohanty_GLSVLSI_2023_PUFchain-4-0.pdf
https://www.smohanty.org/Publications_Conferences/2023/Mohanty_GLSVLSI_2023_PUFchain-4-0.pdf
https://doi.org/10.1145/3583781.3590206

Our PUFchain 4.0: Integrating PUF-based

TPM In Distributed Ledger for SbD of loT
| ResearchWorks Applicaion oy 0 Authentcaion Mechanism  Performance Velrics

Mohanty et al. 2020 - loT (Device and
PUFchain Data)
Chaudhary et al. 2021 -  Hardware Supply
Auto-PUFchain Chain
Al-Joboury et al. 2021 -
POQDB loT (Data)
Wang et al. 2022 - PUF- :
Based Authentication T (iIe)
Hellani et al. 2021-
Tangle the Blockchain O (2
Bathalapalli et al. :
2022-PUFchain 2.0 IoMT (Device)
PUFchain 3.0 in 2022 loMT (Device)
: : loT( Device &
PUFchain 4.0 (This Paper) Data)

Blockchain

Blockchain

Blockchain &
Cobweb

Blockchain

Blockchain &
Tangle

Blockchain

Tangle

Tangle

Proof-of-PUF-Enabled PUF Design Uniqueness - 47.02%,
Authentication Reliability-1.25%
Gas Cost for Ethereum transaction

Smart Contracts 21.56 USD (5-Stage)

loT M2M Messaging (MQTT) Transaction Time - 15 ms
Smart Contracts NA
Smart Contracts NA
Media Access Control (MAC) & Total On-Chip Power - 0.081 W, PUF
PUF based Authentication Hamming Distance - 48.02 %
Masked Authentication Authentication 2.72 sec, Reliability -
Messaging 100% (Approx), MAM Mode-Restricted
PUF Key Generation Time-87 ms,
PUF Based TPM PUF Reliability-99%
(SbD) Power Consumption-2.7-3.3 Watt

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “PUFchain 4.0: Integrating PUF-based TPM in Distributed Ledger for Security-
by-Design of 10T”, in Proceedings of the ACM Great Lakes Symposium on VLSI (GLSVLSI), 2023, pp. 231--236, DOI: https://doi.org/10.1145/3583781.3590206.
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https://www.smohanty.org/Publications_Conferences/2023/Mohanty_GLSVLSI_2023_PUFchain-4-0.pdf
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Smart Grid Cybersecurity - Solutions

Source: S. Conovalu and J. S. Park. "Cybersecurity strategies for smart grids®, Journal of Computers, Vol. 11, no. 4, (2016): 300-310.
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Data and System Authentication and Ownership

Protection — My 20 Years of EXxperiences
System

=% |P cores or reusable cores are
] used as a cost effective SoC
# solution but sharing poses a
3 security and ownership issues.

< ip at Original
IIF: Design House

Hacker - Goes to Another

Design House

e | OF Resuse

=»> Whose is it? Q ®

=> Is it tampered with?

= " 2
Where was it created? 9 ho Owns 2

=» Who had created it? Researcher

p at Another
=»> .. and more. Design House

Source: S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos, "Everything You Want to Know About Watermarking", IEEE Consumer Electronics
Magazine (CEM), Volume 6, Issue 3, July 2017, pp. 83--91.
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Data Quality Assurance In IoT/CPS

Edge Training: Cloud Training:
» Data Signature < Data Signature
» Model Signature < Model Signature

Secure data curation a solution for
fake data?

Source: C. Yang, D. Puthal, S. P. Mohanty, and E. Kougianos, “Big-Sensing-Data Curation for the Cloud is Coming”, IEEE Consumer Electronics Magazine
(CEM), Volume 6, Issue 4, October 2017, pp. 48--56.
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Secure Digital Camera (SDC) — My Invention

Active Pixel Sensors :
Shutter/Lens Analog- Vi Display
-~ Onboard (User Interface)
—| to-Digital
Memory
$ Converter —
Shutter | i
Controller - —&
Vo Key ——— o V, I
Secunty ~ l ?iiiii".: :. . | —
4|> Unit | System —] DSP lPéEU
1 _+ Controller V2
v 4 — Y Vo
Privacy . Copyrlght Flash L Control
V2l ynit Unit Memory | |— pata

Security and/or Privacy by Design
(SbD and/or PbD)

Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”, Elsevier Journal of Systems Architecture (JSA),
Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Protectlon

Salect Tiwra, ou) T, wa )
ImageDataln {—"'
. - —_—
| '3':&_ and P & CTalculation Unit | DataOut
ot B WatermarkDataln o .
e E HIFREE] B i Spanal Domain e 3 dhd
l 1- Second / First ———] ARSI A I L L L
r L e e &
_ | Edze Detection 0 41/ ™, O 41/’ L — Visible CEE AR A
Tlmit |
Ty ——= —= Busy B :
g Bomin ——= Watermarking " TG
| Fegister Fil= l B . EI?&?
max L1

—— |
“w, 0 _1/¢7

f b 3
Miultiplier

7 QT T RIS En e
Ab\l‘il_ 1 7 o, - Chip - g‘._g__{{ PRI TE S

......

Start ———=

DataReady

Reset ———

Clock ——=

e Pin Diagram Chip Layout

r
O 1

Chip Design Data

%7 Total Area : 9.6 sg mm, No. of Gates: 28,469
Power Consumption: 6.9 mW, Operating Frequency: 292 MHz

Unified Architecture

for Spatial and DCT

Domain Watermarking ="

Source: S. P. Mohanty, N. Ranganathan, and R. K. Namballa, "A VLSI Architecture for Visible
Watermarking in a Secure Still Digital Camera (S2DC) Design", IEEE Transactions on Very Large Scale
Integration Systems (TVLSI), Vol. 13, No. 8, August 2005, pp. 1002-1012.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Integrity

WM_DATA SEL

WH_DATA TN
Address Shaft IM_DATA_IN —=
| Ys  4g 4g Decoder Register WM _DATA TN SPATIAL DOMAIN -~ DATA OUT
= =z & =2 1 r * | 4 ¥ WM_DATA_SELECT INVISIBLE
! MUX o ROBUST/FRAGILE — = BUSY
Adder 1 = Adder2 2x1 WATERMARKING
START ————
Image ; ﬁ'l S:I’ (1—oy J RESET —»| ENCODER. —— DATA_READY
RAM 8 l 0"«,., Watermark , CLOCK —=
Multiplier 1 Multiplier 2 RAM fi £ PRI N g s Ay
: ‘ Pin Diagram
n I Chip Layout
/ Subtractor =
Address MUX - .
Decoder I 2x1 1.¥ g Chlp DeS|gn Da.ta
1 i L] ¥ ¥
Yo XOR = MUX | Total Area : 0.87 sg mm, No. of Gates: 4,820
— — 1 2x1 [T :
IM_DATA_IN Power Consumption: 2.0 mW, Frequency: 500 MHz
ROBUST/FRAGILE| MUX e -
= 2x1 Unified Architecture for
i i :
b Spat|a| Domain Robust Sogrcgr:]_s. F M(c:)hanéy, Ifj }Toggﬁslrlosl,?agd [[\I Rzn?:anaﬁhan\}v"\t/LSI Alr<<_:hit:actluEr_(|a_
) ) an ip for Combined Invisible Robust and Fragile Watermarking",
and Fraglle Watermarklng Computers & Digital Techniques (CDT), Sep 2007, Vol. 1, Issue 5, pp. 600-611.
_,i, e, &iC ’A‘\ 3
;&. Ele:tf)oni:' stems
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Our Design: First Ever Low-Power
Watermarking Chip for Data Quality

Original Image Watermark Image Normal Voltage vddi vdd2
Invisiblq Visible Watermarking Lower :
Watermarking Voltage Edge Detection Module Original Inage— Wat cod
i S Perceptual Analyzer | fr::ga; e
Edge Module Watermark Image —| Low Power Chip
Detection Level Scaling and Embedding alpha—|
Module | ' i Converter Factor Module N for
1 l I %ﬁ;ﬁﬂg “Omax Visible Watermark — done
q  Invisible N Visible Factor  <bmin Slower Insertion enable — Image
— Insertion Insertion Module ~ <Pmax Clock Invisible Watermark reset —
Module MOdlllle Insertion clk1 —{ Watermarking |— busy
.- . clk2 —
| T kad mage | Unified Architecture for Normal Clock | : :
DCT Domain Watermarking DVDF Low-Power Design Pin Diagram

¢ Chip Design Data

; Total Area : 16.2 sg mm, No. of Transistors: 1.4 million
| Power Consumption: 0.3 mW, Operating Frequency:
|Chip Layout 70 MHz and 250 MHz at 1.5 V and 2.5V

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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Our PUFshield: for Deepfake Mitigation Through
PUF-Based Facial Feature Attestation ...

Images  Facial  Facial Landmark
Landmarks  coordinates

[119, 235, 124, 266, 131, 297, 142, 328, 157, 357, 179,
383, 210, 402, 239, 417, 274, 422, 307, 413, 333, 396, 356,

Final PUF
373, 371, 344, 376, 311, 378, 277, 381, 245, 379, 212, 146,

199,161, 182, 184, 175, 209, 175, 232, 182, 273,179, 294, | KeyS

169, 318, 166, 342, 171, 359, 187, 254, 193, 257, 209, 259, ——— R T |
226, 262, 243, 236, 270, 249, 271, 263, 273, 276, 269, 289,
267,175, 208, 190, 201, 204, 199, 221, 206, 205, 208, 190,
209, 290, 202, 305, 193, 320, 193, 335, 200, 321, 202, 306,
202, 211, 327, 229, 312, 251, 301, 267, 304, 281, 299, 301,
308, 321, 320, 304, 340, 284, 350, 270, 353, 254, 352, 232,
344,220, 327, 252, 313, 268, 314, 281, 311, 312, 321, 283,
333, 269, 336, 253, 334]

[242, 205, 243, 230, 246, 257, 251, 282, 260,

306, 275, 326, 292, 342, 314, 353, 337, 355, 357,
348, 373, 331, 386, 310, 396, 288, 402, 263, 404,
240, 405, 216, 404, 194, 260, 179, 271, 165, 287,
160, 304, 163, 320, 168, 342, 166, 355, 159, 369,
155, 383, 157, 391, 168, 333, 188, 335, 205, 336,
" 222, 338, 240, 320, 255, 329, 257, 337, 258, 344,
256, 351, 253, 279, 195, 287, 189, 298, 188, 307,
194, 299, 197, 288, 198, 352, 191, 360, 184, 370,
183, 377, 188, 371, 192, 362, 193, 300, 290, 313,
282, 326, 278, 335, 281, 345, 278, 356, 281, 366,
285, 357, 298, 346, 306, 335, 308, 325, 308, 312,
302, 305, 290, 326, 288, 336, 289, 345, 287, 360,
287, 345, 291, 335, 293, 326, 292]

Image

’A\ Download

Facial
|
Landmark /
Prediction

Facial Regio
Detection

PUF . R

Secured Imag "\:/I?g;_fr?g PUF
|

[245, 134, 244, 159, 247, 184, 253, 210, 263, 235, 275,
259, 290, 281, 309, 296, 331, 300, 355, 294, 377, 279,
395, 257, 409, 231, 417, 201, 421, 170, 423, 137, 421,
107, 241, 99, 244, 84, 257, 78, 271, 77, 284, 82, 309, 74,
328, 63, 349, 58, 371, 63, 386, 76, 299, 104, 299, 119,
298, 134, 297, 150, 293, 176, 299, 177, 305, 176, 313,
173, 321, 170, 254, 124, 259, 114, 270, 111, 283, 117,
272,122, 261, 125, 331, 107, 339, 97, 352, 95, 365, 101,
355, 106, 342, 108, 287, 224, 291, 211, 301, 203, 310,
203, 319, 199, 337, 202, 358, 210, 343, 231, 328, 242,
318, 245, 308, 245, 296, 239, 290, 222, 303, 211, 312,
210, 321, 208, 353, 211, 324, 229, 315, 232, 305, 232]

|

Source: V. K. V. V. Bathalapalli, V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “PUFshield: A Hardware-Assisted Approach for Deepfake Mitigation Through PUF-Based
Facial Feature Attestation”, in Proceedings of the ACM Great Lakes Symposium on VLSI (GLSVLSI), 2024, pp. XXX--YYY, DOI: https://doi.org/10.1145/3649476.3660394.
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Our SbD: Eternal-Thing: Combines Security
and Energy Harvesting at the loT-Edge

B9 |
S s B
\__Trans-receivey

[
N
- som e s -

Gateways/ e B e
Concentrators loT-Cloud

Edge Devices and |
their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy Harvester Thing for
Sustainable I0T”, IEEE Transactions on Sustainable Computing, Vol. 6, No. 2, April 2021, pp. 320—333, DOI: https://doi.org/10.1109/TSUSC.2020.2987616.
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Our SbD based Eternal-Thing 2.0: Combines
Analog-Trojan Resilience and Energy Harvesting
at the lIoT-Edge

L

==

Photovoltaic
Cells

Aging Tolerant Trojan
Resilient

/System-on-
Chip (SoC)

\\‘

SN, =2
g =

—

ANY
=

/" Sensors/End

Node Devices

_Harvesting System : =R
Transceiver\

=)

(2)
®(é)®

\@@@@j/

Source: S. K. Ram, S. R. Sahoo, B. B. Das, K. K.

Mahapatra, and S. P. Mohanty, “Eternal-Thing 2.0:
Analog-Trojan Resilient Ripple-Less Solar Harvesting
System for Sustainable 1oT”, ACM Journal on
Emerging Technologies in Computing Systems
(JETC), Vol. 19, No. 2, March 2023, pp. 12:1--12:25,
DOI: https://doi.org/10.1145/3575800.
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Collaborative Edge Computing i1s Cost Effective
Sustainable Computlng for Smart Villages

- =+ Data Communicatiof
<€——> Data uploading dg Center
Load balancing b Edge Data Center

R Collaborative edge computing

connects the loT-edges of multiple
organizations that can be near or
far from each other

—> Providing bigger computational
capability at the edge with lower
design and operation cost.

HHHTE

ARRLRAY
1AV

I I
Source: D. Puthal, M. S. Obaldat P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load Balancing of Edge Data Centers in Fog Computing”,
IEEE Communications Mag, Vol. 56, No 5, May 2018, pp. 60—65, DOI: https://doi.org/10.1109/MCOM.2018.1700795.
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Collaborative Edge Computing is Cost Effective

Edge Cloud

Computing  Computing

Local
computing

Sustamable Computmg for Smart Villages
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(«

A))g  Cloud = ((« )) t

t. _t_ GSMQG 4G, and 5(_52 LTE | Horizontal
(~ > m < - Collaboratlon
e _‘\‘Lﬁ"-——? ———-" ....... "" .......... .|

N — loT Gateways and ROULErS  demsee TinyMEatiof=gdge” Horizontal /
ZigBge, ‘Blu toogh, ejc. I Vertical
Agricultural advisory I Collaborative

ol Device (aerial survey, I Computing
Sensor and irrigation, milking
schedule, ...)

Temperature
and Humldlty

I
Smoke = . I Vertical
nght and Raln el AEEINEENS ERiHIseRy | Collaboration
and Ga sk Dust (vaccmatlon
oS therapy, .

\_TinyML at loT-End Wireless Monitoring Infrastructure

Source: D. Puthal, S. P. Mohanty, S. Wilson and U. Choppali, “Collaborative Edge Computing for Smart Villages”, IEEE Consumer Electronics Magazine (MCE),
Vol. 10, No. 03, May 2021, pp. 68-71, DOE: https://doi.org/10.1109/MCE.2021.3051813.
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Our Fortified-Edge: PUF based Authentication
N Collaboratlve Edge Computlng

f
I
1 CRP Database
I
|

:
|

| - =]
| of EDCs I
| F., = — =& |
| © 5 '
e :
| & |
| L it |
I a 5i |
| v =t
B < |
| ’ |

r = |
| |
\

=] Verified E 5] Verified
za oo | x (O H| |

\ EDC2 EDC3 EDC4 /

Source: S. G. Aarella, S. P. Mohanty,"E. Kougianos, and D. Puthal, “Fortified-Edge: Secure PUF Certificate Authentication Mechanism for Edge Data Centers in Collaborative
Edge Computing”, in Proceedings of the ACM Great-Lakes-Sympesitm on VESHGESVESH; 2023pp—249--254;-DOt: hitps+/det.0r0/10.1145/3583781.3590249.
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Our Fortified-Edge 2.0: ML based Monitoring and
Authentication of PUF-Integrated Secure EDC

Verification and Authentication Server

CRP Database
of EDCs C—=«—

I
I
I
1
|
I
I
I
\

T o e e e e e e e e e e e e e e e (= = = = -

Authentication Response

-

) Verific
—e=0 erified

—————

-

EDC1 Authentication Request | Source: S. G. Aarella, S. P. Mohanty, E. Kougianos, and D. Puthal, “Fortified-Edge

. ) 2.0: Machine Learning based Monitoring and Authentication of PUF-Integrated
B i sy At =~ Secure Edge Data Center”, in Proceedings of the IEEE-CS Symposium on VLSI
EDCs during Load Balancing (ISVLSI), 2023, pp. 1-6, DOI: https://doi.org/10.1109/ISVLSI59464.2023.10238517.
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Our ITPM: Exploring PUF-based Keyless TPM for
Security-by-Design of Smart Electronics

PUF Key
Encryption &

TPM & Dectypion Engine Decryption
Challenge = % ——p Response f—— Eﬁg
. | EmmE Platform Configuration
Registers PUF Key

» The proposed SbD primitive works by performing secure verification of the PUF key using TPM’s

Encryption and Decryption engine. The securely verified PUF Key is then bound to TPM using
Platform Configuration Registers (PCR).

By binding PUF with PCR in TPM, a novel PUF-based access control. The policy can be
defined, as bringing in a new security ecosystem for the emerging Internet-of-Everything era.

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and B. Rout, “ITPM: Exploring PUF-based Keyless TPM for Security-by-Design of Smart
Electronics”, in Proceedings of the IEEE-CS Symposium on VLSI (ISVLSI), 2023, pp. XXX, DOI: XXX.
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Our ITPM: Exploring PUF-based Keyless TPM for

Security-by-Design of Smart Electronics

liput/Output PUF-based TPM
Architecture

Apioupu: Conventional TPM
Random  Block Architecture
Number
e NVRAM
SHA-1
- -
RSA Attestation Identity
Engine Key (AIK)
Opt-In
. Program |Code

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, V. lyer, and

Random

Number

lock

-Genmerator
SHA-1

ENgine

Platform configuration
Reqgisters (PCR)

Attestation ldentity

—ey—AHS

Opt-In

Program

!

Code

Electronics”, in Proceedings of the IEEE-CS Symposium on VLSI (ISVLSI), 2023, pp. XXX, DOI: XXX.
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Is Physical Unclonable Function
(PUF) the Solution for
Every Cybersecurity Problem?
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If PUF is So Great, Why Isn’t Everyone Using It?

05/06/2024

PUF technology is difficult to implement well.

In addition to security system expertise, one needs analog circuit expertise to
harness the minute variances in silicon and do it reliably.

Some PUF implementations plan for a certain amount of marginality in the
analog designs, so they create a PUF field of 256 bits (for example), knowing
that only 50 percent of those PUF features might produce reliable bits, then
mark which features are used on each production part.

PUF technology relies on such minor variances, long-term quality can be a
concern: will a PUF bit flip given the stresses of time, temperature, and other
environmental factors?

Overall the uniqgue mix of security, analog expertise, and quality control Is a
formidable challenge to implementing a good PUF technology.

Source: https://embeddedcomputing.com/technology/processing/semiconductor-ip/demystifying-the-physically-unclonable-function-puf
T Y ‘/\
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PUF based Cybersecurity in Smart
Healthcare - Doctor’s Dilemma

He/She visits Doctor-2

Source V. K V. V. Bathalapalli, S P. Mohanty, E. Kouglanos V. lyer, and B. Rout, “PMsec 2.0: A Security- Bv—DeS|qn Solutlon for Doctor’s Dilemma Problem in Smart Healthcare”,
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PUF Limitations — Larger Key Needs Large ICs

Larger key requires larger chip circulit.

0 0 0
*.2.28 One Bit PUF
1 1 1 D Q —
Input Response
— 1 | /0 D-Flipflop
0 0 — 0 = Clk
1 1 1
C C, C

1 - Bit Arlnaiter PUF Architecture
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|IC for PUF — Variability versus Variability-
Aware Design

Variability > Randomness for PUF Variability-Aware Design -
Robust Hardware

Manufacturing Variations

(e.g. Oxide Growth, lon : :
Implantation, Lithography) | : I
> | | |
= | | |
= | | |
S | | |
> | | |
| | |
|
)
. .y Paramm Paraavg Paramax
Variability Features = Randomness - PUF Design Parameter (Para)
s it not case of Conflicting Objectives? Optimize (u+nc) to reduce

How to have a Robust-IC design that functions as a PUF? Variability for Robust Design
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R ‘ : _ Source: S. P. Mohanty and E. Kougianos, “Incorporating Manufacturing Process Variation
Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Awareness in Fast Design Optimization of Nanoscale CMOS VCOs”, IEEE Transactions

Function-Based Robust and Lightweight Authentication in the Internet of Medical Things®, IEEE on Semiconductor Manufacturing (TSM), Volume 27, Issue 1, February 2014, pp. 22--31.

Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397. > T k t t t t f f b
» Faster prototypin akes ime o get it fromta
P ypIng » More design effort

> Lesser design effort : :
> Minimal skil?s » Needs analog design skills

> Cheap » Can be expensive
> Rely on already existing post fabrication variability » Choice to send to fab as per the need
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PUF - Side Channel Leakage

= Delay-based PUF implementations are vulnerable to side-
channel attacks.

war-

o L L L L |
w'\' - &\9.‘* ‘¢ . d ] : D) TR LT A2 LT FRAMIMm FRAMIM

i . | Magnification of the last part of the complete trace. Three
Langer ICR_ HH 150 probe oyer Xilinx ‘Spartan3E-'1 200 FPGA trigger signals can be identified: (1) between oscillator
Source: Merli, D., Schuster, D., Stumpf, F., Sigl, G. (2011). Side-Channel Analysis of PUFs and

Fuzzy Extractors. In: McCune, J.M., Balacheff, B., Perrig, A., Sadeghi, AR., Sasse, A., Beres, Y. phase and error COI‘I‘ection phase, (2) between error

(eds) Trust and Trustworthy Computing. Trust 2011. Lecture Notes in Computer Science, vol

6740. Springer, Berlin, Heidelberg. https://doi.org/10.1007/978-3-642-21599-5 3 correction and haShIng’ and (3) at the end Of haShIng'
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PUF — Trojan Issue

= Improper implementation of PUF could introduce "backdoors”
to an otherwise secure system.

= PUF Introduces more entry points for hacking into a
cryptographic system.

Source: Ruhrmair, Ulrich; van Dijk, Marten (2013). PUFs in Security Protocols: Attack Models and Security Evaluations (PDF), in Proc. IEEE Symposium on
Security and Privacy, May 19-22, 2013
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PUF — Machine Learning Attack

One types of non-invasive attacks is machine learning (ML)
attacks.

ML attacks are possible for PUFs as the pre- and post-

processing methods ignore the effect of correlations between
PUF outputs.

Many ML algorithms are available against known families of
PUFs.

Source: Ganiji, Fatemeh (2018), "On the learnability of physically unclonable functions”, Springer. ISBN 978-3-319-76716-1.
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|Is Blockchain the Solution for
Every Cybersecurity Problem?
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High Energy
Consumption

Lack of

‘ Scalability
» High

Latency

Source: https://www.etorox.com

a

Lack of
Privacy

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das,
“Everything you Wanted to Know about the Blockchain”, IEEE Consumer
Electronics Magazine, Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Energy Need is Huge

agiiee

e
iSets

Energy caﬁgumption 2 years
of a US household

PN consumption
BSs= for each bitcoin

Energy consumption of
a credit card processing

Electronic System
Security-by-Design (SbD) - Prof./Dr. Saraju Mohanty o el%lﬁms

05/06/2024 » UNT ”& 294



Blockchain has Cybersecurity Challenges

funds

Descriptions

Many payments are made with a body of

Blocks are modified, and fraudulent

transactions are inserted

A miner with more than half of the
network’s computational power dominates

the verification process

An entity’s private key is stolen

The software systems that implement a
blockchain are compromised

Defence

Complexity  of
process
Distributed consensus

mining

Detection methods and
design of incentives

Reputation of the
blockchain on identities
Advanced Intrusion
detection systems

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things Devices,” IEEE Consumer Electronics

Magazine, vol. 8, no. 3, pp. 28-34, May 2019.
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When do You Need the Blockchain?

Information of the System that may need a blockchain?

\
Blockchain provides historical Does system need permanent  No
consistent data storage shared data storage?
¥ Yes
Blockchain is used when Are there multiple data No
multiple entities are giving data contributors to system?
¥ Yes
Blockchain does not allow data Does the application &
modification after storage modify data after storage? Blockchain
: : IS not
Blockchain does not provide : pes _ No| needed
data privacy, even ifitisin € Is data privacy required? —
an encrypted format ¥ Yes
Blockchain is not required, if there ¢ Does the system work in _Noj|
are no trust issues in a system an untrusted environment?
Yes
No
—
: , " Yes
Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, "When Do We Need the .
Blockchain?," IEEE Consumer Electronics Magazine, Vol 10, No. 2, Mar 2021, pp. 53--56. Your system needs the blockchain
P
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Conclusion
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Conclusion

Cybersecurity and Privacy are important problems in loT-driven Cyber-Physical
Systems (CPS).

Various elements and components of 10T/CPS including Data, Devices, System
Components, Al need security.

Both software and hardware-based attacks and solutions are possible for
cybersecurity in l0T/CPS.

Cybersecurity in loT-based H-CPS, A-CPS, E-CPS, and T-CPS, etc. can have
Serious consequences.

Existing cybersecurity solutions have serious overheads and may not even run in
the end-devices (e.g. a medical device) of CPS/loT.

Security-by-Design (SbD) advocate features at early design phases, no-retrofitting.

Hardware-Assisted Security (HAS): Security provided by hardware for: (1)
Information being processed, (2) hardware itself, (3) overall system.

Research on topologies and protocols for PUF based cybersecurity is ongoing.
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Future Directions

Privacy and/or Security by Design (PbD or SbD) needs research.

Cybersecurity, Privacy, IP Protection of Information and System
(in Cyber-Physical Systems or CPS) need more research.

Cybersecurity of loT-based systems (e.g. Smart Healthcare
device/data, Smart Agriculture, Smart Grid, UAV, Smart Cars)
needs research.

Sustainable Smart City and Smart Villages: need sustainable
l0T/CPS.

More research Is needed for low-overhead PUF design and
protocols that can be integrated in any loT-enabled systems.
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Electromagnetic Pulse (EMP) Attack

Source: http://bwcentral.org/2016/06/an-electromagnetic-pulse-emp-nuclear-attack-may-end-modern-life-in-america-overnight/

» An electromagnetic pulse (EMP) is the electric wave produced by nuclear blasts
which can knocking out electronics and the electrical grid as far as 1,000 miles away.

» The disruption could cause catastrophic damage and loss of life if power is not
restored or backed up quickly:.
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