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Abstract—This is an extended abstract for the research
demo of a novel hardware-assisted scalable blockchain
called PUFChain. This work presents a scalable energy-
efficient private/permissioned blockchain (integrated with
Physical Unclonable Functions or PUFs) which can be
deployed in the IoT. PUFs have a multiple of roles
in the blockchain: higher security, lower latency, and
reduced energy consumption. Experimental validations of
PUFChain show a transaction time of 198ms. To the best of
authors knowledge this is the first ever work that presents a
comprehensive framework integrating PUFs in a blockchain.

I. INTRODUCTION

The blockchain uses a decentralized ledger, and in

such an environment, all the nodes or participants have

a copy of the complete or partial ledger of transactions

since its beginning [1, 2]. The blockchain uses a cryp-

tographic hash function for security and data integrity.

All participants agree upon a consensus algorithm for

validating the transactions. It was initially used for pro-

cessing cryptocurrency transactions without the presence

of a central entity [2]. Various blockchain consensus

algorithms were proposed but require dedicated hardware

with high computational capabilities [3, 4]. This is not

possible in the case of an IoT environment which oper-

ates on low power, resource-constrained devices. Hence

this work introduces PUFChain, a blockchain which can

be deployed into an IoT environment.

II. THE PROPOSED HARDWARE-ASSISTED

SCALABLE BLOCKCHAIN

The network of devices in PUFChain are categorized

into “client nodes” and “trusted nodes”. Client nodes

collect the data using sensors and broadcast it to the

network. Trusted nodes authenticate the devices sending

the data and broadcast it back to the network. The block

then gets added to the blockchain at the local storage

of the nodes. PUFChain introduces a “PUF and Hashing

Module” into every device in the network. Physical Un-

clonable Functions (PUFs) are used to generate a unique

ID for each device and the hashing module performs

a cryptographic hash on the data [5]. There are three

phases in PUFChain: Device Enrollment, Transaction
Initiation, and Device Authentication.
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Fig. 1. The proposed PUF integrated blockchain - PUFchain.

A device in the PUFChain undergoes the “Device

Enrollment Phase” only once until the devices’ end-of-

life. For every PUF module, a set of PUF challenges are

selected such that they satisfy the properties of PUFs [5,

6]. These selected PUF keys are given as input to the

module present in the new device and the corresponding

response outputs are stored in a secure database. The de-

vices then start collecting the environmental data, create

blocks and broadcast them to the network as transactions.



A challenge input is selected and the corresponding

response output is collected from the PUF. A hash of

the sensor data, PUF key and the device ID is generated

and broadcast into the network with the block. Once the

broadcast block reaches the trusted node, the device ID,

PUF challenge input and the hash are extracted from

the block data. Using the device ID, the trusted node

gets the response outputs from the secure database. The

fetched response, device ID and the sensor data from the

block are sent to the hashing module at the trusted node

and a hash is computed. If the hash in the block and the

generated hash match, the device is authenticated and the

block gets broadcast to the network for the rest of the

devices to add it to their local blockchains. If the hash

does not match, the process is repeated for the rest of

the keys present in the secure database with the device

ID. If none of the hashes match, the block is discarded.

III. EXPERIMENTAL VALIDATION

Fig. 2 shows the experimental setup for validation

of PUFChain. The PUF and Hashing Module was de-

veloped on an FPGA. The Client and Trusted nodes

are single board computers. The PUFChain blockchain

was developed using the Node-RED development en-

vironment. The Client nodes and the Trusted node are

connected to the General Purpose IO pins of the FPGA.
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Fig. 2. Experimental Setup of PUFchain [7].

Table I shows the experimental results of PUFChain.

ClearPi is the client node and BlackPi is considered

a trusted node. With 500 unique keys generated from

the PUF module, the uniqueness property of the PUF

is 47% and the reliability of the keys is 1.25%. The

uniqueness and reliability properties of PUF keys es-

timate the robustness of the keys generated. The time

taken to complete a transaction with 5 client nodes and

one trusted node is 198 ms.

TABLE I
CHARACTERISTICS OF PUFCHAIN

Parameter PUFchain Value
Blockchain Type Permission Based

Mining Authentication Based

Security primitive Hashing and added PUF Key

Overhead Device ID

Time taken to add the received block

BlackPi 120.03ms

ClearPi (Raspberry Pi 3) 46.5ms

Time taken for a transaction 198ms

BlackPi Power Consumption 4.3W – 6.6W

IV. CONCLUSIONS

This work presents a blockchain called PUFChain

which can be deployed in IoT environments. PUFChain

uses PUFs and a hashing module for increased scalabil-

ity and low power operations. Experimental evaluation

shows the time taken for transactions is 198ms.

ACKNOWLEDGMENT

This is an extended abstract for a demo at the Research

Demo Session of iSES 2019 based on our article [7].

This material is based upon work supported by the

National Science Foundation under Grant Nos. OAC-

1924112. Any opinions, findings, and conclusions or

recommendations expressed in this material are those of

the author(s) and do not necessarily reflect the views of

the National Science Foundation.

REFERENCES

[1] D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das,
“Everything You Wanted to Know About the Blockchain: Its
Promise, Components, Processes, and Problems,” IEEE Con-
sumer Electronics Magazine, vol. 7, no. 4, pp. 6–14, July 2018.

[2] S. Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System,”
Cryptography Mailing list, 03 2009.

[3] H. Lu, K. Huang, M. Azimi, and L. Guo, “Blockchain Tech-
nology in the Oil and Gas Industry: A Review of Applications,
Opportunities, Challenges, and Risks,” IEEE Access, vol. 7, pp.
41 426–41 444, 2019.

[4] R. Henry, A. Herzberg, and A. Kate, “Blockchain Access Pri-
vacy: Challenges and Directions,” IEEE Security Privacy, vol. 16,
no. 4, pp. 38–45, July 2018.

[5] V. P. Yanambaka and S. P. Mohanty and E. Kougianos, “Making
Use of Manufacturing Process Variations: A Dopingless Tran-
sistor Based-PUF for Hardware-Assisted Security,” IEEE Trans.
Semiconductor Manufacturing, vol. 31, no. 2, pp. 285–294, 2018.

[6] V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal,
“PMsec: Physical Unclonable Function-Based Robust and
Lightweight Authentication in the Internet of Medical Things,”
IEEE Trans. Consumer Electronics, 65(3), pp. 388–397, 2019.

[7] S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal,
“PUFchain: Hardware-Assisted Blockchain for Sustainable Si-
multaneous Device and Data Security in Internet of Everything
(IoE),” IEEE Consumer Electronics Mag., 2020, p. Accepted.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.5
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <FEFF00540068006500730065002000730065007400740069006e00670073002000610072006500200066006f00720020004100630072006f006200610074002000440069007300740069006c006c0065007200200036002e003000200061006e00640020006d0061007400630068002000740068006500200022005200650063006f006d006d0065006e0064006500640022002000730065007400740069006e0067002000660069006c0065007300200066006f00720020005000440046002000730070006500630069006600690063006100740069006f006e002000760065007200730069006f006e00200034002e0030002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


