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Abstract Statistics indicate that 40% of road acci-
dents are due to driving while intoxicated or due to
driving under influence. With the improvements in sci-
ence and technology, secure solutions with improvised,
practicable, feasible mechanisms should be proposed to
eliminate the occurrences of accidents. Keeping this in
mind, BACTmobile a fully automated, smart and se-
cured Blood Alcohol Concentration (BAC) Tracking
System for vehicles is proposed. BACTmobile collects
physiological data, psychological behavior data and phys-
ical behavior data to analyze the BAC levels of a per-
son. BAC levels are classified into five categories. With
the vehicle’s infotainment along with smart connectiv-
ity, the driver is allowed to communicate with the vehi-
cle. The collected and analyzed data are sent to cloud
servers for storage purposes whilst maintaining security
and privacy. A robust, high efficient BAC detection and
prediction model is demonstrated with an accuracy of
99%.
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1 Introduction

Road safety is one of the primary concerns in order to
protect people from accidents. Every year, the rate of
occurrences of road accidents is significantly growing.
37,461 people lost their lives in road accidents in 2016
in the United States alone. Out of these, 40% are due
to driving under influence, 30% are due to speeding and
33% are due to driving with lowered concentration [66].

Physiological Sensor Data Unit
Visual Data Unit

Fig. 1 Device Prototype of BACTmobile as a H-CPS.

With the impact of growth in technology, it is clear
that the time has come to upgrade traditional method-
ologies for detecting DUI cases. With this as our key
motivation, BACTmobile: A Smart Blood Alcohol Con-
centration (BAC) Tracking system is proposed using
the Internet of Medical Things (IoMT). The IoMT is
branch of The Internet of Things (IoT) which is a net-
work of devices capable of transferring, sending and
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exchanging information upon need and design. These
devices have their own IP addresses to maintain au-
thenticity [45]. This communication and information
exchange is performed without the need of human-to-
human interactions. When such networks are primarily
focused towards healthcare applications, then such net-
works can be considered part of the IoMT [55]. The
device prototype of BACTmobile system is represented
in Figure 1 along with both multi-modal data units. In
order to better understand the concept, first the impact
of intoxication will be examined.

1.1 What is Intoxication or Influence?

The condition of having physical or mental ability degra-
dation by external factors is called intoxication. This
causes changes in perception, mood, thinking processes
and motor skills that result from an effect on the central
nervous system [49].

1.2 What causes Intoxication?

The percentage of alcohol in the bloodstream of a hu-
man being is known as Blood Alcohol Concentration
(BAC). If for 1000 parts of blood, there is 1 part of
alcohol, then the BAC is defined as 0.10%. The level
of intoxication increases linearly with the increase in
BAC. Almost all states in the USA have a legal limit
of BAC at 0.08%. BAC calculation and the levels of
intoxication depend on various factors like age, weight,
gender, health conditions, etc. [39].

1.3 What happens when Intoxicated?

Frequent and continuous consumption of alcohol has
short-term and long-term effects. Numbness, lack of
concentration, slurred speech, and dehydration are few
among the short-term effects while infertility, liver and
heart problems, and lung infections are some long-term
effects. Due to these, performing activities which re-
quire mental stability and cognitive thinking like driv-
ing can be difficult [59]. Thus, driving while drunk or
intoxicated is considered a serious offense.

1.4 BACTmobile at a Glance

In an attempt to reduce accidents, the BACTmobile
Healthcare Cyber-Physical System (H-CPS), an intelli-
gent system to monitor and control accidents in vehicles
is proposed (see Figure 1). The BACTmobile system

has the ability to monitor the vitals, physiological and
facial features of the driver to determine BAC levels.
BACTmobile H-CPS can not only track the BAC levels,
but it can also analyze the mental health of the driver
by accepting and analyzing the psychological data using
the infotainment center in the vehicle. The psycholog-
ical data is used to eliminate the possibilities of false
positive cases. BACTmobile H-CPS locks the ignition
of the car depending on multi-modal data analyses. As
the BACTmobile system encourages data transfer and
exchange, a secure way to perform these operations has
also been included thereby providing secure data stor-
age and access to the system.

The organization of the rest of the paper is as fol-
lows: Section 2 addresses the research questions, pro-
posed solutions and objectives of BACTmobile. Sec-
tion 3.1 provides the state-of-the-art literature and mar-
ketable products for BAC monitoring followed by issues
in these. Section 4 provides the novel contributions that
are proposed through BACTmobile and how it provides
an excellent solution to the missing aspects. Section 5
explains the impact of alcohol on various abilities of the
human body. Section 6 determines the relationship be-
tween the considered features to various classes of BAC.
Section 5 explains the flow of processing the considered
parameters. Section 8 explains the Machine Learning
(ML) models that are deployed in BACTmobile. Sec-
tion 9 describes the secure storage and access mecha-
nisms used in BACTmobile. Section 10 comprises of the
implementation and validation of the proposed method-
ologies. Section 11 concludes BACTmobile followed by
future directions of the research.

2 Research Questions and Objectives addressed
in BACTmobile

2.1 Research Questions

The motivation to propose a fully automated edge level
system for vital signal and BAC monitoring is to en-
hance the concept of “Smart-Life”. Through BACTmo-
bile, the addressed questions are:

– Can a fully automated, no human input system,
monitor BAC without the need of a second person?

– Is technology smart enough to monitor the vitals of
the driver?

– Is the proposed system smart enough to eliminate
false positives?

– Can this system be a part of the Smart-Vehicular
domain?

– Can there be a system that monitors BAC without
depending solely on the breath of the driver?
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Fig. 2 Proposed BACTmobile as a H-CPS.

– Can stress impact the driving capability of a person?
– Can this system monitor the exact level of intoxica-

tion the driver is under?
– Can this system run oat the edge?
– Can the multi-modal data gathered from the driver

be private and secured?

2.2 Proposed Solution

With the idea to propose a potential solution which
not only monitors BAC levels but also the vital sig-
nals of the driver, BACTmobile as a Healthcare Cyber-
Physical system is proposed as shown in Figure 2. Mul-
tiple areas like steering, gear rod and rear mirror are
used as the input multi-modal data capture units. This
collected data is processed, analyzed and is displayed on
the infotainment for the user. The same infotainment is
also considered as the psychological data capture unit
when the user needs to have a behavioral analysis.The
data from the infotainment is also securely transferred
to the nearest hospital, primary care provider and fam-
ily, when needed.

2.3 Research Objectives

The idea behind the proposed BACTmobile H-CPS is
motivated by considering the health and lifestyle of
drivers, and its indirect impacts on society. The main
objectives that BACTmobile addresses are:

1. Driver’s Health
As accidents can occur due to various reasons, con-

tinuous health monitoring of the driver is very im-
portant. With that in mind, BACTmobile proposes
vital signal monitoring which can allow the driver
to take a break or reach out to the nearest hospital
upon need, thereby eliminating any indirect causes
for accidents.

2. External Person Avoidance
As traditional BAC monitoring involves an external
person, the objective is to propose a system which
is smart enough to analyze the various data of the
driver and to analyze his/her mental state, thereby
reducing the occurrences of accidents.

3. Driver Education and Safety
Along with the complete analysis of BAC monitor-
ing, the vital signal information and their corre-
sponding performance is also presented to the driver
using the user interface. This will allow the driver
to understand the overall health picture and the im-
portance of focused driving.

4. Technological Advancement
As a breath analyzer is the most used method to
monitor the BAC of a driver, the idea of mixing var-
ious other physiological, facial and behavioral data
to analyze the BAC will be a significant advance-
ment in technology, thereby promoting “Smart-Life”.

3 Related Prior Works and Research Gap

3.1 Related Prior Research

With the growth in importance and need to limit the
number of fatal road accidents, there have been signifi-
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cant advancements proposed in the literature. A breath
analyzer is most used to detect BAC by many of the
researchers [1, 13, 63]. Alcohol detection helmets using
a breath analyzer are proposed in [52] and [60].

Temperature and humidity sensor data along with
the alcohol sensor data are taken into consideration to
detect the BAC levels in [41]. A combination of heart
rate, respiration rate, accelerometer, gyroscope and al-
cohol sensor data are considered to detect BAC levels
in [24]. Along with an alcohol sensor, heart rate and bio-
metric fingerprint scanners are considered in detecting
BAC levels in [7]. An iontophoretic bio-sensing system
which uses sweat to detect the sobriety of the person
is proposed in [35]. The PPG (photoplethysmogram)
signal data from individuals is considered and is ana-
lyzed to detect BAC levels in [23]. Though the proposed
research contributions consider few physiological sensor
data, many other physiological along with psychological
and feature data can result in an accurate and efficient
system, as proposed in BACTmobile.

In terms of technological advancements, a machine
learning algorithm is proposed in [36] to analyze the
breath analyzer data. A biometric scan to detect BAC
levels is proposed in [54]. Only physiological signal data
is considered in [56] to analyze the BAC levels. How-
ever, the accuracy, performance and efficiency of the
system can be improved if a variety of multi-modal data
is considered, as proposed in BACTmobile. The state-
of-the-art literature and their limitations are summa-
rized in Table 1.

3.2 Related Consumer Products

With the development and enhancements in Smart Ve-
hicles, there has been an attempt of incorporating alco-
hol level detection systems to automatically determine
the BAC levels of the driver. However, the proposed
solutions have mostly used breath analyzers and touch
sensor systems without considering additional data, which
may improve the efficiency of the system. There are
chances of having false negative cases as continuous
monitoring is not allowed.

There are wearables which are completely depen-
dent on the driver’s wish to test for BAC levels before
driving. Such wearables do not help to eliminate the
occurrences of accidents [9, 30, 34, 68]. Similarly, there
are mobile applications which try to monitor BAC but
they are also not useful in reducing the number of ac-
cidents [8, 15, 28, 40]. Along with the inability to con-
trol the number of accidents, the existing wearables and
non-wearables have limitations, as summarized in Table
2.

3.3 Issues with the Existing Solutions

It is evident that not many contributions with techno-
logical and feature advancements have been made to-
wards the monitoring of BAC levels in vehicles to pre-
vent the occurrences of accidents. The major issues that
are not addressed in most of the existing solutions are:

– Most of the solutions use only breath analyzer data
along with very few other physiological signal data.

– A variety of multi-modal data like facial, and be-
havioral data is not considered.

– The importance of stress and various factors that
affect the mental health of the driver are not ad-
dressed.

– Continuous monitoring through out the driving pe-
riod is not provided and therefore the cases of dis-
tracted driving or fatal issues while driving cannot
be observed.

– Automatic BAC level monitors are not provided.
– Interactive solutions for the users are not provided

in the case of false positives.
– None of these solutions store personal data in a pri-

vacy assured manner.
– Most of the solutions directly use an alcohol sensor,

thereby limiting vital data monitoring.
– Classification of BAC levels is not provided.
– In most of the research, accident relief or preventing

measures are not provided.
– A convenient BAC monitoring detection system has

not proposed.

4 Novel Contributions

4.1 Our Vision of BACTmobile

BACTmobile H-CPS is a system that is proposed not
only to monitor the BAC levels of the person but also to
monitor vital signals in order to track and control the
occurrences of accidents. The analysis of BAC levels is
done by considering various multi-modal data like phys-
iological, feature or facial data and behavioral data to
analyze the mental health of the driver. The processed
and analyzed data is securely transferred to the cloud
for storage purposes only. To maintain the credibility
of the driver, privacy assured data is transferred to the
response management unit upon need. The private and
secure data transfer and the working of the BACTmo-
bile H-CPS in IoT Framework is represented in Figure
3.
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Table 1 State-of-the-art Literature to Monitor BAC Levels.

Research Work Feature Data Used Drawback

Li, et al. [41] Only Physiological - Temperature and Hu-
midity sensors

System is semi automatic. This requires human in-
put and mobile phone for the user to know the BAC
levels. Does not avoid driving under influence and
occurrence of accidents.

Jayoung, et al. [35] Only Physiological - Excessive sweating is
considered

System is semi automatic. Requires mobile phone for
the user to know the BAC levels. Does not avoid
driving under influence and occurrence of accidents.

Chen, et al. [24] Only Physiological - Heart rate and respira-
tion rate

No system is proposed. Does not avoid driving under
influence and occurrence of accidents.

Azizan, et al. [7] Heart rate, biometric fingerprint System is not automatic. Requires external person
for the user to know the BAC levels. Does not avoid
driving under influence and occurrence of accidents.

Table 2 Overview of Alcohol Level Trackers.

Product Type Technology used Drawback
WrisTAS [30] Wearable Uses transdermal alco-

hol sensor
Does not account mulpile features. Does not help in
eliminating accidents.

BACtrack
SKYN [9]

Wearable Touch sensor It is not applicable for road accident eliminations.

Proof [34] Wearable Skin sensor It may be an inconvenience to users and it does not
work to reduce accidents.

Vive [68] Wearable Skin Sensor User may still drive even if he is above BAC level.

BAC
track [8]

Non-wearable Breathe analyzer Does not account multiple sensors and features.

Floome [28] Non-wearable Breathe analyzer User can still decide to drive.

Breeze [15] Non-Wearable Breathe analyzer Requires third person’s assistance and does not
eliminate the occurrences of accidents.

Lapka [40] Non-wearable Breathe analyzer Does not avoid driving and occurrence of accidents.
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Fig. 3 BACTmobile System in Internet-of-Things (IoT) based Healthcare Cyber-Physical System (H-CPS) Framework.
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4.2 Broad Perspective of the Proposed Solution
through BACTmobile

As the BACTmobile is mainly targeted to be deployed
in compact spaces like cars, the form factor of the pro-
posed system is important. To maintain a good form
factor, there is a need for a wireless system model which
can ensure decoupling of the sensing layer and edge
layer physically. Hence, both wired and wireless models
are designed for BACTmobile H-CPS to monitor BAC
levels.

In the proposed wired model for BACTmobile, all
the required sensing elements or the input data centers
(as shown in Figure 2) are assumed to have a direct
physical connection to the multi-modal data processing
unit where the gathered data is processed, analyzed to
check for BAC levels and possible fluctuations in vital
signals.

In the proposed wireless model for the BACTmo-
bile, as the connections form the input data centers
to the multi-modal data processing units are assumed
to have a non-physical connection, secondary data pro-
cessing units with wireless data sharing capabilities are
required to gather or process the data for a specific
type. This gathered and processed data is sent to a pri-
mary data processing unit where the analysis of BAC
is performed. Secure data transfers from the input data
units to the processing units are performed.

The potential applications of the proposed BACT-
mobile H-CPS are as follows:

– Automatic continuous monitoring of various physi-
ological, and facial parameter variations during the
complete driving period with no user activation.

– A method which educates the users to fully attain
and understand the importance of road safety.

– A system capable of detecting BAC levels along with
the mental state of the driver without the need of
an external officer or person.

– Automatic accident preventing mechanisms while
driving.

– Monitoring vitals throughout the long distant driv-
ing period to monitor any abnormalities.

– A system capable of contacting for help without the
need for the driver to ask for it upon need.

– An approach which has the capability to establish a
relationship between the various physiological, facial
and behavioral parameters to BAC levels.

– A system that provides a tamper proof single truth
data source to share or exchange information when
needed

– An interface capable of communicating with the driver
to analyze the mental behavior.

– Processing the information or data on an edge de-
vice while secure data storage is done in the cloud.

– Allowing the driver to understand the underlining
factors of distracted driving which also include stress.

– A system with single and compact solution which
has the potential to connect or be in any network.

– A system with real-time data sharing with resource
constrained edge devices.

4.3 Novel Contributions of BACTmobile

The novel contributions proposed through BACTmo-
bile are:

– A system which performs automated multi-modal,
multi-data, continuous monitoring of the physiolog-
ical, facial, and psychological parameters through-
out the driving period of the driver to accurately
analyze the mental state and the driving ability.

– A non-invasive, automatic real-time monitoring sys-
tem which is activated when the ignition starts.

– A response system using psychological parameter
analysis to eradicate false positive cases.

– A device which enables two-way communication when
needed.

– A system that proposes a battery-operated wearable
device which recharges while the engine is working.

– A novel method to propose a system that monitors
the vital signals and can analyze the stress levels
and other emotions associated with stress of older
adult drivers, which may lead to accidents.

– A system which gives an option for the driver to
contact for help or family or other means of trans-
port through the IoT, using the infotainment as the
interface.

– A system that not only does continuous location
detection and tracking but also shares that to the
nearest emergency in case of an accident.

– An advanced method which doesn’t require 2nd or
3rd person’s involvement.

– A system that detects the exact BAC with 5 inter-
vals in order to provide a detailed understanding to
the driver.

– A system that promises both in-network and out-of-
network privacy assured secure data transfer through-
out the driving period.

– A system using a novel algorithm which is focused
in obtaining high throughput, reliability and low
power usage to establish a secure connection among
entities.
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5 Impact of Alcohol and its Analysis for
BACTmobile

While chronic alcohol consumption can lead to anemia,
cancer, cardiovascular diseases, dementia, depression,
seizures, gout, nerve damage, liver damage, pancreati-
tis, etc., [61], the impacts of alcohol on specific physi-
ological, physical and behavioral aspects of the human
body are discussed in the following section.

5.1 Impact of Alcohol on Physiological Parameters

Along with the impact of alcohol on the human body
organs, alcohol consumption also induces changes to
physiological parameters. Some of the physiological pa-
rameters that are most affected are:

1. Heart Rate Variability: Increased and regular con-
sumption of alcohol causes weakened heart muscle
and irregular heartbeats [51]. Heavy drinking also
causes episodes of tachycardia, which is also known
as increased heart rate. Complications of such fre-
quent episodes may lead to blood clots which can
cause heart strokes [17].

2. Blood Pressure: Alcohol consumption on a single oc-
casion can cause increased blood pressure and reg-
ular consumption of alcohol leads to hypertension
[37]. High blood pressure can cause thickening and
hardening arteries which may cause heart strokes
[33].

3. Blood Sugar Levels: Alcohol consumption on a sin-
gle occasion may cause blood sugar to rise but ex-
cess alcohol consumption decreases the blood sugar
levels. This drastic and sudden drop in sugar lev-
els can cause severe effects which may also lead to
unconsciousness [25].

4. Blood Oxygen Saturation content: Severe alcohol
consumption can disrupt the absorption of oxygen
by hemoglobin which may lead to low blood oxygen
levels which leads to unconsciousness [14].

5. Temperature: Alcohol consumption on a single occa-
sion increases the temperature making the face and
body warm. Regular and excessive consumption of
alcohol causes the body temperature to drop, which
may lead to severe health conditions [47].

6. Respiration Rate: Excessive consumption of alcohol
leads to discomfort in breathing. This may increase
the rate of breathing and also makes it heavy [38].

7. Electrodermal Activity: Excessive consumption of
alcohol can increase the sweat excretion also known
as hyperhidrosis, which causes dehydration [10].

5.2 Impact of Alcohol on Physical Behavior

Alcohol can have both short-term and long-term neg-
ative effects on the eyes. There is a significant change
in the eyes, and the parameters related to eyes like eye
redness, pupil diameter, eye movement, etc. Mathemat-
ical approaches have been implemented in [4] and [16]
in order to establish the relationship among the blood
alcohol concentration and eye parameters. Some of the
parameters which help in determining sobriety are:

1. Pupil Diameter (PD): Alcohol consumption relaxes
all muscles in the body including the iris muscles,
thereby dilating the pupils. This dilation increases
the diameter of the pupils [20].

2. Eye Redness (ER): Due to the pupil dilation and
vessel expansion in the eyes, eye redness is experi-
enced when alcohol is consumed [46].

3. Facial Sweat (SE): Alcohol consumption brings the
heart rate up and widens the blood vessels. This
causes the skin to feel warm and flushed which re-
leases sweat [10].

4. Facial Bloating (FB): Alcohol causes water reten-
tion in the face. This makes the face look puffy and
bloated [31].

5. Eye Movement (EM): Alcohol consumption causes
a loss of coordination between the eyes and the
brain. This compromised functionality of receiving
and sending messages from brain to eyes, leads to
involuntary eye movement or a jerking motion by
the eyes [58].

5.3 Impact of Alcohol on Cognitive Thinking for
Psychological Behavior

Due to the impact on brain chemicals, alcohol affects
mental health, overall mood and daily functioning of a
human being. Excessive consumption can lead to stress
disorders, anxiety and depression [57]. Some of the pa-
rameters that are most affected are:

1. Critical Thinking (CT): Excessive and regular con-
sumption of alcohol causes memory fog and affects
the critical thinking of human beings. Studies show
that students who do not consume alcohol have bet-
ter grade point averages when compared to students
who do [12].

2. Concentration and Focus (CF): Alcohol consump-
tion causes disorganization and confusion which make
it hard to focus on any particular activity. Due to
preoccupation, the person loses the ability to con-
centrate and thus can be distracted from the task
at hand [59].
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3. Memory Power (MP): Alcohol affects shot-term mem-
ory as it slows down the communication between
nerves. Excessive consumption of alcohol causes long-
term memory loses as it affects the brain structure
itself [43].

4. Body Coordination (BC): Over consumption of al-
cohol affects the brain’s chemicals and causes it to
lose coordination with other body organs [59].

6 Proposed IoMT-Based Feature Extraction for
Automated Blood Alcohol Concentration
Monitoring in BACTmobile

Most of the parameters from Section 5 have been used
in BACTmobile to establish a relationship between BAC
and bodily parameters. The BAC classification in BACT-
mobile is divided to five levels - sober to non-sober.
This relationship between the physiological, physical
and cognitive behaviors to BAC are discussed in this
section.

6.1 Proposed Blood Alcohol Concentration Levels for
BACTmobile

BAC is defined as the percentage of alcohol present in
a human being’s blood stream. The number of drinks,
amount of time in which they are consumed, body weight,
age, and sex are among the various factors that are
considered in calculating BAC. In most of the states
in the USA, it is considered illegal if a person is under
influence or intoxicated with an alcohol concentration
of 0.08% or higher. For commercial motor vehicles, the
limit is 0.04% [39]. Considering these factors, a five level
classification of BAC is proposed in BACTmobile. The
levels start from sober, i.e., 0% to non-sober, i.e., 0.08%.

6.2 Relationship between Physiological Signals and
Blood Alcohol Concentration

The physiological features which are considered in BACT-
mobile are Heart Rate (HR), Body Temperature (BT),
Respiration Rate (RR), Blood Pressure (BP), Blood
Oxygen Saturation (SpO2) and Sweat Excretion (SE).
The resting heart-rate of the human body is 60-90 bpm
[5]. For an intoxicated person, the resting heart rate
is observed over 100-105bpm leading to an episode of
tachycardia [17]. The normal body temperature of a hu-
man being is considered as 97-99◦F [29]. When a person
is intoxicated, the body temperature can drop below
95◦F [47]. Resting respiration rate for adults is from 12
to 20 breaths per minute. For a drunk person, resting

respiration ranges of <8 and >20 is considered abnor-
mal [38]. Blood pressure is considered normal when sys-
tolic pressure is less than 120 and a diastolic pressure is
less than 80. For a frequent drinking person, the systolic
pressure between 120 and 140 with a diastolic pressure
lf greater than 80 to 90 is considered elevated [67]. The
normal blood oxygen concentration in a human body
is considered in the range of 95 to 100%. For a drunk
person, the observed blood oxygen levels are less than
93% and if the levels are less than 88%, then they are
considered to be dangerously low [62]. Facial and palm
sweat are two features that are considered in BACT-
mobile. These parameters vary and there is a observed
excretion when a person is drunk [10].

6.3 Relationship between Physical Behavior (Body
Language) and Blood Alcohol Concentration

For BAC analyses, along with the features mentioned in
Section 5.2, Forehead Frown (FF) and Excessive Smile
(ES) are also considered. The normal pupil diameter in
adults varies from 2-4 mm in bright daylight to 4-8 mm
in the dark [44]. When drunk, the ability of the pupils
to react to light is reduced and so the adapting capa-
bility to changing light conditions deteriorates [32]. In
addition, a dilation in the size of pupil is noted when
drunk [16]. When intoxicated, alcohol dilates the blood
vessels in the eyes and so there is a noted change in eye
redness [21]. Excessive alcohol consumption leads to fa-
cial and palm sweat along with night sweat [10]. As
alcohol consumption dehydrates the human body, fa-
cial and stomach bloating are commonly observed [31].
Normal eye movement ranges were 44.9±7.2◦ in addic-
tion, 27.9±7.6◦ in elevation and 47.1±8.0◦ in depres-
sion [42]. It is noted that a regular person moves eyes
three times a second, over 100,000 times each day [50].
When a person is drunk, an involuntary rapid eye move-
ment is detected [58]. Frequent consumption of alcohol
changes the person’s mood and stress levels. These emo-
tions are also observed on the face of the person. Fre-
quent frowning of forehead and excessive smiling are
two of the features that are used in BACTmobile for
BAC analyses [19].

6.4 Relationship between Cognitive Thinking and
Blood Alcohol Concentration

In BACTmobile, a new approach of detecting BAC and
sobriety of the driver is developed. This new approach
uses cognitive thinking parameters such as memory,
brain-body coordination, critical thinking, concentra-
tion and focus. Alcohol induced blackouts are caused
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due to over consumption of alcohol which may lead to
loss of memory, losing the capability to make rational
decisions and sometimes unconsciousness [69]. Studies
indicate that when a driver is drunk, he/she tends to fo-
cus on a single, often central point, for longer periods of
time, neglecting other important peripheral zones thus
limiting the visual activity and concentration capabili-
ties [27,59]. Motor skills such as eye, hand and foot co-
ordination are affected when a person is heavily drunk.
Such crucial body noncompliance can lead to severe ac-
cidents [26,64].

7 Proposed Multi-Modal Data Modeling for
Automatic Parameter Processing for Blood
Alcohol Concentration Level Tracking in
BACTmobile

7.1 Detailed Block Level Representation of the
Proposed Multi-Modal Data Flow in BACTmobile

The various multi-modal data, i.e., the physiological,
physical behavior or facial analysis data, vital data, and
cognitive thinking analysis data are collected and are
fed to a Tiny Deep Neural Network (DNN) model. The
vision analysis is taken from continuous monitoring of
the driver using images and videos. This vision data is
automatically processed in the DNN model by follow-
ing object classification, detection and tracking mech-
anisms, as explained later in Section 7.3. All the data
are analyzed for BAC levels and mental health stabil-
ity. Depending upon the need, help is provided to the
driver as, shown in Figure 4.

7.2 Modeling Physiological and Vital Data for Edge
Platform

From the end devices, all the physiological, physical be-
havior and psychological or cognitive data is collected
through the assigned data centers, as shown in Figure
2. All the raw physiological and vital data are obtained.
This obtained data is pre-processed by boundary con-
ditioning it. This pre-processed data is fed to the DNN
model which also has visual data for physical behavior
analysis. Here, the considered parameters are compared
with the baseline, which is assumed to be taken during
the vehicle’s initial orientation. Any changes or sudden
fluctuations to the baseline are detected and monitored
through out the driving process. If there is a change
detected, BAC levels are analyzed and depending upon
the level of BAC, psychological data is required from
the driver. Finally, the mental health, physical health

and sobriety of the driver are analyzed and are sent to
the help units upon need, as represented in Figure 5.

7.3 Modeling Physical Behavior Data for Edge
Platform

Physical behavior analyses in BACTmobile consider vi-
sual data either of images or videos. The facial param-
eters as mentioned in Section 6.3 are considered as fea-
tures here. After the collection of all the required data,
the data is processed using graphical annotation tools.
This processed data allows the model to select the de-
tected human as target for continuous movement and
behavior tracking throughout the driving process. The
selected features are analyzed in the DNN models that
are deployed and the BAC levels are detected, as ex-
plained in Section 8. For this detection, the physiologi-
cal and vital data are also considered to obtain an ac-
curate detection. If the levels are abnormal, then the
cognitive thinking analyses is performed and the sobri-
ety of the driver along with the mental health of the
driver are determined, as shown in Figure 6.

7.4 Modeling Cognitive Thinking Data for Edge
Platform

Once the processed physiological, visual, and vital data
are analyzed to detect the BAC levels, if the detected
BAC levels are abnormal or not sober, then to eliminate
the false positive conditions, a simple cognitive thinking
capability test is conducted to the driver. The driver
is asked with a simple questionnaire which comprises
of image and non-image related questions. These ques-
tions vary from choosing the car that the person owns
from a list of images, asking the user’s name, simple
mathematical questions and these solutions are com-
pared with the previously gathered solutions which are
assumed to be taken during the vehicle’s initial orien-
tation. If these solutions match, then the user is con-
sidered sober. In addition, the driver has options to call
a cab or help or emergency services through the info-
tainment, as needed in required situations, as shown in
Figure 7.

8 Proposed Training Methodology for
Automatic Data Processing in Wired and
Wireless Approaches designed for BACTmobile

A model is a relationship between the parameters or
features to the labels or classes. Here, the physiolog-
ical, physical behavior are the features and classes of
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Fig. 4 Block Level Representation of the Proposed Multi-Modal Data in BACTmobile H-CPS.
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Fig. 5 Proposed Automatic Flow of Physiological and Vital
Data in BACTmobile H-CPS System.

BAC levels are labels. As there are various data types
as parameters, in BACTmobile Deep Neural Networks
(DNN) are used. Any neural network consists of neu-
rons, otherwise called as processors in its hidden lay-
ers. The neurons from the inner layers are activated by
the weighted connections from the previously activated
neurons as, represented in Equation 1.

z(X) =
N∑

i=1
(ωixi + ωo), (1)

where X = x1, x2, · · · , xn is the n-dimensional input, z

is the response of the neuron, ωi are the weights for each

Collect all the Images/ Videos

Graphical Image Annotation Tools

Select the Detected Human as Target in Model

Psychological Analysis Unit

No

No

Yes

Yes

Detect the required facial features using Tiny DNN models

Compare the Detected Human with the Stored Data

Analyze the BAC LevelsPhysiological and Vital 
Signal Monitoring Unit

Analyze the features

Response 
Management 

Unit

Abnormal 
Levels 

Detected?  

Driver 
Unstable?

Fig. 6 Process of Vision Data Analysis Proposed in BACT-
mobile H-CP System.

input and ωo is a constant bias. If a neural network has
more than three hidden layers, then it is considered as a
deep neural network. There are various types of neural
networks like Fully Connected NN (FCNN), Convolu-
tion NN (CNN), Single Shot Detector (SSD), etc., with
different types of activation functions such as logistic,
Rectified Linear (re-Lu), soft-max, etc. In the output
layer that produces the predictions, the neurons and
hidden layers can be chosen at random [18].
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Fig. 7 Proposed Automatic Flow of Cognitive Thinking Data
in BACTmobile H-CP System.

8.1 Proposed Machine Learning Model for
Physiological Data Processing

A Fully Connected Neural Network (FCNN) or a dense
network has been deployed in BACTmobile. Here, all
the neurons in each layer are connected to every neuron
from the previous layer. A supervised Learning method-
ology with Logistic Regression is used as a classifier in
the deployed DNN model. The designed model has one
input layer with 6 neurons which comprise of the sen-
sor output, followed by five hidden layers with 20 neu-
rons each and one output layer to determine the BAC
class prediction with 5 neurons, as BACTmobile classi-
fies BAC levels to five as represented in Figure 8.
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Fig. 8 Tiny DNN for Physiological Data Modeling.

From Equation 1, a net weight is calculated which is
given as an input to the activation functions as shown
in Equation 2. These functions are used to determine
the output shape of each node in the layers. The hidden
layers are activated using Rectified Linear function as
shown in Equation 3. Given a layer i and its values (x)i,

the next layer j with values (h)j can be derived by:

hj = f((W )j,i · (x)i + (b)j,i), (2)

where (W )j,i is the weight matrix, and (b)j,i the bias. f

is the Rectified Linear Unit (ReLU) activation function:

f(x) =


1 x > 1
x x = 1 and 0
0 x < 0

(3)

The output layer which provides inference or pre-
dictions, uses the soft-max function as its activation
function as shown in Equation 4:

p = softmax(ω · x + b), (4)

where ω, p, and b denote weight, predictor function and
bias, respectively.

The physiological DNN model is a classification prob-
lem and the training is performed using the supervised
learning mechanism where the model is trained from
examples that contain labels. The training loop for the
physiological data modeling is represented in Algorithm
1.

Algorithm 1: Process of Supervised Learning
Training for Physiological Data in BACTmo-
bile

1: Define number of iterations.
2: Iterate each iteration or epoch.
3: Within every epoch, iterate over each example from the

training dataset by grabbing the features which are the
physiological data and labels which are the BAC level
classes.

4: From the above step, a prediction is made. Calculate the
inaccuracy of the prediction.

5: Calculate the model’s loss and accuracy.
6: Update the model’s variables using gradient descent

algorithm.
7: Update the loss and accuracy accumulators.
8: Repeat the above steps for all the examples in the dataset.

8.2 Proposed Machine Learning Model for Physical
Data Processing

For the image and video data processing, also known as
physical behavior processing in BACTmobile, an SSD-
MobileNet-V2 model is deployed. A Single-Shot Multi-
box Detection (SSD) framework captures only one shot
to detect multiple objects present in an image using the
multibox algorithm. SSD predicts the boundary boxes
from the images and establishes a relationship between
the physical behavior parameters and the BAC classes.
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This uses MobileNet-v2 which is a Convolutional Neu-
ral Network with 53 layers deep to make predictions [3].
The architecture of the SSD framework with respect to
BACTmobile is represented in Figure 9.
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Fig. 9 Tiny DNN for Physical Data Modeling.

The process of training and obtaining the classifica-
tion along with detection of objects from the images is
explained in Algorithm 2.

Algorithm 2: Process of Object Detection and
Classification

1: Collect all the images which are used for training the
model and to test the learning capabilities of the model.

2: With the usage of graphical annotation tools, create
bounding boxes over the specific objects for all the images
from the collected dataset.

3: Using the same, the format for the images from JPEG is
converted to XML.

4: Priors, which are also known as multiple bounding boxes
for the specific features are created using the annotation
tool.

5: All the dimensions of priors are made equal using
box-coder.

6: A mandatory step to make sure all the matched and
unmatched thresholds for matching the ground truth
boxes for priors is set using the concept of Intersection
Over Union (IOU) as represented in Figure 10.

7: Using resize or reshape functions, the XML format images
are made equal in size.

8: Every image which is sent to the model is assigned to a
feature map by using convolutional and rectified linear
functions.

9: The objects of the images which are sent to regression or
convolution are detected through bounding boxes in the
images based on the feature map created from the step
above.

10: For every and all the images in the dataset, the above
steps are repeated.

As mentioned above, SSD uses Intersection Over
Union (IOU) (also known as Jaccard overlap) to iden-
tify the matches of the images from the feature map.
Any predicted bounding box which has an IOU overlap
of 0.5 or greater with the ground truth bounding boxes,
as shown in Equation 5, is considered to be a match for
making a prediction, as shown in Figure 10 [3]:

IOU = Area of Overlap/Area of Union (5)

Area of Union Prediction

Ground Truth Area of Overlap

Fig. 10 IOU Illustration considered in BACTmobile.

8.3 Metrics for the Proposed Machine Learning
Models in BACTmobile

In order to analyze the performance of the model, met-
rics are evaluated. The basic metrics to understand the
model’s evaluation, TP , TN , FP , and FN are taken
[53] and defined as:

– True Positive (TP ): A correct detection. This occurs
when the IOU is greater than or equal to the set
threshold value (0.5).

– False Positive (FP ): A wrong detection. This occurs
when the IOU is less than the set threshold value.

– False Negative (FN): This occurs when a ground
truth is not detected.

– True Negative (TN): This is the possible outcome
where the model correctly predicts the ground false.
This is not considered in object detection classifiers
because there are many possible bounding boxes
that should not be detected within an image.

8.3.1 Precision

The ability of a model to classify only the relevant ex-
amples from the considered dataset is known as its pre-
cision (P ):

P =
(

TP

TP + FP
× 100%

)
. (6)

8.3.2 Recall

The ability of a model to classify all the relevant ex-
amples from the predicted relevant examples is called
recall (R):

R =
(

TP

TP + FN
× 100%

)
. (7)

8.3.3 Classification Accuracy

The accuracy of a model can be defined as the ratio of
correct predictions made by the model to all the pre-
dictions made by the model:

α =
(

TP + TN

TP + TN + FN + FP

)
× 100%. (8)
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8.3.4 Confusion Matrix

A summary of prediction results on a classification prob-
lem as deployed in BACTmobile can be considered as
a confusion matrix. The number of correct and incor-
rect predictions are summarized with count values and
are assigned to each class in this matrix. As the name
suggests, this matrix will show if the deployed model is
confused in the process of making predictions, as shown
in Section 10.2.1.

8.3.5 Confidence Interval

The metric that defines the confidence of the proposed
model while making predictions is known as the Confi-
dence Interval and is defined in Equation 9:

CI = error ± z

√(
(error · (1 − error))

n

)
, (9)

where n is the sample size, error is the confidence error
and z is a critical value from the normal distribution.

9 Proposed Secure Data Storage and Access in
BACTmobile System

In BACTmobile, as data is shared and exchanged through
a network, blockchain technology is used. The blockchain
can be simply defined as data structure which has hash
connected blocks of data and provides certain charac-
teristics like immutability, security and distributed data
architecture. From the advent of the blockchain appli-
cation Bitcoin [48] as financial solution to remove cen-
tralized authorities, it has shown many potential appli-
cations in various fields like healthcare [6, 53], agricul-
ture [11,65], and finance [22].

Any data tampering during the information exchange
can cause serious problems in misdiagnosis of the situ-
ation which can lead to adverse problems. Hence, a se-
cure data storage and access model is presented in the
current BACTmobile implementation. To maintain the
data integrity and prevent data tampering, the blockchain
can be the solution. As adopting a full blockchain in
such a resource constrained IoT environment is difficult,
Proof-of-Authentication (PoAh) lightweight consensus
based blockchain is adopted instead of the computa-
tionally intensive Proof-of-Work (PoW). The micropro-
cessor which determines the BAC levels is considered to
be a part of the network and is assumed to act like a
client node in the proposed blockchain. A client pro-
gram running in the edge node will help the client node
to generate data transactions and send it to the net-
work. Proposed data upload and access mechanisms to

and from the blockchain is given in the following three
algorithms.

At the beginning, every new node which wants to
participate in the BACTmobile network has to register.
During the registration process, the edge node which
is responsible for performing the multi-modal analysis
will use the cryptography library of python to gener-
ate RSA public and private keys for ensuring access
of information only to the intended parties. Once the
public key PυKN and private key PγKN are gener-
ated, these are persisted in the file system of the edge
node for using while transactions. The registering node
method is called with the node’s MAC address, a ran-
domly generated source id (SID), the port number on
which the client application is running along with the
public key generated in the previous step, as param-
eters. This function will iterate through each existing
node and update the node list of existing nodes with
the newly added node N . Once all existing nodes are
updated with the new node information, a copy of this
node list from the existing node will also be copied to
the newly added node to allow the discovery of other
existing nodes by the new node. Along with that the
chain information is also copied to the new node N

during the initialization/registration phase. The regis-
tration process of a new node is shown in Algorithm
3.

Once the edge node performs multi-modal analy-
ses, the processed information along with all the phys-
iological data is grouped into a transaction which is
then encrypted using the public key of the destination
node to prevent exposure of data to entire network.
This encrypted transaction data is then hashed and
a digital signature is generated using the private key
of the edge node. This acts as a primary authentica-
tion mechanism that allows to check the integrity and
non-repudiation of the generated transaction. The dig-
ital signature generated will be appended to the trans-
action hash, MACID and destination node ID before
publishing to the network. The published transaction is
then added to the pool of unconfirmed transactions at
each node until a trusted node based on the trust value
threshold is chosen to perform the consensus mecha-
nism. This chosen trusted node will then pick the trans-
action from the unconfirmed pool and generate a hash
of the encrypted transaction data to get computed hash.
As the public key of every node is available to the net-
work during the registration phase, the trusted node
will be aware of the public key of the source’s edge
node. The trusted node makes use of this edge node
public key to decrypt the digital signature to find the
hash generated by the edge node. The trusted node
then compares both the computed and decrypted hash
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Algorithm 3: Proposed Node Registration Al-
gorithm for BACTmobile.

Require: Every Edge node will have their MACID and
assigned Source ID which acts as an identification for that
device and their own generated Private (P γK) and Public
keys(P υK).Port number (Portnum) at which the client
node is running.

1: for Every New Node N do
2: Generate Unique Source ID (SID) randomly which is

unique to this node
3: RSA Public key (P υKN ) and Private Keys (P γKN )

are generated for Node N using cryptography library of
Python

4: Private Key for Node N P γKN ←
rsa.generateNewKey(public exponent, key size)

5: Public Key for Node N P υKN ←
P γKN .getPublicKey()

6: RSA keys are persisted in file system of the edge node
7: Public key file ← writePublicKey(P υKN , fileName)
8: Private key file ← writePrivateKey(P γKN , fileName)
9: Register new node and broadcast it to all existing nodes

10:
registerAndBroadcastNode(Portnum,MACID,SID,P υKN )

11: for Each Existing Node Ni do
12: Update Node list with new node
13: Node List NodeListi ←

NodeListi.append(NodeN (Portnum,MACID,SID,P υKN ))
14: end for
15: NodeListN ← getNodeListOfExistingNodes()
16: Run Consensus and copy the longest acceptable chain

to new node N
17: Chain for Node N ChainN ←

getLongestAcceptedChain()
18: Return SID
19: end for

to check the integrity of the message and make sure the
edge node is the real owner of the transaction. Once
the hash matches, the MACID is checked for secondary
authentication. In a final step after MACID matches, a
proof-of-authentication random nonce is generated and
appended to the transaction metadata and a new block
is added to the chain before sending it to the rest of
the network. This data upload mechanism is explained
in Algorithm 4.

Finally, data access for the proposed BACTmobile
secure storage solution is presented in Algorithm 5. In
this step the published block is checked for the destina-
tion ID. The node whose source ID matches with the
destination ID will read its own private key from the file
system. This private key is used to decrypt the trans-
action information present in the block. The decrypted
transaction information is used to get the parameters
and BAC classes information to the destination.

Algorithm 4: Proposed Data Upload Algo-
rithm for BACTmobile.

Require: Results and Metadata from Edge node after
performing multi-modal analysis on sensory physiological
data. Every edge node has their own Private (P γKe) and
Public keys(P υKe).

1: for Every time interval ti do
2: A data transaction T rx is created by an edge node

client (e) with processed information Ie and Blood
Alcohol Concentration βe value from analysis.

3: T rx← createT ransaction(Ie, βe)
4: Metadata with car identification number along with

driver details is appended to the Transaction Block
5: T rx← T rx.append(Metadata)
6: T rx is encrypted with public key of the destination

node (P υKd) for providing data privacy.
7: T rx+ ← T rx.encrypt(P υKd)
8: Each Transaction Block is signed by the private key of

the edge node e
9: Dsign ← P γKe(SHA− 256(T rx+))

10: MAC address of the source edge node e is added for
secondary authentication.

11: Block Be ← T rx+.appendHeader(Dsign, MAC)
12: Generated Block Be is broadcast to the network of

nodes
13: Transaction is added to unconfirmed transaction pool

and waits for trusted node to perform consensus steps
14: A trusted node (V ) is selected from the list of nodes

< List > nodes with trust value greater than threshold
(θ)

15: Trusted node V verify digital signature using public key
of the source node

16: DecryptedMessageHash(MDdec)←
Decrypt(Dsign,P υKe)

17: ComputedMessageHash(MDcom)←
SHA− 256(receivedtransaction(T rx+))

18: if MDdec == MDcom then
19: Check MACID with MACID from node list of the

verifying node for secondary authentication
20: if Be.MACID ==

NodeListOfVerifyingNode.getMACID(Be.SID) then
21: Generate Proof-of-Authentication random nonce

and append to block before publishing to network
22: Remove transaction from unconfirmed transaction

pool
23: else
24: Discard the block
25: Remove transaction from unconfirmed transaction

pool
26: end if
27: else
28: Discard the block
29: Remove transaction from unconfirmed transaction

pool
30: end if
31: end for

10 Implementation and Validation of
BACTmobile

10.1 Implementation of BACTmobile Data Processing
using Off-The-Shelf Components

For the physiological data processing in BACTmobile,
the TensorFlow Keras API has been used. A linear stack
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Algorithm 5: Proposed Data Access Algo-
rithm for BACTmobile

Require: Destination node has its own public key P υKd)
and private key P γKd

1: while Every new block added to chain do
2: Checks if destination id in block is same as the source

id of the node
3: if Be.DID == currentNode.SID then
4: Decrypt the transaction data in block to get the

physiological and Blood Alcohol concentration data
5: T rx+ ← Be.T rx+

6: Read private key from the key file
7: P γKd ← readP rivateKey(fileName)
8: T rx← cryptography.decrypt(T rx+, P γKd)
9: Processed information Ie and Blood Alcohol

Concentration βe are extracted from transaction
information

10: (Ie, βe)← T rx.getInformation
11: end if
12: end while

model with t.keras.Sequential is used to create a dense
model with tf.keras.layers.Dense with 5 hidden layers
with 20 neurons each, 1 input layer with 6 neurons and
1 output layer with 5 neurons for BAC level classifica-
tion. A total of 25,000 sample data out of which 20,000
samples were used for training the model and 5000 were
used to test the model based on the baseline informa-
tion available from Section 7.2.

The parameter scattering plot with Respiration Rate
and Heart Rate is represented along with the initial pre-
dictions before training the model with a larger number
of epochs, as shown in Figure 11.

Prediction: [4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4] 
Labels: [0. 3. 4. 1. 1. 2. 0. 3. 3. 3. 0. 2. 1. 4. 4. 0. 0. 1. 0. 3. 0. 1. 2. 
4.1. 1. 3. 0. 4. 1. 3. 0.]

(a) Prediction and Labels before Training

(b) Scattered Plot of Heart Rate and Respiration
Rate

Fig. 11 Data Visualization before Training BACTmobile
Model.

tf.keras.losses.SparseCategoricalCrossentropy deter-
mines the accumulated loss throughout the training

process. With this, the initial loss of the model before
the training was 13.075. With stochastic gradient de-
scent algorithm called as the optimizer and by using
the function, tf.keras.optimizers.SGD and learning rate
of 0.01, this model has been optimized. With the num-
ber of epochs or iterations set to 401 and the batch size
of 32, the observed loss and accuracy for a difference of
50 in epoch, along with the loss and accuracy plots for
400 epochs is shown in Figure 12.

When the trained model is tested with 5,000 data
samples, the test set accuracy obtained was 100%.

For the physical behavior data analyses, the Tensor-
Flow Object Detection API has been used. As BACT-
mobile is deployed in the edge, TensorFlow Lite is also
deployed on a Single Board Computer (SBC). This com-
plete setup along with the node (for physiological data
processing) is represented in Figure 13.

As TF Lite does not support RCNN models, SSD-
MobileNet is used. For the execution to be deployed on
SBC, first the model has been trained with the API, as
explained with the steps from Algorithm 2. The frozen
inference graph obtained here is then exported to Ten-
sorFlow Lite which is compatible with mobile and edge
devices. The model has been trained with 1,500 images
and the classification of BAC levels is done based on
the literature from Section 7.3. [2] is considered for the
initial implementation in [54] which is also taken into
consideration in BACTmobile, with eye bags as one of
the additional features. Out of these, 1,200 images are
used for training while 300 are used for testing.

The object classification for TensorFlow and Tensor-
Flow Lite implementation on the SBC is represented in
Figure 14.

For the Cognitive Thinking Data analyses, the user
is requested to enter some information to check the
mental state of the driver and to eliminate any minute
chances of having a false positive case. For this, the
infotainment in the car is used as an input source. A
Graphical User Interface (GUI) with App Analyzer in
MATLAB is used to prototype BACTmobile’s vision.
This GUI has a basic questionnaire to be answered by
the user, along with a display of the current location
and a capability to call for help as represented in Fig-
ure 15.

10.2 Implementation of BACTmobile Data Privacy
and Storage using Off-The-Shelf Components

The proposed Proof-of-Authentication based blockchain
is implemented using an SBC with the Broadcom BCM2711B0
as System-on-Chip (SoC) which has a powerful process-
ing core of quad-core A72 operating at 1.5GHz clock
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Epoch 000: Loss: 2.682, Accuracy: 37.815%
Epoch 050: Loss: 1.087, Accuracy: 53.782%
Epoch 100: Loss: 0.615, Accuracy: 59.664%
Epoch 150: Loss: 0.513, Accuracy: 90.756%
Epoch 200: Loss: 0.426, Accuracy: 84.874%
Epoch 250: Loss: 0.349, Accuracy: 80.672%
Epoch 300: Loss: 0.036, Accuracy: 100.000%
Epoch 350: Loss: 0.006, Accuracy: 100.000%
Epoch 400: Loss: 0.003, Accuracy: 100.000%

(a) Epochs and its Loss and Accuracy

Epoch 000: Loss: 2.682, Accuracy: 37.815%
Epoch 050: Loss: 1.087, Accuracy: 53.782%
Epoch 100: Loss: 0.615, Accuracy: 59.664%
Epoch 150: Loss: 0.513, Accuracy: 90.756%
Epoch 200: Loss: 0.426, Accuracy: 84.874%
Epoch 250: Loss: 0.349, Accuracy: 80.672%
Epoch 300: Loss: 0.036, Accuracy: 100.000%
Epoch 350: Loss: 0.006, Accuracy: 100.000%
Epoch 400: Loss: 0.003, Accuracy: 100.000%

(b) Accumulated Loss and Accuracy Plot

Fig. 12 Data Visualization after Training BACTmobile Model.
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Behavior Analyses

SBC for 
Physiological 
Data Analyses

Power Supply

Power Supply

Fig. 13 Physiological and Physical Behavior Analyses on SBC
in BACTmobile.

(a) TensorFlow Result (b) TensorFlow Lite Results on
SBC

Fig. 14 Object Detection in BACTmobile Model.

and 4GB of LPDDR4 SDRAM. These nodes are re-
sponsible for processing the parameters and perform
multi-modal analysis to determine the BAC level and
the driver stability classification. This edge node will
also act as the client node in the blockchain running
client program to interact and perform its operations.
Each node in the network is uniquely identified by us-
ing a randomly generated ID called source ID and has
its own RSA public and private keys with key size of

(a) Infotainment Input

9125112415

(b) Infotainment Output after
Selection

Fig. 15 Infotainment Prototype in BACTmobile Model.

2048 bits. The implemented 4-node prototype is shown
in Figure 16.

A block structure as shown in Figure 17 is adapted
in the implemented blockchain solution and consists
of a block header and body, where the header con-
sists of source and destination information along with
the required information to verify the integrity of the
blockchain (hashlink), transaction (digital signature)
and nonce generated from the Proof-of-Authentication
consensus mechanism. Generating the block for each
field which is described in Table 3.

During the registration process Source ID, Node
URL and MACID are shared with the network. Once
the node registration request is sent, the source node
is added to all the nodes in the network and all the
network nodes will be added to the peers of the cur-
rent requested node. As an example, the registration
of the fourth node into the network is shown in Figure
18. APIs are provided in the implemented blockchain
solution to perform different operations by a peer node
in the network.

The generation of a new transaction and mining
is explained in Figure 19 which shows the transaction
created by the second node and sharing the data to
the fourth node in the network. During the transaction
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Node 1 Node 2

Node 3 Node 4

(a) First Node Running Proof of 
Authentication Based Blockchain

(b) Second Node Running Proof of 
Authentication Based Blockchain

(c) Third Node Running Proof of 
Authentication Based Blockchain

(d) Fourth Node Running Proof of 
Authentication Based Blockchain

(e) Implemented Four Node Prototype 
for Proof-of-Authentication based 

Blockchain Network

Fig. 16 Implemented Proof-of-Authentication based Blockchain Network For Secure Data Storage and Access in BACTmobile.

Destination ID

Source ID

Block Header

Source Digital Signature

Nonce

Current Hash

Previous Hash

Block Body

Encrypted Transaction 
data 

Blocki

Destination ID

Source ID

Block Header

Source Digital Signature

Nonce

Current Hash

Previous Hash

Block Body

Encrypted Transaction 
data 

Blocki+1

Destination ID

Source ID

Block Header

Source Digital Signature

Nonce

Current Hash

Previous Hash

Block Body

Encrypted Transaction 
data 

Blocki+2

…. ….
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JSON Data
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Fig. 17 Block Structure of Implemented Proof-of-
Authentication based Blockchain in BACTmobile.

creation the data is encrypted using the public key of
the destination so that data cannot be accessed by the
other nodes in network. A digital signature is also com-
puted and appended to the transaction which can help
in verifying the integrity of the data when transmitted
through the network. Once the transaction is created, it
will be added to the unconfirmed pool and is available
to all the peer nodes in the network. A trusted node
is chosen based on trust value and a miner is selected
among the peer nodes. The elected mining node will
then perform the mining process. In this case the first
node was chosen as miner because of the default trust
value given and the transaction is mined after successful
verification of the digital signature and MACID. Once
the mining process is done, a new block is generated
and added to the chain.

Node Registration Request from 
Fourth Node

Added Peers

Fig. 18 Node Registration Request from Fourth Node Showing
Added Peers

To access the data securely from the network, the
destination node requires a private key. The destination
node will traverse through the blocks generated and
filter based on the destination ID. Once the transactions
are filtered, the transaction data is decrypted using the
private key to access the data. As the other peers in the
network are unaware of the destination node’s private
key, they will not be able to access the encrypted data.
Secure Data Accessing is represented through Figure
20.
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Posting Transaction to 
Peers

Computed Digital 
Signature

Encrypted Transaction Data

Encoded Digital Signature

Encoded Encrypted Transaction Data

Transaction in Unconfirmed Pool

Successful Verification of Digital 
Signature and MACID

New Block Created and Added to Chain

Computed Hash of this Block

Computed PoAh Nonce

Previous Hash (Hash of Genesis 
Block is assigned zero)

(a) Generating New Transaction (b) Generated new Transaction Added to Unconfirmed Transaction Pool

(c) Pending Transaction Verification and Mining (d) Mined Transaction is Added to Chain

Fig. 19 Transaction Creation and Mining Process in Implemented BACTmobile Network

Decrypted Transaction Data

Fig. 20 Secure Data Access by Destination Node in Imple-
mented BACTmobile Network

10.2.1 Validation of Automated Blood Alcohol
Concentration Monitoring for BACTmobile

For the validation of the models proposed in BACTmo-
bile, unlabeled data, i.e., the data that is not used in
either training and testing phases of the model is used
as an input to the models. If the model could still clas-
sify with high accuracy, then the model is considered
efficient. This implementation with unlabeled data as
input is represented in Figure 21.

A confusion matrix determines how confused the
model was while predicting the classes depending upon
the input parameters. The regular and the normalized
confusion matrix from the model are as shown in Fig-
ure 22. From this, the BACTmobile models were only
confused twice for 1,491 samples of data.

From the above validations, it is evident that the
ML models proposed in BACTmobile are highly effi-

o-rr-------------;----------,-------------� 

• 

• 

50 

(a) Validation for Physical Data

Example 0 prediction: <=0.04 (100.0%)
Example 1 prediction: <=0.02 (100.0%)
Example 2 prediction: Sober (100.0%)
Example 3 prediction: <=0.04 (84.1%)
Example 4 prediction: >=0.08 (100.0%)

Ex0  [100, 98.25, 6.285, 3.0, 92.568, 1.00,],
Ex1  [98.254, 104.25, 9.858, 0.00, 94.584, 1.00,],
Ex2 [72.584, 100.25, 11.254, 2.00, 96.254, 0.00,],
Ex3  [99.457, 97.152, 8.7854, 4.00, 86.45, 1.00,],
Ex4 [114.875, 104.96, 1.254, 4.00, 87.256, 1.00] 

(b) Validation for Physiological Data

Fig. 21 Validation of the Proposed ML Models in BACTmo-
bile.

(a) Confusion Matrix (b) Normalized Confusion Ma-
trix

Fig. 22 Confusion Matrix of the Proposed ML Models in
BACTmobile.
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Table 3 Block Fields and Their Description in Implemented
Proof-of-Authentication based Blockchain Network.

Field Description
Source ID Unique to a node in the network

and acts as an identifier

Destination ID Source ID of destination node to
which the transaction data is sent

Digital Signature Digital signature generated by
private key of the source node and
used to determine the integrity of
the transaction when transmitted
in network

Nonce Randomly generated whole
number during proof-of-
authentication process and
appended to the block generated
by miner

Current Hash SHA-256 hash computed for the
current transaction which helps in
verifying the data included in gen-
erated block

Previous Hash Acts as link between the gener-
ated blocks to form blockchain
structure

Encrypted Transaction
Data

Data being sent securely from
source to Destination, can be ac-
cessed only after decrypting using
destination private key.

cient and produce an accuracy of approximately 99%.
The precision and recall are approximately 99% from
Equations 6 and 7. The characteristics of the BACT-
mobile System are stated in Table 4.

Table 4 Characteristics of BACTmobile

Characteristics Specifics
Data Analysis Tool TensorFlow, TensorFlow

Lite

Classifier FCNN, SSD-MobileNet

BAC Level classification 5

Training Dataset 21200

Testing Dataset 5300

Accuracy 99%

Classification Error 0.02

Confidence Interval 0.02 +/- 0.0088

10.3 Validation of Secure Storage and Access

The multi-modal data used for BAC classification which
is shared in the network is sensitive. Hence, the pro-
posed secure storage and access mechanism is analyzed
for different security threats to determine its effective-
ness.

Threat 1: An adversary node has entered into the
network and is trying to send a transaction with ma-
nipulated data.
Solution: When a transaction is created, the source
node which is responsible for generating this transac-
tion should encrypt the data with the destination public
key and also include a digital signature using the private
key of the source, according to the proposed implemen-
tation. As the private key is is only known to the source
node, an adversary will not be able to regenerate a dig-
ital signature with the manipulated data. Hence, when
the miner verifies the digital signature, it will discard
the manipulated transaction and this transaction will
not be included in the block.

Threat 2: An adversary is trying to perform an
unauthorized access of data from the proposed BACT-
mobile Blockchain.
Solution: Whenever a transaction is sent by the source,
the transaction data is encrypted using the public key of
the destination node. This data can only be accessed af-
ter being decrypted using the private key of the destina-
tion node. As the adversary or any other node will not
have access to the private key of the destination node,
accessing the encrypted data is not possible. Hence, the
proposed method is robust to such kind of attacks.

Threat 3: An adversary is listening to the network
data and is trying to retrieve data from eavesdropped
messages.
Solution: All the data that is being shared in the net-
work is encrypted by the source node using the pub-
lic key of the destination node. Hence, the data is al-
ways encrypted while traveling in the network and is de-
crypted only by the destination node. Therefore, even
if the adversary node gains access to these messages,
without the aid of the private key of destination, no
data can retrieved.

From the performed security analysis on the pro-
posed secure storage and access for the BACTmobile,
it is evident that this is robust and secure to all the
common network attacks which could be performed by
the adversary. As the BACTmobile application is time
sensitive, performance analysis of proposed system re-
quires to measure how fast the transactions are being
processed. To measure the average time taken for each
operation, 50 transactions are created and mined, and
node registration times along with transaction creation
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and mining times are recorded for each transaction and
the average of the times is computed to get the aver-
age time for different operations. Transaction time to
retrieve the data is also evaluated andthe average time
to access the data is also measured as shown in Table
5..

Table 5 Average Time for Each Operation Performed in Im-
plemented Proof-of-Authentication Based Storage and Access
for BACTmobile

Operation Performed Average Opera-
tion Time (ms)

Node Registration and Broadcast-
ing

447

Transaction Creation and Broad-
casting

645.5

Mining New Block 434.3

Accessing Data From Chai 220

From this analysis, the time taken for each trans-
action mining is nearly 434.3 ms, which is significantly
lower when compared with well established blockchain
platforms like Ethereum, where each block is generated
for every 12 to 14 seconds. The creation of a transac-
tion has shown significantly high operation times as the
source has to compute the digital signature and encrypt
the data. From this analysis, it is evident the proposed
system is fast and can process the transactions in near
real-time.

Throughput is other important factor that needs to
be measured for analyzing the scalability of the pro-
posed system as there can be many vehicles who can
try to participate in the network. This load test is per-
formed using jmeter to send 1,000 transactions from 100
different nodes within a short span of 10 seconds to de-
termine the throughput and average response time from
each node. The average response time of each node is
2,533.01 ms when 100 nodes simultaneously try to send
a transaction to a single node, as shown in Figure 23.
The throughput of each node (SBC) is measured to be
16.67 transactions/second which is sufficient, as in the
proposed model of BACTmobile the edge node is go-
ing to monitor only once every 5-10 seconds thereby
creating a new transaction.

10.4 Comparison of BACTmobile with State-of-the-art

Table 6 provides a tabular comparison of the proposed
BACTmobile system with existing state-of-the-art so-
lutions.
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2533.01

Fig. 23 Average Response Time Of Node Measured By Grad-
ually Increasing Number Of Active Nodes trying To Send A
Transaction

11 Conclusions and Future Research

The impact of alcohol consumption is severe on the
functionality of a human being. Basic skills like driv-
ing and thinking are affected by the intake. In order
to eliminate the occurrences of accidents under influ-
ence, Machine Learning based fully automated process-
ing models has been proposed. These models accept var-
ious Multi-Modal data and generate predictions with
the BAC classes. A total of 26,500 sample data is used
for training and testing the models. The models pro-
duced very high accuracy of approximately 99%. Secure
data storage and data access along with data sharing
has been implemented. Thus, the phrase “Smart-Life”
is given context through the BACTmobile Healthcare
Cyber-Physical System.

Along with increasing the scope and expanding the
domain, adding more features and making the process
simpler and user friendly can be one of our future re-
search directions.
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