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Motivation for Diabetes Control
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◼ Around 463 million adults worldwide have diabetes

and addressing their quality of life through smart healthcare

technologies can have significant social impact.

◼ Diabetes occurs when the body of a person finds the difficulty to balance glucose

level during various prandial states

◼ The diabetes control may lead to the reduction of blood pressure and other

cardiovascular disease

◼ Smart healthcare built using Internet-Medical-Things (IoMT) is a key component

in smart cities which can provide better and advanced medical facilities to the

patients

◼ The smart healthcare structure requires more security layers because of its

connectivity with open network for the control of medical devices

.



Secure Body Area Network

◼ There are different security vulnerabilities of body area network
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Role of Security for Medical Devices

◼ Traditional cryptography schemes are not designed for IoMT security.

◼ Medical devices have constraints in terms of computational

complexity, area, and power while continuously capturing various

parameters such as, physiological and pharmacological parameter

◼ The key of conventional cryptographic methods is stored in some

non-volatile memory and key is considered a secret and is

out of the reach of adversary.

◼ The security is compromised when an unauthorized person gets

access to the key. However, the basic principle of PUF concept is that

hardware itself is memory where the random key is generated
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Secure iGLU for Automatic Glucose Control 
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Hardware Security using PUF

◼ The authentication of the hardware device (Glucometer, inlusin

pump) for glucose insulin model.

◼ The paper provides hardware security solution through Physical

Unclonable Function (PUF) for the medical devices of the network.

◼ A Physical Unclonable Function (PUF) is mainly based on

a physical system which is easier for evaluation (with the

help of physical system) and is also unpredictable.

◼ It is a hardware primitive which can randomly extracts a secrete key

(unique in nature) from a chip.

◼ It is helpful to authenticate the medical device (nodes) for the purpose of

security in IoMT

◼ .

08 July 2020 7

Secure-iGLU: A Secure Device for Noninvasive 

Glucose Measurement and Automatic Insulin 

Delivery in IoMT Framework



Secure Glucose Monitoring in IoMT Framework

◼ PUF would provide the hardware trust in IoMT framework.

◼ The secure iGLU is useful to create the environment where the glucose value

is analysed properly of the diabetes patient.

◼ As per the measurement, the insulin dose is provided from insulin pump. The

insulin drug delivery system defines the different parameters for glucose

consumption for the accurate treatment of the remotely available diabetic

patient.

◼ The data is mainly stored at the cloud server and it is to be analysed by

diabetologist [13].

◼ The diabetologist would take the decision of the insulin dose for the patent in

terms of the amount and the time it should be taken

◼
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Novel Contribution of the Paper

◼ A novel secure device for glucose measurement and automated

insulin deliver system through IoMT (Secure-iGLU) is

presented in the paper

◼ The proposed secure device authentication

protocol using PUF overcomes the limitations of traditional

cryptographic techniques

◼ Low-cost solution to authenticate the medical device for

trusted hardware in IoMT.

◼ The secure way of communication among the devices

using light weight protocol.

◼ Low power and area overhead protocol for hardware

security in tiny nodes of IoMT.

◼
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Related Prior Research Work

◼ Hardware-assisted security (HAS) are for: (1) information being processed,

(2) hardware itself, (3) overall system. HAS is subset of Security-by-Design

or Secure-byDesign (SbD) which relies on integrating security right in the

design phase of an system, rather than retrofitting [17].

◼ Wazid, et al. [18] presented three layer authentication between user and

Implantable Medical Devices (IMD). They developed new user

authentication approach where remote user and controller node can establish

the authentication through the key for future communication. It included

pairwise security mechanism from controller node to IMD.

◼ Yasqoob, et al. [19] proposed risk assessment framework known as

Integrated Safety, Security, and Privacy (ISSP) to

evaluate the various levels of risk associated with medical devices and their

control. It provided the systematic technique to calculate the risk and safety

measurement for the medical devices in a network. Moreover, the framework

was also able to provide privacy related risk for medical equipment

manufacturers that do not comply Health Insurance Portability and

Accountability Act (HIPAA) regulations

◼ .
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Related Prior Research Work
◼ Li, et al. [20] discussed security vulnerabilities of glucose monitoring and

insulin secretion model. The paper showed passive and active attacks

which could compromise the safety and privacy of the patent through

reverse engineering. They proposed two possible solutions as remedy of the

secure healthcare system with rolling-code cryptographic protocols and

body coupled communications.

◼ Bu, et al. [21] designed secure wireless communication channel which was

able to protect IMDs against various attacks. They introduced low power

and secure authentication protocol for third party access to medical devices

through secure admission mechanism. The method was also able to detect

the man in middle attack while secure communication between device and

authorized person.

◼ Yanambaka, et al. [22] developed device authentication method using PUF

for IoMT network. The hybrid oscillator based Arbiter PUF was used to

have enhanced robustness against the attacks. The solution was low power

with not much extra overhead of area and required least memory for

storage of the key.
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Proposed Secure iGLU
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Arbiter PUF for Secure iGLU
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PUF based iGLU Security
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Authentication Mechanism in Secure iGLU
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Authentication Phase of Secure iGLU

08 July 2020 16

Secure-iGLU: A Secure Device for Noninvasive Glucose Measurement 

and Automatic Insulin Delivery in IoMT Framework



Experimental results

◼ The performance of the proposed secure iGLU is measured

with qualitative parameters such as Uniqueness, Uniformity,

Reliability and Bit Aliasing.

◼ For the experimental purpose, the performance of arbiter PUF has been

evaluated on total forty FPGA boards whereas twenty boards of Xilinx

Nexys 4 DDR boards (XC7A100T-1CSG324C) and twenty boards of

Xilinx Basys 4 boards (XC7A100T-1CSG324C).

◼ The Block RAM is used for storing the Challenge Response

pairs (CRPs). The responses for various challenges are collected for each

board.

◼ The design of PUF is implemented on both FPGA boards and testing is

done at 25 degree C. The hardware-software co-interface is designed to

verify the results and constraints are also applied through TCL and

MATLAB scripts.
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Performance Evaluation of Secure iGLU
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Comparison with Related Work 

08 July 2020 19

Secure-iGLU: A Secure Device for Noninvasive 

Glucose Measurement and Automatic Insulin 

Delivery in IoMT Framework



Conclusion
◼ This paper described a secure iGLU with automatic diabetes

control mechanism for insulin secretion, where continuous

glucose monitoring is performed with IoMT framework.

◼ This secure iGLU proposes an efficient insulin drug delivery

system.

◼ The proposed method is useful to provide hardware

security of the medical devices of IoMT framework and it

has been implemented and verified on 28 nm-technology

Xilinx FPGA boards.

◼ Total 40 FPGA boards of two family (Nexys 4 DDR and Basys)

are considered to measure the response bits. The performance

results reveal that proposed device authentication protocol is

suited for hardware security for medical devices of secure iGLU.
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