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Introduction —
Banking = Cryptocurrency
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Traditional Banking System

Intermediary
bank

Anti Money
Laundering (AML)

& Know your
customer (KYC
( ) User B
User A
Traditional Banking System
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Issues In Banking system

= Transaction fees

= Delay

= Central authority

= Fraud

= Walk-In transactions
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Digital Assets

Digital asset can be anything of value, such as
the combination to your home safe, a secret
password, a list, a message, electronic cash, a
document, a photo, and so on.

Encryption + Decryption = Cryptography
Digital Assets + Cryptography = Cryptocurrency
Cryptocurrency + Economics = Cryptoeconomics
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Double Spending may Happen in
Digital Assets
o L) - o

¢ —| Digital coin

—| Digital coin copy

Double spending digital assets
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Blockchain Technology
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What is Blockchain
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What is Blockchain?

= Technical Definition: A blockchain is a linked list
that Is built with hash pointers instead of regular
pointers.

= Socio—Political-Economic Definition: A blockchain
IS an open, borderless, decentralized, public,
trustless, permission less, immutable record of
transactions.

= Financial — Accounting Definition: A blockchain is
a public, distributed ledger of peer-to-peer
transactions.

Blockchain - Prof./Dr. Saraju P. Mohanty
11/6/2020

12



Blockchain Characteristics

Shared and
Distributed

Consensus
Based

Immutable and _
Transparent Log Time-stamped

(E Q)

[ Irreversible > Minimized Third
—4

Sequential ancq

and Auditable Party Interference
Cryptographically and Dependency
Secured, Digital

| edger

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and C. Yang, “The Blockchain as a Decentralized Security Framework”,
IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 2, March 2018, pp. 18--21.
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Different Aspects of Blockchain

* Creates Secured \
Digital Wallet

* Private Key
(Generates Digital
Signatures)

* Public Key
(Represents
Pseudonymous
User Address) /

Asymmetric
Cryptography

Secured V / Common Agreement \

Distributed consensus Protocol, Validates
Ledger Mechanism Blocks
(Blockchain) « Updates Ledger

e Block Miners Earn

\ Incentives /

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine, Volume 7, Issue 4, July 2018, pp. 06--14.
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Classification of Blockchain

Private
BIockchaln
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Private vs Public Ledger

Number of One Traditional
Copies of Ledger Ledger
Many

Permissioned
Ledger, Private
Shared Ledger

Group of owners

Ledger, Public

Who maintains Shared Ledger

ledger???

Permissionless
Ledger, Public
Shared Ledger

Anyone

https://mastanbtc.github.io/blockchainnotes/blockchaintypes/#public-ledger

Validated Users and Owners{ Permissioned ]
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Blockchain vs. Distributed Ledger

- ¢ 101 Blockchains I BLOCKCHAIN VS. DISTRIBUTED LEDGER TECHNOLOGY

WHAT IS A
DISTRIBUTED LEDGER?

A distributed ledger is a database that is
decentralized, ie., distributed across several
computers or nodes. In this technology, every node
will maintain the ledger, and if any data changes
happen, the ledger will get updated. The updating

WHAT IS A
BLOCKCHAIN?

The blockchain is one of the distributed ledger
technology where every node gets its very own copy of
the ledger. Every time someone adds a new
transaction, all the copies of the ledger gets updated.

You can consider DLT as the parent technology of

e e blockchain. blockchain market is expected to

increase from half a billion USD in 2018 to 16 billion
USD in 2024.

BLOCKCHAIN VS.
DISTRIBUTED LEDGER
THE DIFFERENCE

The blockchain is a type of distributed ledger. However, you cannot call
every distributed ledger a blockchain.

Blockchain represents the data as a chain of blocks. This structure is not the
genuine data structure of distributed ledgers. A distributed ledger is simply a
database spread across different nodes. However, you can represent this data in
different ways for different ledgers.

BLOCK STRUCTURE

In blockchain technology, you can find all the blocks 1n a particular sequence.
Distributed ledgers do not need to follow blockchain’s sequence of data. Other
DLTs have a different kind of sequence of data; it depends on the technology.

In most cases, there 1s typically a wide usage of proof of work mechanism in
the blockchain. However, there are also other mechanisms, but in the end,
they also take up power. But distributed ledger doesn’'t need this kind of
consensus, so in short, they are comparatively more scalable.

Many enterprises and governmental institutions are already using
blockchain technology, but DLT projects or usage is still under
development. So, it doesn’t have many real-life implementations.

REAL-LIFE
IMPLEMENTATIONS

In a distributed ledger technology, it's not necessary to have tokens or
any kind of currency on the network. On the other hand, many
blockchain platformms have some sort of token economy. However,
modern blockchain technology 1is trying to come out of the
cryptocurrency shadow.

TOKENS
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Contents of a Transaction

P
-

Unused

Transaction ID

Transaction
Outputs

Transaction
owner address
(Public Key hash)
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Transaction Inputs

Transaction Outputs
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Contents of
Transaction

Transaction
Recipient Address

(Public key hash)

Owner Signature
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Redeemed I;i &

in next
transaction
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Transaction verified by
all network participants
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Blockchain Structure

Block N-1

f Block header \

Previous block
hash

Number Only used
oNCE) (Nonce)

n?oot of Merkle treg

List of valid
transactions

Block N

/ Block header \

Previous block
hash

Nonce

Block N+1

/ Block header \

Previous block
hash

Nonce

Qoot of Merkle tree/

List of valid
transactions

@oot of Merkle tre(y

List of valid
transactions
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Crypto Mining and Miners

To prevent double spending all the peers In
P2P network Is carrying a shared ledger.

A peer can use this to verify the transactions
and help in adding records to ledger.

Such process Is called crypto mining and
those peers are called crypto miners.

Miners will be awarded with some rewards for
the work.
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Consensus Mechanism

= As blockchain deals with untrusted peers sharing a
ledger, there i1s a need for rules that will ensure
security and data integrity.

= An agreement in the network to operate properly
even Iin events of failure.

= This will also determine the rewards to do the work
of storing and creating transactions in the network.
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How Blockchain Works?
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Blockchain - Working Model

The requested

D —Transaction” is Bl ﬂ]’bj: ; T\r/arl!zai:_tio
é alidation
broadcasted to D«( )
a P2P network Verifiag
erifie
A “Block” CrslatekNm?w Transacti
Block OCK O 3
Validation Q A “Verified
Data for Transaction”
Blockchain (e.g.
Cryptocurren
Ledger ypcy)
. Q
A “Validated ?999 ;
IS added to the Transaction
existing Blockchain NeWw Block O|d Block Complete

which is unalterable

Source: Deepak Puthal, Nisha Malik, Saraju P. Mohanty, Elias Kougianos, and Gautam Das, “Everything you
Wanted to Know about the Blockchain”, IEEE Consumer Electronics Magazine, Vol. 8, No. 4, pp. 6- 14 2018

e,
=2 \ s 1 =7 3
Sm Electronic Systems
11/6/2020 Blockchain - Prof./Dr. Saraju P. Mohanty atory (S 61




Transaction Generation

Transaction
IS requested Broadcastad
by a node rg)aa(?;Pe Users in

same network
know address
of each other

~ hetwork of

C O ltis called as input
nodes

transaction: has amount to
be transferred + recipient's
. bitcoin (BTC) address

{ Input } [ Public Key Hash of receiver: }

P-2-P Network

Transaction '‘A' BTC address

}
[_I—llash_ing (e.g. SHA-256) ]

' .
Unique Transaction Sender's H Digital 1
identity Private key Signature
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Transaction Validation

)

N
. Ha§h Ofeab12390
. Algorithm
2- Hash
101011011 ... Decrypting R Delcj;)i/r?gon Ofeab12390
Encrypted data public key
Data Hash
O0—
Public key
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Compare Verifier
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Block Generation

Transaction
Broadcast
to Network

Transaction added
to memory pool 1

/ Root hash or \ Miners

/I\/F;rkle r Qot\ First Step
Hash Function
Fﬁf’v& Hash 0 1 (sHA-256) *
Hash O Hashl_ Hash 2 T Hash 3 Block
TX 0 T; 1| Tx2 | TX3]... SRR
K / 1.Hash of previous block
2.Nonce
Merkle root of 3.Merkle root
this hash tree is >
placed in block’s All transactions in Merkle
header —_—
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Block Validation

Invalid Block is
PoW/Tx discarded

/" Blockis

relayed to the Transaction

rest of the & Hash
network Correct? ——
Valid Block is
\(Broadcasted) / PoW/Tx /:>£ approved }
Block Validation \J |
[ Is done . g Nodes
Accept
New g f\ Block
BI il
E&:[ Transaction } &o [ Miners earn } Nodes
Is complete incentives advance to
Blockchain (Ledger) find next
valid block.
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Transaction Verification

General nodes are not required to store all
the transactions

Only block headers are stored

To verify a transaction
o Get the latest longest chain

o Obtain the Merkle branch linking the transaction to
block

o If the node Is accepted and block Is created,
transaction is verified
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Blockchain Consensus
Algorithms
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Trust In Blockchain

i

T m

Strangers in Blockchain

How can I trust
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Blockchain Consensus
Algorithm - Timeline

Pol).PoP,

PoDL, POSV. PoT, PoPF. PoA PoLT,
PoTs, PoQS POSW Poll PoC
Second Quarter iy Quarter 2019 2018 2017 2016

2019

1982 1099 2001 2012 2014 2015
PBFT PoW X 05 DPoS, PoC, Ripple
PaXos PoS, PoB RAFT. DAG.
Tendermint

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS.2020.2981415.
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Blockchaln Consensus - Parameters

| e
[ Decentralized governance Implementation approach}
’ N
[ Fault tolerance Tokenization
{ Risk and control % Consensus parameters % Strength of algorithms}
J N

N 4

{Quorum structure Consensus methodology}

J -

) s

[ Performance Authentication, integrity, & privacy}

s L

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS.2020.2981415.
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Consensus Algorithm Types

Blockchain Consensus Algorithm

Validation Based

\oting Based

Authentication Based

11/6/2020

Proof of Work . N
(PoW) -Ripple —Proof of Authentication (PoAh)
|Proof of Stack  [Proof of

(PoS) \Vote Proof of PUF-Enabled
 |Proof of Activity |Proof of Authentication (PoP)

(PoA) Trust
| |Proof of Relevance

(PoR)
 |Proof of

Elapsed Time
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Proof-of-Work (PoW)

)

Solve Puzzle Broadcast the Proof-
of-Work (PoW)

Create Block

y*EI

Process Starts Again

Proof-of-Work (PoW)

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Proof-of-Stake (PoS)

Stake of coins instead of mining

Creator of new block is chosen randomly by
various combinations of wealth and age of stake

Coin age Is used to select the node

o Coin age= number of coins * number of days
coins are held

Once a block is signed by elected node, coin
age for that node will go back to zero and start
again

No mining rewards, only transaction fees.

Blockchain - Prof./Dr. Saraju P. Mohanty
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PoW Vs PoS

Vs. Proof of Stake
&

Proof of Work

.‘ II ! !
To add each block to the chain, miners
must compete to solve a difficult

puzzle using their computers
processing power.

FIC

In order to add a malicious block,
you'd have to have a computer more
powerful than 51% of the network.

L & X J

The first miner to solve the puzzle
is given a reward for their work.

Source: https://blockgeeks.com/guides/proof-of-work-vs-proof-of-stake/

There is no competition as the block
creator is chosen by an algorithm
based on the user’s stake.

L |

In order to add a malicious block,
you'd have to own 51% of all the
cryptocurrency on the network.

ol

There is no reward for making
a block, so the block creator
takes a transaction fee.
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Blockchain Challenges
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Blockchain has Many Challenges

High Energy '“‘ nsumer
Consumption EH@@ WO@D@@

LaCk Of MAGAZINE

Scalability
High .‘ Buymg.mto
LatenCy . §_Exploring Use Cases’ S

for Consumer Electronlcs

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Energy Need is Huge

Energy consumption 2 years of
Energy for mining of 1 bitcoin a US household
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Blockchain Energy Need is Huge

P & Energy '
consumption 80,000)( .
& . for each |

" bitcoin

transaction Energy consump

a credit card proce

INg
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Energy aspect of bitcoin

Embodied Energy: Manufacturing equipment
* Decreases overtime
« Returns to scale
Electricity: Computations of algorithms
* Increases overtime
« Returns to scale
Cooling: Protection of equipment
« Increases with scale of mining rig
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Blockchain Challenges - Energy

The requested

—— "Transaction”is === =
— ”) S—
broadcasted to a D m)))
P2P network

Create New Verified
A “Block” Transactio

Block of
P R— Q A “Verified
Data for Transaction”
Blockchain (e.g. Cryptocurrency)
Ledger

A “Validated Block” g gg g =

Transaction
Validation

Block
Validation

is added to the Transaction
existing Blockchain  New Complete
which is unalterable Block Old Block

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine, Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain has Security Challenges

Descriptions Defence
Many payments are made with a Complexity of mining
body of funds process

Blocks are modified, and fraudulent Distributed consensus
transactions are inserted

A miner with more than half of the Detection methods and
network’s ~ computational  power design of incentives
dominates the verification process

An entity’s private key is stolen Reputation of the

blockchain on identities
The software systems that implement Advanced Intrusion
a blockchain are compromised detection systems

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things
Devices,” IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.
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Blockchain Security Threats

Blockchain Security Threats

— Selfish Mining — DDoS Attack Vulnerabilities
In source code
Block- _
— withholding — Sybil Attack Vulnerabilities
Attack In Blockchain
Delay Routing
& O 8
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Blockchain has Serious Privacy Issue

Origin - Bitcoin Bytecoin | Bitcoin Dash Bitcoin
Release January | January April October | February | October
2009 2014 2014 2014 2016 2016
Consensus Algorithm PoW PoW PoW PoW PoS PoW
Hardware Mineable Yes Yes Yes Yes No Yes
Block Time 600 sec. | 150 sec. |120 sec. |30 sec. 60 sec. 150 sec.
Rich List Yes Yes No Yes Yes No
Master Node No Yes No No Yes No
Sender Address Hidden No Yes Yes No Yes Yes
Receiver Address Hidden | No Yes Yes No Yes Yes
Sent Amount Hidden No No Yes No No Yes
IP Addresses Hidden No No No Yes No No
Privacy No No Yes No No Yes
Untraceability No No Yes No No Yes
Fungibility No No Yes No No Yes

Source: J. Lee, "Rise of Anonymous Cryptocurrencies: Brief Introduction”, IEEE Consumer Electronics Magazine, vol. 8,

no. 5, pp. 20-25, 1 Sept. 2019.
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Blockchain - 51% Attack

Computation Power

With >50% computation power, attacker
can create fork with fraudulent data.

User 2

User 1

Fork by 51% attack

- Genuine blocks
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Blockchain Challenges -
Anonymity Can be Broken

H\_
- B

e

With careful analysis, anonymity can be broken

Seller
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Blockchain Scalability Issue

Since Blockchain 1s an immutable and
irreversible database, the blockchain will
grow over time.

The amount of data stored will bring up other
problems such as the power consumed while
searching or analyzing the huge database.
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Blockchain Latency Issue

= Latency Is another challenge caused by the
huge amount of data.
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Blockchain Memory Usage

A transaction Is charged based in the amount of
data

Multiple transactions needed for larger files to break
them into chunks and send multiple transactions

This will Increase cost in terms of base transaction
fee, fee per byte of data

All these factors limited amount of data to be stored
on the blockchain

Solution: Usage of hash to be stored on the
blockchain and actual data to be stored off-chain
like RDBMS and File sharing systems

Blockchain - Prof./Dr. Saraju P. Mohanty
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Some of our Blockchain
Solutions
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PoAh: A Novel Consensus Algorithm for Fast
Scalable Private
Blockchain for Large-scale loT Frameworks

11/6/2020
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loT-Friendly Blockchain — Proof-
of-Authentication (PoAh)

Cloud

Blockchain  doesn’t End and Edge Devices
inheritably guarantee RERBERERABEEE 77 Don’t have enough horse
security and privacy. power to run PoW/PoS

like heavy duty
consensus algorithms.

-ockchain
. Trx-2

brivate/Péimiseidned

loT = :
End Devices I

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: 10T-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No. 1, January 2019, pp. 26--29.
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Our Proof-of-Authentication (PoAh)
O~ — 2

A Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

Process (PoW) Eliminates cryptographic
Starts Again H: : H - H “puzzle” solving to

validate blocks.

’____‘

Proof of Authentication (PoAh) Transmitto fTrusted Nodes\
Trusted Nodes: Network |

Nodes form Block
of Transactions

Uses a cryptographic
authentication mechanism.
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Our PoAh-Chain: Proposed New
Block Structure

Hash of the
following: following:
« Hash of B, « Hash of B,
* Nonce of B ; . UBT of B, ;
Number only « Transactions Unique Block * Device I[_)
used once of B, Token (UBT) + Transactions
(Nonce) of B, ;

PoAh Block Structure

Conventional Block Structure

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Our PoAh: Authentication Process

Select a node to be part Algorithm 1: PoAh Block Authentication
of authentication process
\ Provided:
All nodes in the network follow SHA-256
s this a initially NoO Hash
defined trusted — 3 Individual node has Private (PrK) and Public
node? _ key (PuK)
Is this a normal o Steps:
1Yes node received = (1) Nodes combine transactions to form
trust value? blocks
NoO If trust value is (Trx*) — blocks
- greater than a <JYes (2) Blocks S|gnI W|It(h owg prl\éate key
threshold Sp« (block) — broadcast

(3) Trusted node verifies signature with
; Yes source public key
- o At Vp «(block) — MAC Checking
nsider ific node for authentication S
CEEITEIRIE" EL SPEEIE (4) If (Authenticated)

- Block||PoAh(ID) — broadcast
AT E TSI 113 100 H(block) — Add blocks into chain

chain after block authentication (5) Else

Steps to find a Trusted Node which will Drop blocks

Authenticate a Block. (6) GOTO (Step-1) for next block
& o A\

;._O,Q Y =z

g
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loT Simulators - Node-RED - Example

(] timestamp before hash . join H UubP OUT
/ .,
NVERT
: e ot comveRT G
T o 1 e
timestamp_after_db
) COMVERT =
@ RWC
“ time consumed db entry m
5 ) - -
.. —Cﬁ time_communication q: @ e
(O
110 |
- 100/ rt. . t sl o
s P 1 1 . =
= PR ici Simulation: Proof
60 -
s _ Participant 3, .
} 3 SN

-j of-Authentication
— (PoAh) based loT

Friendly Blockchain

Source: D. Puthal, S. P. Mohanty, P. Nanda, E.
Kougianos, and G. Das, "Proof-of-Authentication for
Participant 5 Scalable Blockchain in Resource-Constrained Distributed

Systems", in Proc. of 37th IEEE International Conference
on Consumer Electronics (ICCE) 20109.

Electronic
Blockchain - Prof./Dr. Saraju P. Mohanty %«oﬂ (s

Participant 4

11/6/2020 148




Our PoAh-Chain Runs in Resource
Constralned Environment

| Participant 1 I Part|C|pant2

Participant 3

Blockchain using PowW
Needs Slgnlflcant Resource

Participant
Our PoAh-Chain Runs here

e Rwrrig

|~n M'l LW, X '
500,0000 W Somce jmps /»WWWJéa‘?'QﬂleV:srcfél/ne

mmed the gap;html ¢
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Our PoAh is 200X Faster than PoW While
Consuming a Very Minimal Energy

Consensus Algorithm Blockchain | Prone To | Power Time for
Type Attacks Consumption | Consensus
Proof-of-Work (PoW) Public Sybil, 51% | 538 KWh 10 min
Proof-of-Stake (PoS) Public Sybil, Dos | 5.5 KWh
Proof-of-Authentication (PoAh) | Private Not Known | 3.5 W 3 sec
E

Source: D. Puthal, S. P. Mohanty, P. TAhG%°¥°"Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems", in Proc. 37th IEEE International Conference on Consumer Electronics (ICCE), 2019.
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PUFchain: Hardware-Assisted Blockchain for
Sustainable Simultaneous Device and Data Security
In Internet of Everything (loE)

11/6/2020
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We Proposed World’s First
Hardware-Integrated Blockchain
(PUFchain) that is Scalable, Energy-
Efficient, and Fast

Blockchain - Prof./Dr. Saraju P. Mohanty
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Challenges and Novel Contribution

Challenges for blockchain to adopt in 0T architecture
Scalability
High computational requirement
High Power consumption

A high level of security by integrating Hardware assisted security
module

A hybrid oscillator arbiter PUF module is used
Key generated is used for cryptography

A novel consensus mechanism for 10T environment, proof-of-PUF-
Enabled Authentication (PoP)

PUF keys are used in cryptography
Keys are not transmitted over network

Blockchain - Prof./Dr. Saraju P. Mohanty
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PUFchain: The Hardware-
ASS|sted Scalable Blockchain

PUFChain 2 Modes:
(1) PUF Mode and
(2) PUFChain Mode

:PUFchaln System Model

'l
1
1
i Clowd  Can provide:
I  Storage
I Device, System,
: and Data Security
1
|~ PUF - s
i+ PUF L
! H-__J :‘m Tr usted Node
e S
“Block™ E-'i' 4
Block with PUF| Broadcasted -
Ke}r added to them————————f. 5. _""
- _ data to P2P Network ml l ﬂ)wﬁ)!i
IoT Device With Sender
PUF Module PUFchain Working Model
- Distributed Ledger Trusted Node
Verifies the
| ‘—Ep ~1-<—-<— e
Transaction Complete New PUE key

Old Blocks Block

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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Our Proof-of-PUF-Enabled-
Authentication (PoP)

Y~ —7)

Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof of-Work

Eliminates cryptographic
“puzzle” solving to

"
rts Again
Starts Aga validate blocks.

ﬁlllll»lﬂ

loT Client Devices
(PUFs)

Blockchain - Prof./Dr. Saraju P. Mohanty
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PUFchain: Proposed New
Block Structure

Hash of the
Hash of the following:
following: « Hash of B,
--< « Hash of B, —— s UBT_ of B,
* Nonce of B;; * Device I.D
Number only  Transactions Unique Block . :Z;IUF .l#nICIue
used once of B, ; Token (UBT) X entifier
(Nonce) ransactions

Proposed Block Structure for PUFchain

Conventional Block Structure

&% ® 2 8

Smart Electronic Systems
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PUFchain node

Contains PUF module and hashing module attached to IoT device
PUF Module

PUF module is responsible for generating unique key for IOT
device

PUF key uses process variations during manufacturing process
to generate device fingerprints

Key is not fixed and depends on challenge posed to the PUF
module

Key is not transmitted over the network

Hashing Module
Makes uses of the unique key generated from PUF module
Off-loads computational overhead on the 10T device

Blockchain - Prof./Dr. Saraju P. Mohanty
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PUFchain — A Typical Node

) Node in A PUF — Chain Environment

Broadcast to
the Network

loT Device
Block Has_h Hash
~+ Data * Function
(SHA-256)
PUF Key
PUF Module PUF and
Hashing Module

{ + 4)))

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos and D. Puthal, "PUFchain: A Hardware-Assisted Blockchain for
Sustainable Simultaneous Device and Data Security in the Internet of Everything (IoE)," IEEE Consumer Electronics

Magazine, vol. 9, no. 2, pp. 8-16, 1 March 2020.
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PUFchain: Device Enrollment Steps

PUF and
Trusted ) Hashing
- Device | [ 'oT Device Module

C,, C,,... C,

»|C,,C,...C,

PUF f(C)=R,
Ry, Ry,.... R

Ry, Ry,.... R, jet—2=
1

Device Enroliment Steps

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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PUFchain - Transactions Initiation

loT Device PUF and Hashing Module

C. >1
PUF
1:(C|)I_ RI Ri R
Transaction Data 1
Hash Module
H(Data, R))
= H(Data, R)
\ 4
Broadcast to
Network

| Steps for Transactions Initiation

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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PUFchain — Device Authentication

.))
/ Transaction Data /

PUF
Responses
(of a Device)

Change PUF
Key

Steps for Device
Authentication

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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PUFchain Security Validation

B3 Scyther: PUFChain.spdl

Protocol description | Settings

Verification parameters

Maximum number of runs 100
(0 disables bound)

Matching type typed matching

S - the source of the block

Advanced parameters

N e D - the miner or authenticator node in the networks
i e orpattems {10 : ™ sScyther results : verify
Additional backend parameters -
| Claim Status Comments

Graph output parameters
Attack graph font size 1a - PUFChain D PUFChain,D2 Secretni Ok Mo attacks within bounds.
(in points)

PUFChain,D3 Secretnr Ok Mo attacks within bounds.

PUFChain,D4 <Commits,ni,nr Ok Mo attacks within bounds.

Done.

PUFchain Security Verification in Scyther simulation
environment proves that PUFChain Is secure against
potential network threats.

& ® 2 8
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Consensus Algorithms —
Comparative Perspectives

Authentication (PoP)

Consensus Blockchain | Mining/ Prone To|Power |[Time for

Algorithm Type Consensus Attacks |Consu. |Consen.

Proof-of-Work (PoW) Public Computation Sybil, 51% | 538 KWh |10 min
Power Based

Proof-of-Stake (PoS) Public Validation Sybil, DoS |5.5 KWh |NA

Ripple Permissioned | Vote Based DoS, Sybil | NA NA
Mining

Proof-of-Vote Consortium | Vote Based NA NA NA
Mining

Proof-of-Trust Permissioned | Probability & DDoS NA NA
Voting Based Attack

Proof-of- Private Authentication Not Known | 3.5 W 3 sec

Authentication (PoAh)

Proof of PUF-Enabled | Private Authentication Not Known |5 W 1 sec

Source: D. Puthal, S. P. Mohanty, V. P. Yanambaka, and E. Kougianos, “PoAh: A Novel Consensus Algorithm for Fast Scalable
Private Blockchain for Large-scale loT Frameworks”, arXiv Computer Science, arXiv:2001.07297, January 2020, 26-pages.
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-

Our PoP is 1000X Faster than

o rgerge Tk =

o2

PoW -10 PoAh -

_ ( | min in 950ms in
i\ R - e cloud Raspberry
' Pi
High 3 W Power
Power

10007 1 ¥es &
iy 2 o » o
- y (B e
N i Es

PoW

PoP -
192ms in
Raspberry
Pi

5 W Power

v PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable

Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Blockchain Applications
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Blockchain Applications

Blockchain - Applications

Finance Internet of Smart
Services Smart Property Things (IoT) Healthcare
| Asset Money __ Smart __Personal Health
Management Lending Appliances Record Keeping
Insurance Smart Supply — Access Control
— Claims Car —  Chain
Processing Sensors
| Healthcare
Smart Management
| Cross-Border Phone
Fayments Insurance
Processing

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Adoption for Applications
& & &

User-1 User-2 User-3 User-n

I l

Smart contract

[oT Devices

D, D, D,

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS.2020.2981415.
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Smart Healthcare - 4-Layer Architecture

,— 7 BANT _User Interaction Black Box N\ Remote Access N
/ Interface N Big N
Blood Pressure EEG o N Physician
Sensor Sensor \ /% A '\
s \ ; (g

\

/
/

Pulse Oximetry
Sensor

( Decision

Collect | Measurin
Information

V— g Unit
| Fiter | pyU)
v Databa:ie

\
\
\
| Analyze C -
Decision |:> s
/
/
/

Medical

Body Area
Network
(BAN)
Implantable b )
BANs (IBA /
N /
¥ . Layer 4
1\ /" Layer
o~ 4

Source: M. Ghamari, B. Janko, R.S. Sherratt, W. Harwin, R. Piechockic, and C. Soltanpur, "A Survey on Wireless Body
Area Networks for eHealthcare Systems in Residential Environments”, Sensors, 2016. 16(6): p. 831.
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Blockchain can be a Solution for many
Security Challenges in Smart Healthcare

—Data Eavesdropping

—Data Confidentiality

—Data Privacy

—Location Privacy
Selected Smart
Healthcare L |dentity Threats
Security/Privacy
Challenges _Access Control

—Unique Identification

—Data Integrity

—Device Security

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M."Ganapathiraju, “Everything You Wanted to Know about
Smart Health Care”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 1, January 2018, pp. 18-28.
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Blockchain can be a Solution for Data
Quality Issue in Smart Healthcare

Source: H. Zhu, C. K. Wu, C. H. KOO, Y. T. Tsang, Y.Liu, H. R. Chi, and
K. F. Tsang, "Smart Healthcare in the Era of Internet-of-Things", IEEE
Consumer Electronics Magazine, vol. 8, no. 5, pp. 26-30, Sep 2019.
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Blockchain in Smart Healthcare

- O

The block is verified and approved.

Laboratory technician wants A block containing the
to attach a new medical medical data, a timestamp
referral to a patient HER. and the author is created.

The block is delivered to all the peers in the
patient’s network, such as the patient itself,
his/her family members, and general
practitioner.

Can It preserve privacy?

£ ; = — m s pag —;‘.—" o 2 x
The block is inserted in the chain
Source: C. Esposito, A. De Santis, G. Tortora, H. Chang and K. R. Choo, "Blockchain: A Panacea for Healthcare Cloud- and linked with the previous
Based Data Security and Privacy?," IEEE Cloud Computing, vol. 5, no. 1, pp. 31-37, Jan./Feb. 2018. blocks.
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MedRec - Overview

Blockchain developed at MIT Media Lab.

Permissions for ownership, viewership and Is
shared among private, peer-to-peer network.

Ethereum Smart Contract is used.

Smart contract allows automation and
tracking changes.

Cryptographic hash is used for Data inteqgrity.

Public key cryptography is used for patient
identity.

Source: A. Azaria, A. Ekblaw, Thiago Vieira and Andrew Lippman , “MedRec: Using Blockchain for Medical Data Access and

Permission Management”, pp. 25--30, 2016.
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Smart-Yoga Pillow (SaYoPillow) - Idea

Blockchain for Person 1

Blockchain for Person 2

\
l/"

Edge Data

Person 1 SaYoPlllow 1 Processor

@
A

|
|
|
|
|
|
|
|
|
|
I -
I Pperson 2 lockchain for Person n
|

|

|

|

|

|

|

|

|

|

|

Secure Data
Access

|
|
|
|
& wun
}

Personn  savopillow n

?\,
=
[-]

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for
Stress Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.
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SaYoPillow: Blockcham Detalls

Physiological data Access

A

Physiological data upload

Data request/ Data request
response |

| &
Data
Requestor

Data Ré
at

=EE=

=
=

User Interface

Request Requested
Haryiler d%ta
EncryptionéDecryption

Client Program

Smart contract

<

Smart . "
invocation
- Contracts P2P Network = |:I
— | Ledger S & o
) S A
oope L
Pool / = =
N\, A g8 15,
o FolR’)
D5
s o o
< 23
o yo
— | Client Program N
" A : :
) ‘\7 Encryption/Decryption
) Sensor data Physiological data and . .
‘ \ > Stress detection, Request Physiological
() predictions data Han4d|er dz{[a
End Sensors
— Edge Processor Communication stub

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for
Stress Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.
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SaYoPillow: Prototypmg

BEST BLOCK UNCLES LAST BLOCK AVG BLOCK TIME

' ACTIVE NDDES A5 GAS PRICE GAS LIMIT b .: PAGE LATENCY 1 ma UPTIME

BLOCK TIME DIFFICULTY ELOCK FROPAGATION LAST BLOCKS MINERS

UNCLE COUNT TRANSACTIONS GAS SFENDING GAS LIMIT

@ ill hboar Logged in as:
ATTENTIONI SaYoPillow Dashboard 0x9537cb86£5a03c8ccb52c44b49757861eca0004b

1 22
[ =
Hours Slept Snonng Range Respiration Rate
. 61
Bt shabie MU lirior a 2rms 3 4 - ‘
- g Eye Movement Limb Movement Hours Slept

Follow below suggestions to relieve stress
Play lullaby's or peaceful music to regulate sleep.

Average Values (Last 24 hours)

lom Average Hours Slept 2

® Average Snoring Range 64

Average Respiration Rate 21

< Average Heart Rate 54

) Average Blood Oxygen Level 92

@ Average Eye Movement 72

3 Average Limb Movement 13

User Interface with Access , 06

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for Stress
Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.
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SaYoPillow: Prototyping

= Transaction View information about an Ethereum transaction

0x8629d9ee638a181b1454771666bc579ba8189bdb2f78665b739214184587d3b9

0x0Oadfcca4b2al132f82488546aca086d7e24ea324 - 0x212c30420fce0f7ed1192b6e01de238f295f8505 0ETH

15297 Confirmations 0ETH

Summary

Block Hash 0x44214514875cdcb9d8e27ed1290716ce7a1d52bd0c1575771a8ec4238c9aed0b

Received Time Jul 2, 2020 8:49:19 AM

or Block # QL Search

Included In Block 23663

Gas Used T Current Block; ETH/USD Price: Gas Limit: Block Time: Current Diff; Hashrate:

Gas Price 0.0000000010 ETH 38551 Loading 8,000,000 m/s 23 second(s) 0.000T Loading

Transaction Confirmations

Number of transactions made by the sender prior to this one 53

e & Recent Blocks Most Recent Blocks in the Ethereum Network
Transaction price 0.000241526 ETH
Data o - .
Black # Block Hash Difficulty  Miner Size Date #ofTis  Gas used
) 38551 hebEchEG... 0.000 T Oxladfecadh?al 132fA2488540acal36d7 a2 4ea324 0537kE  Jul 4, 2020 6:15:21 PM 4] 0m/s
g & 3ELE0 B EAZ ... 0.000 T OxDadfecadh?al 13224885 46 ca0 86T nddna 324 0537 kB Jul 4 2020 6:14:58FPM O 0 /s

g JBS4S T3 T4a00k.., 0.000 T OxDadfccadh?al 132M82488540acalBad7 e24oa32q 0537 kB |ul 4, 2020 6:13:34 PM [¥] 0mis
) 38548 iheaFfoabe... 0.000 T Oxladfccadh?al 132fA2488540acal30d7 a2 48232 0537kE  |ul 4, 2020 6:13:22 PM 4] 0m/s
) 5EsAT hecaiaTd.. 0.000 T IxDadfccadblal132f82488046acal 607 e2dna 324 0537 kB Jul 4, 2020 6:12:35PM O 0m/s
g JBS4G Teel72usd.., 0.000 T OxDadfccadh?al 132M82488540acalBad7 e24oa32a 0537 kB |ul 4, 2020 6:12:07 PM [¥] 0 m/s

Ethereum BIOCkChain EXplorer ) 38545 Uwafdss11 0.000 T 3 e 0.537 kB | 4, 202069201 PM O 0 /!

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for Stress
Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.
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Smart Transportation

= Applications meet the definition of blockchain and needs
the characteristics of blockchain in smart transportation
domain:

Car History.

Car locations.

Car Trace.

Car Training.

Car Rentals.

Car Ownership.

Blockchain could be used in the communication between cars,
car — building.

o O 0O 0O o o o

Smart Electronic Systems
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Blockchain in Smart Transportation

U U U
. ! ‘2 Massive ‘“
data generation
Dy D> Dy
Sensors Actuators D IOT
evices

bu]sm bridge

Messaging (REST, MQTT)
Device connectivity
Drivers
Local storage

Device manager —
and controller

Bridge for the

Cloud bridge !
connection

Blockchain

Data storage for
dissemination in nodes

Vehicle-3

Vehicle-1

Vehicle-2

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS. 2020 2981415.
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Blockchain based Energy
Trading In Electric Vehicles

Physical Devices

Node

Smart meter

Consumer

@ Data (consumer demand) L a

Optimize the
offers and select
prosumers

=]

5

Microgrid Control Centre

(Aggregator)

Miners

Network of Nodes & Miners
EV 1, x kWh
(Prosumer) EVN
D ... R

Other nodes check with their
physical devices and send reply

++

()
Transaction in lr]g
Smart Contract

3

-®

N
D

_,@

L F Transaction in block
=1
: (=
Verified by other nodes -

Miners add block
after consensus

Source: I. A. Umoren, S. S. A. Jaffary, M. Z. Shakir, K. Katzis and H. Ahmadi, "Blockchain-Based Energy Trading in Electric-Vehicle-
Enabled Microgrids," IEEE Consumer Electronics Magazine, vol. 9, no. 6, pp. 66-71, 1 Nov. 2020, doi: 10.1109/MCE.2020.2988904.
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Smart Agriculture - Food Supply

Chalin
= Actors involved
o Farmers
Shipping companies

d

o Wholesalers
o Retallers

a Distributors
o Grocerries

Blockchain - Prof./Dr. Saraju P. Mohanty
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Food Supply Chain: Farm =2 Dinning

L4
™

‘ Consumption

h Trading
: By Users
® . Retails y
&1 Serviceof
Processing Transportation Food

Fa.rming &
Growing

Source: A. M. Joshi, U. P. Shukla, and S. P. Mohanty, “Smart Healthcare for Diabetes: A COVID-19

£ 053

Perspective”, arXiv Quantitative Biology, arXiv:2008.11153, August 2020, 18-pages.

11/6/2020 Blockchain - Prof./Dr. Saraju P. Mohanty



https://arxiv.org/abs/2008.11153

Inefficiency in Traditional Supply

11/6/2020

Chain

High risk between buyer and seller.

Not transparent and heavy paper based
transactions

Transactions are vulnerable to fraud

Cost of operating supply chain will contribute
to two third of the final product cost

Blockchain - Prof./Dr. Saraju P. Mohanty
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Blockchain Potentials in Smart

Agriculture
Blockchain Is expected to grow at a rate of
87% In supply chain industry
Expected 3314.6% million by 2023

AgriDigital implemented settlement of 23.46
tons of grain in blockchain.

_ouis Dreyfus along with Dutch and French
nanks to build efficient Food stuff traders over

nlockchain.
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Blockchain in Smart Energy

-y \\
gf’"‘\f L,-\]
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Source: A. S. Musleh, G. Yao and S. M. Muyeen, "Blockchain Applications in Smart Grid—Review and Frameworks,"

Blockchain in Smart Grid

Wind Plant 2 Microgrid

Energy Trading Blockchain:
Handles trading transactions among
proucers, concumers, and prosumers

Electric Vehicles Blockchain:
Handles trading transactions among Electric
vehicles owners and charging stations

EV ChargingStation

.
[}
.
]
]
]
]
.
e
&

Microgrid Blockchain:
Handles the operation and control of the

Microgrid ™., microgrid including distributed generators

xelsy

“/’\“ Solar Plant

Cyber-Physical Security Blockchain:
Handles the security aspects of the smart

grid against malicious attacks

Physical Smart Grid Layer | ~ -------. Power Elow . Cyber Blockchain Layer ::::2:t: Data Flow

IEEE Access, vol. 7, pp. 86746-86757, 2019.
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Hardware for Blockchain
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Blockchain - Application Specific

Q

Hardware

It is a hardware assistance to speed up the transactions process
and increase the network throughput.

The accelerator could be built using an FPGA, GPU, or ASIC
processors.

These acceleration hardware could be targeting one aspect of the
blockchain or contribute in the whole network.

= For example, an ASIC could be programmed to accelerate the trust
process among nodes with lowest time and power consumption.

= Also, increases the mining process with lowest power consumption.
Devices in market:

BITMAIN company has many versions of hardware mining
accelerators for Blockchain applications.

KRAMBU company provides different models of accelerators
using FPGA, GPU, and ASIC.
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ASIC Miner

An application specific hardware designed for mining
cryptocurrency

ASIC’s consume less power and perform better than
CPU and GPU as they are application specific

Avoids unnecessary circuitry

Properties of miners to be considered:
o Hash rate

o Power efficiency

o Price
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Hardware wallets
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https://www.buybitcoinworldwide.com/wallets/ledger-nano-s/

Software for Blockchain
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Blockchain Platforms

1. Tezos

2. Ethereum

3. Hyperledger Fabric

4. Hyperledger Sawtooth

5. Hedera Hashgraph

6. Ripple

/. Quorum

8. Hyperledger Iroha

9. Corda

10. EOS

11. OpenChain

12. Stellar

13. Dragonchain

14. NEO Source: https://www.leewayhertz.com/blockchain-platforms-for-top-blockchain-companies/
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Blockchain Platforms

Hyperled Hyperled
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focus Industry [Industry |Services |Services |Industry |[Industry (Industry (Industry |Managem
ent
Ledger [Permissio [Permissio |Permissio |Permissio |Permissio [Permissio |Permissio |Permissio |Permissio
Type nless ned ned ned ned ned ned ned ned
Consens Chain- 15 Hionne
US Proof of Pluggable [Pluggable Probabilis |Majority Pluggable [Delegated |based _
Algorith [Work Framewor [Framewor tic Voting [Voting Framewor |[Proof-of- [Byzantine Consensu
k k k Stake Fault
m S
Tolerant
Smart Yes Yes Yes No No Yes Yes Yes Yes
Contract
Ethereum EOSIO
Governa Ethereum |[Linux R3 Ripple Developer|Linux Core Linux
Developer|{Foundatio [Consortiu bp s and JP |Foundatio |Arbitration|{Foundatio [CoinPrism
nce Labs
S n m Morgan |n Forum(EC|n
Chase AF)
Source: https://lwww.leewayhertz.com/blockchain-platforms-for-top-blockchain-companies/
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Blockchain Development Tools

Geth

Mist

Solc

Remix
Testnet
GanacheCLlI
Coinbase
EtherScripter
BaaS

10. Metamask
11.Ethers.js
12.Tierion

13. Embark

14. Truffle

15. MyEtherWallet

Source: https://bIockgeeks.com/guides/15-best-tools-blockchain-development/
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Blockchain Performance
Metrics
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Gas Price

Gas Is defined as the fundamental network
cost unit in Ethereum networks

It exists only inside the Ethereum
computational Engine

Gas may not be considered as proper metric
because:
o It is cost unit and used only in execution stage

o Doesn’'t evaluate during other stages like block
committing, validation etc.

o Gas price is floating and may vary time to time
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Transactions per Second (TPS)

Different blockchains will have different execution times for
deploying, invoking and executing of smart contracts.

The throughput can be measured by Transactions per
second
TPS = count(Tx in (ti,t)))/(ti-t)) txns/second

where ti,tj are time in between which transactions are

counted
Throughput for n peers in the network can be calculated

_ TPSutxns
TPS = L
Ssec
Where TPSu = Throughput of each node and N is number of

nodes

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Average Response Delay

Time between the transaction being sent to the peer
and transaction Is confirmed is called Average
Response Delay (ARD).

TX IS number of transactions and tTxconfirmed,
tTxinput are time at which the transaction is confirmed
and sent respectively

2 Tx(trx confirmed — ITx input) , ,
ARD, = (txs/s).
Count (TX in (f,‘. I.,'))

= - 2uARDu

ARD = (txs/s).

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Transaction per CPU

As different networks work on different CPU powers
and the CPU utilization depends on business logic
complexity and block validation capacity of CPU

To quantify below Transaction per CPU will help

F Is the frequency of CPU and CPU(t)is the utilization
of CPU at that time.
Count (T.\' in (f,~. tj ))

TPG, = - —(txs/(GHz - s)),
J,7 F»CPU(1)

2u TPCy

TP &= (txs/(GHz - s)).

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Transaction per Memory Second

Execution the account data Is loaded Into main
memory.

RMEM(t) is real memory consumed by blockchain
program at time t and VMEM(t) is the virtual memory

consumed.

2uTPMS

TPMS,, = - ' ——(tas/(MB-s) | | TPMS = S (exs/(MB ).

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Transactions per Disk I/O

Blockchain will have separate disk space to store data
Including world ledger state

DISKR(t) Is size of data read from the disk at time t
and DISKW(t) is the size of data write to disk at time t

Count (T\ in (t,-.f,-))
TPDIO, = - (txs/kilobytes),
’r» DISKR(t) + DISKW(t)

TPDIO
TPDIO = L . = (txs/kilobytes).

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Transactions Per Network Data

Bases on different consensus mechanism, the data
will be shared over network to append to ledgers

UPLOAD(t) Is size of upstream and DOWNLOAD(t) is
size of downstream In the network at time t

Count (Tx in (ti.4 )) (txs/kilobytes)

TPND, = —
|,/ UPLOAD(t) + DOWNLOAD(t)

_ 2uTPNDy

TPND N (txs/kilobytes).

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Block Generation Time

Block Time / Block creation time i1s defined as
time taken to create a new block In the
blockchain

This depends on complexity of consensus
mechanism

Bitcoins network’s block time iIs nearly 10
minutes and Ethereum it is 20 seconds nearly

Consensus determines the ordering of events
and coming up on an agreement between all the
nodes

It is performed by miners

Blockchain - Prof./Dr. Saraju P. Mohanty
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Blockchain Validation Time

Blockchain validation Is different from
blockchain consensus

Any full-node can validate a transaction

There Is no incentive for validation, except
security which is not a motivation

Miners will be validators in most of the chains

Validation checks the double spending
maliciousness of the transactions
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Blockchain Memory Usage

As discussed In limitations, Memory Is directly
Impacting the costs of operating the blockchain

Less data to store on blockchain I1s desirable,
hashing can help in storing such large data

Blockchain - Prof./Dr. Saraju P. Mohanty
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Next Generation
Blockchain/Ledger Solutions
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Hashgraph Technology

" Container/ Event/ Group
of transactions. Signed
by the owner broadcast it
to others randomly
(Gossip about Gossip

Protocol)

TimeStamp

Transactions \

\Hash 1/ Diagona}}

Hash 2/
Vertica

Round 2

Round 1
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Tangle Technology

One disadvantage of blockchain-based cryptocurrencies
like Dbitcoin: The concept of a transaction fee that is
levied for all transactions occurring on the network
Irrespective of the transaction value.

Transaction costs make the use of blockchain-based
cryptocurrency impractical for such small payments.

Tangle: A directed acyclic graph (DAG) structure stores
the transactions occurring on the public ledger. It does
not incorporate blockchain technology, thereby
attempting to address the issue of transaction costs by
using the Tangle storage system.

Source: https://www.investopedia.com/terms/t/tangle-cryptocurrency.asp
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Tangle Technology

= The working mechanism of Tangle requires a new
transaction to approve the previous two transactions.

= Tangle forces a transaction issuing-participant, or node,
to contribute towards the agility and security of the
network by making him/her approve earlier two pending
transactions.

= The nodes also ensure that there are no duplicate
transactions leading to double spending, and there are
no conflicts among the various transactions as per the
Tangle transaction history.

Source: https://www.investopedia.com/terms/t/tangle-cryptocurrency.asp
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Comparative Perspective of BC,
Tangle, Versus Proposed MC

see EG b >|
(a) Blockchain Technology \i i 4_.

(b) Tangle Technology

(c) Post-Blockchain Multichain as a Directed Acyclic Graph (DAG)

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain
based Security in Large Scale Complex Cyber-Physical Systems”, Proc. 9th IEEE-CS Annual Sympo. on VLSI (ISVLSI) 2020, pp 446--451.
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A Perspective of BC, Tangle Vs Our Multichain

Features/Technology | Blockchain (Bitcoin) Proof of Authentication Tangle HashGraph McPoRA (current
Paper)
Linked Lists ° One linked list of blocks. | e One linked list of blocks. | e DAG linked list. ° DAG linked ° DAG linked List.
° Block of transactions. ° Block of transactions. ° One transaction. List. ° Block of
° Container of transactions.
transactions ° Reduced block.
hash
Validation Mining Authentication Mining Virtual Voting Authentication
(witness)
Type of validation Miners Trusted Nodes Transactions Containers All Nodes

Ledger Requirement

Full ledger required

Full ledger required

Portion based on longest
and shortest paths.

Full ledger required

Portion based on
authenticators’ number

Cryptography Digital Signatures Digital Signatures Quantum key signature Digital Signatures Digital Signatures
Hash function SHA 256 SHA 256 KECCAK-384 SHA 384 SCRYPT
Consensus Proof of Work Cryptographic Authentication Proof of Work aBFT Predefined UID
Numeric System Binary Binary Trinity Binary Binary
Involved Algorithms HashCash No . Selection Algorithm | No BFP

. HashCash
Decentralization Partially Partially Fully Fully Fully
Appending Longest chain One chain Selection Algorithm Full Randomness Filtration Process
Requirements
Energy High Low High Medium Low

Requirements

Node Requirements

High Resources Node

Limited Resources Node

High Resources Node

High Resources Node

Limited Resources Node

Design Purpose

Cryptocurrency

10T applications

loT/Cryptocurrency

Cryptocurrency

I0T/CPS applications

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain
based Security in Large Scale Complex Cyber-Physical Systems”, Proc.19th IEEE-CS Annual Symposium on VLSI (ISVLSI), 2020, pp. 446--451.
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Our Multi-Chain Technology to
Enhance Scalability

Cloud of 1oT/CPS

(a) Nodes-Chain (b) Multi-Blockchains

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446--451.
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McPoRA -- Components

Node G Unique Identification (UID)

Node H Unique Identification (UID)

' Unique Identification (UID) } | Unique Identification (UID) | ‘
m = <
m 2) Blocks Filtration Process -§ M 2) Blocks Filtration Process 3
o)
: Z Z
|
‘ Secure Unique Identification List I Dynamic Blocks List ‘ Secure Unique Identification List | Dynamic Blocks List |
[, | e — | Secure Unique Identification List (SUIL)
| Dynamic Blocks List (DBL) O= o=|| |
i 0= 0= . g
i 0= o=l ! Secure IDs’ file consists of all active Nodes
- = 0= 0= 0= O==|| ! joined the Private network.
a J
! N 0= o=l / T T
«— —_—
| 0= 0= o=|| ™ / |
o= 0= «|T= “|lo= 4 ||O0= - 0= I Node A Unique Identification (UID)
+— [m—]
: g : Oc= 0= g : 0= | Node B Unique Identification (UID)
1|0 = g : g : Oc== 0= : Node C Unique Identification (UID)
i 0= <+ - 0= < 0= v <« (0= | Node D Unique Identification (UID)
! \ E = — E = Oc= | Node E Unique Identification (UID)
| = = \
i 0= 0= g : : Node F Unique Identification (UID)
! |
! I
! I
I

Node I Unique Identification (UID)

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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McPoRA - Block Structure

Location

Block Header

Header of previous Blockl ]
Header of previous Block2
1t Authenticator UID

Block Header

Header of Previous Block Block Content

Block Content Number Used Only Once Block Header

Nonce .
Block Header T'( : ) Source UID Timestamp
imestam :
Source Public Key P Transactions Merkle Tree
Destination Block Merkle Tree Distance (Genesis-Bloc¢

Merkle Tree
H(1,2,3,4 H(5,6,7,8

Merkle Tree

Minimal Distance

Transactions \

Timestamp Confirmations Number
Timestamp
1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8
(a) For Traditional Blockchain (b) For Proposed Post-Blockchain

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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McPoRA - Experimental Results

Minimum 151 252.6
Maximum 35.14 1354.6
Average 3.97 772.53
< 15 Nodes Results 15 Nodes Results
E 1600
- g 1400
o o 1200
E ) £ 1000
=
SRS _ 800
e % 600
8 3 400
Q
5 & = il
< ‘ W\ H H 1 5 91317212529333741454953576165697377

Blocks Generated By McPoRa Blocks Reduced By McPoRa

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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Conclusions and Future
Directions
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When do You Need the Blockchain?

Information of the System that may need a blockchain?

\ 4
Does system need permanent  NoO
shared data storage?
v Yes
Blockchain is used when & Are there multiple data No
multiple entities are giving data contributors to system?
¥ Yes
Blockchain does not allow data Does the application No
modification after storage modify data after storage? Blockchain
: : IS not
Blockchain does not provide : AL _ NO needed
data privacy, even ifitisin € Is data privacy required? —
an encrypted format ¥ Yes
Blockchain is not required, if there ¢ Does the system work in _No,
are no trust issues in a system an untrusted environment?
¥ Yes
No
—

Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das,
"When Do We Need the Blockchain?," in IEEE Consumer
Electronics Magazine, doi: 10.1109/MCE.2020.3015606.
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Conclusions

Blockchain technology has many advantages and applicability in
different fields.

Blockchain is a secure platform that could contribute in smart
healthcare, smart transportation, smart contract, and smart
agriculture.

Blockchain could consolidate |oT applications In smart
environments.

DAG is an alternative technique for blockchain technology and could
be used of applications that require rapid responses.

Acceleration hardware iIs a new hardware assistance to fasten the
calculation and processes of the blockchain.
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Future Directions

As future directions, more efficient and low
power algorithms for blockchain can be
developed.

Even though Blockchain has many
advantages, it has some limitations.

These limitations created opportunities for
researchers, and companies to figure out a
way to overcome it.
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Blockchain - Open Issues

[Rescarch Challenges

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS.2020.2981415.
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Internet of Every Things (loE)

People Process _
| Requires:
Connecting people to the Internet Deliver right information to right sData. Device
for more valuable communications  place, person or machine at the and éystem ’
E Implantable Medical e C Security
;_.* Device (IMD) B »Data,
| I'ii-T *Wearable Medical Internet of A Location, and
=™ Device (WMD) Everything System
Data (IoE) Things [E Privacy
Cnllect_iﬂ_g data z.md leverage it Devices connected to each Need of the
for decision making other and the internet Hour:
ey (Internet of Things (IoT)). =Security/Secure
== o by Design (SbD)
o Perform decision making =Privacy by
| Crowdsourcing whenever necessary. gi Design (PbD)

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, "PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in the Internet of Everything (IoE)", arXiv Computer Science, arXiv:1909.06496, September 2019, 37-pages.
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