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Population Trend — Urban Migration

“India is to be found not in its few cities, but in its 700,000 villages.”
- Mahatma Gandhi

» 2025: 60% of world
population will be urban

» 2050: 70% of world
population will be urban

Source: http://www.urbangateway.org
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Issues Challenging City Sustainability

-\?/»4
]

Energy Crisis

Smart Cities and Smart Villages - Prof./Dr. S. P. Mohanty

12/14/2020



Smart City Technology - As a Solution

= Smart Cities: For effective management m_
of limited resource to serve largest

possible population to improve: Electronlcs

VOL. 5, NO. 3, July 2016 = MAGAZINE
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o Livability :
. At Different Levels:
0 Workability > Smart Village

o Sustainability » Smart State
» Smart Country

Smart Cities and Smart Villages - Prof./Dr. S. P. Mohanty
12/14/2020



Smart Cities Vs Smart Villages

City - An inhabited place of greater size, population, or importance than
a town or village
-- Merriam-Webster

Smart City: A city “connecting the
physical infrastructure, the information-
technology infrastructure, the social
Infrastructure, and the business
Infrastructure to leverage the collective
Intelligence of the city”.

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to
Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July
2016, pp. 60--70.

Smart Village: A village that uses
Information and communication
technologies (ICT) for advancing
economic and social development to
make villages sustainable.

Source: S. K. Ram, B. B. Das, K. K. Mahapatra, S. P. Mohanty, and U. Choppali, “Energy
Perspectives in loT Driven Smart Villages and Smart Cities”, IEEE Consumer Electronics
Magazine (MCE), Vol. XX, No. YY, ZZ 2021, DOI: 10.1109/MCE.2020.3023293.
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Population Urban Migration is not a Problem
for Smart Villages — Why to Bother?

Societal & Sectoral Synergic Development
Environmental Threats = Approach Effects Perspectives
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Regions a Way to Achieve Sustainable Development in Rural Areas of Poland",
x = Sustainability, Vol. 12, No. 16, 2020, DOI: 10.3390/su12166503.

Local /Regional > National --> Cross-countries —-> Global
International Cooperation — SDGs —> Agenda 2030
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loT =2 CPS - Smart Cities or Smart Villages

loT
9

Cyber Physical CPS (Smart Components)
System (CPS) Y S

Smart Cities or Smart Villages

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Healthcare Cyber-Physical System (H-CPS)

Offline Data

Patient

[ A—— :
womow . Biobanks 4
Wearables Clinical Trials Desktop Manager

H-CPS < Biosensors + Medical Devices +
Wearable Medical Devices (WMDs) +
Implantable Medical Devices (IMDs) + Internet
+ Healthcare database + Al/ML + Applications
that connected through Internet.
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Agriculture Cyber-Physical System (A-CPS)
FUTURE FARMS

variation. This enables precise harvesting. Robots capable of

X o application of inputs, mapping microdot application of fertiliser
s | I l a a n S I I I a r spread of pernicious weed reduce fertiliser cost by 99.9%.
blackgrass could increasing
Wheat yields by 2-5%.

http://www.fao.org

Automatic Irrigation System

FARMING DATA

The farm generates vast quantities k‘k
of rich and varied data. This is stored o
. in the cloud. Data can be used as #
o digital evidence reducing time spent
completing grant applications or
carrying out farm inspections saving
on average £5,500 per farm per year.
TEXTING COWS
Sensors attached to livestock
llowi itori f animal
t ety s aAeR T SMART TRACTORS
send texts to alert farmers when GPS controlled steering and
a cow goes into labour or develops optimised route planning oy
infection increasing herd survival reduces soil erosion, ST
o and increasing milk yields by 10%. saving fuel costs by 10%. -
~ ~ o - o L - 11
~ — -, aan Ll = R - : :
Source http //WWW nesta.org. uk/bIog/premsnon agriculture-almost-20-increase-income-possible-smart-farming ; 4 gy
_ Q Ay 4 ‘,,s,gl ¢ i Bk g O

Sources: http://www.grandviewresearch.com/press-release/global-smart-agriculture-farming-market Source: Maurya 2017 CE Magazine July 2017
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Energy Cyber-Physical System (E CPS)

Smart Smart ok Water N AR 3
@ Heat
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= loT Role:
= "Management of
usage
=" Power generation dispatch
for solar, wind, etc.
= Better fault-tolerance of the
grid

energy

Smart Energy
The Key
for Sustainability

Hoe Automation
(User controlled

smart appliances)
. J

= Services for plug-in electric

DLNA Networ | (bijas (PEV)

» Enhancing
relationships

.

consumer
Internet of Energy

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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loT/CPS — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT/CPS
Design and Security,
Operation — Privacy, and
Selected IP Protection

hallenge

Creating
Knowledge
and Big
Data

Source: Mohanty ICIT 2017 Keynote
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Security Challenge - System

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

AHACKED
ENTERTAINMENT
SYSTEM

AHACKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Food Supply Chain: Farm =2 Dinning

How to ensure quality food
through legitimate supply chain?

h . Retails
O

Service of
Transportation l*':«'g\*‘ Food

Consumption
By Users

Processing

Fa'rming &
Growing

Source: A. M. Joshi, U. P. Shukla, and S. P. Mohanty, “Smart Healthcare for Diabetes: A COVID-19 Perspective”, arXiv Quantitative Biology, arXiv:2008.11153, August 2020, 18-pages.
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https://arxiv.org/abs/2008.11153

Smart Healthcare - Security and Privacy Issue

CIEEE —Data Eavesdropping

Electronics Magazine
Volume 8 Number 5
Layer
mergency e
Databasc
i

—Data Confidentiality

—Data Privacy

—Location Privacy

Identity Threats

Challenges

—Access Control

—Unique Identification

Healthcare Cyber-Physical
System (H-CPS)

—Data Integrity

%L, |EEE
CTSoc
COW TECHNOLOGY SOCIETY

https://ctsoc.ieee.org

< IEEE

Selected Smart Healthcare Security/Privacy

—Device Security
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Smart Grid - Vulnerability
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Smart Grid Model — CPS
Security Perspective

Information and Communication
Technology (ICT) components of
smart grid is cyber vulnerable.

Data, Application/System Software,
Firmware of Embedded System are
the loop holes for security/privacy.

Network/Communication Components
Phasor Measurement Units (PMU)
Phasor Data Concentrators (PDC)

Energy Storage Systems (ESS)

Programmable Logic
Controllers (PLCs)
Smart Meters

Source: Y. Mo et al., "Cyber—Physical Security of a Smart Grid Infrastructure®, Proceedings of the IEEE, vol. 100, no. 1, pp. 195-209, Jan. 2012.
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Blockchain Energy Need is Huge

Energy consumption 2 years of

Energy for mining of 1 bitcoin a US household
1 ‘ ..-»;-.xj
Energy
consumptionE 80.000X
for each ’ L
= bitcoin

" transaction

e

Energy consumg
a credit card procesSing
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|oT/CPS Design — Mult!ple Objectives
\4
-

ENERGY STAR

Smart Cities
Vs
Smart Villages

Recurring Operational Cos

Source: Mohanty ICCE 2019 Keynote
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Security by Design (SbD) and/or
Privacy by Design (PbD)

IEEE

onsumer

Electronics Magazine
Volume 8 Number 2
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Secure Digital Camera (SDC) — My Invention

Active Pixel Sensors -
Shutter/Lens Analog- vi Display
e Onboard (User Interface)
to-Digital [
Memory
t Converter 3
Shutter |, i
Controller | - @
v | K ol ?
Sec'urity =) | V1 v P
4|> Unit [ System —] DSP PU
t + Controller V2
.VV‘ v ; -1 A\ 4 VZ
Privacy | | Copyright Flash Control
V2| unit Unit Memory | |— pata

Security and/or Privacy by Design
(SbD and/or PbD)

Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”, Elsevier Journal of Systems Architecture (JSA),
Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
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PMsec: Our Secure by Design Approach
for Robust Security In Healthcare CPS

End Devices Edge Router

= 7T )

— =W Local

Internet

Network
-7 (LAN)

R 4
1o )

’ Edge Servers

>{

’
” Remote
Connection

Doctor/ Nurse Remotely

Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loT-Friendly Blockchain — Our Proof-of-
Authentication (PoAh) based Blockchain

loT-End and loT-Edge Devices
don’t have enough horse power
to run PoOW/PoS like heavy duty
consensus algorithms.

- Blockchain

Trx-2 Trx-p
Private/Permissioned Blockchain with
Trusted or partially-trusted nodes

Blockchain  doesn’t
iInheritably guarantee
security and privacy.

loT ==
End Devices I

, January 2019, pp. 26--29.

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No.
g . €'|'(:V"'3 > A g
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Our Proof-of-Authentication (PoAh)
: U S
Y e — <)

A Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
. Proof-of-Work

Process (PoW)
Starts Again HWB' ’ H"”B “ HB

Eliminates cryptographic

= e e e e e e e e e e e e - === == Tpuzzle” T solving ~ o
Proof of Authentication (PoAh) Transmit to fTrusted Nodes\ validate blocks.
Trusted Nodes!  Network | :
I Uses a cryptographic

Nodes form Block|z:
of Transactions

authentication mechanism.

Consensus Time - 3 sec
Power Consumption — 3.5 W 5
Performance — 200X faster than PoW wm""

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No. 1, January 2019, pp. 26--29.
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We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain: Our Hardware-Assisted Scalable Blockchain

S‘E‘““d Can provide:
oragcc 0
> Device, System, and
Data Security
| .
|~ PUF ’\___J
;PUFchaln System Model '™~ 4
“h—-—:"_ -——
“Block™
Block with PUF| Broadcasted
Kva*_&,r added to them——————f. -
PUFChain 2 Modes: 0T Devie Wi gdaa  |to P2PNetwork ==
oT Device With

83 EHE(%@&? I\a/-lrc‘)cclle PUF Module PUFchain Working Model
|

TG
|||||

Distributed Ledger P Trusted Node

v' PoP is 1,000X faster than PoW E’ ! D?“uﬁ]:f :

. . 1 i
% POP - 5X faster than POAh Transaction Complete Old Blocke El;tt:k

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Our Multi-Chain Technology to
Enhance Blockcham Scalability

- mm mm Em o Em o o o o o = -~
S\ - N

Cloud of 10T/CPS

\
!
!
!
!
!
!
!

(a) Nodes-Chain (b) Multi-Blockchains

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security in
Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446--451.
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Our Eternal Thing Is Useful for Sustainable
10T In Smart Cltles and Smart Villages

l

I l

l =) :

I Phy :

| Solar Cell \ _ Function (PUF) J y
‘\ consuming only  22mwW

“s.power due to harvesting. _
2 Eternal-Thing:

9 »’@ }-};“ mmm T - I = @b Combines Security and
UgSensors Thermometers Presanca Senmors % /S o @9 .

W0y e o 2N Energy Harvesting at
,f 2 é v - E‘m ‘Q - the loT-Edge

Gateways/ .
Concentrators Cloud

Edge Devices and their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy Harvester Thing for
Sustainable loT”, IEEE Transactions on Sustainable Computing, Vol. XX, No. YY, ZZ 2021, pp. Accepted on 08 April 2020, DOI: 10.1109/TSUSC.2020.2987616.
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TinyML - Key for Smart Cities and Smart Villages

TRAIN: Iterate until you achieve satisfactory performance.

( )
ACCESS and

Ve

PREPROCESS
DATA

EXTRACT
FEATURES

E "l-
=

Ve

OPTIMIZE
PARAMETERS

v,

Needs Significant:
» Computational Resource
» Computation Energy

Solution: Reduce Training

Time and/or Computational
Resource

-

Source: https://iwww.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.html
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CAPTURE
EXTRACT

SENSOR DATA FEATURES RUN MODEL
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PREDICT: Integrate trained models into applications.

D s

—)

W=

| A
C

¢

» Computational Resource
» Computation Energy

Solution: TinyML

12/14/2020

Smart Cities and Smart Villages - Prof./Dr. S. P. Mohanty

S 5.8

@ = B
Sm Electronic %efhs
o P i |

54



CPS - loT-Edge Vs loT-Cloud

7 Edge Data Center
m [ )
Upload - 11
- “~e. Local
A
Area

R Network
-="" (LAN)
~

- Edge Router , ’/Downloa q

Sensors (Things)

Gateway

/

: Cluster
83 0 Middleware Edge / Fog Plane
End/Sensing Devices (Communication)
End Security/Intelligence Edge Security/Intelligence

> Minimal Data »Less Data
> Minimal Computational Resource »Less Computational Resource
> Least Accurate Data Analytics »Less Accurate Data Analytics
> Very Rapid Response »Rapid Response

TinyML at End and/or Edge is key for smart villages.

@

Cloud Security/Intelligence

»Big Data

»Lots of Computational Resource

»Accurate Data Analytics

»Latency in Network

»Energy overhead in
Communications

Heavy-Duty ML is more
suitable for smart cities
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Our Smart-Yoga Pillow (SaYoPillow) with
TinyML and Blockchain based Security

I &l s e 6 I
N \ 9%, :
I | |
! R ! Engpnnas
- Edge Data Blockchain for Person

I Personl SaYoPillow 1 dé} Processor I
N N %, A -“’--‘--
| @iy \ _ le © Blockchain for Person 2
I Physiologica S e

) (‘Aﬁ§f
Yy § *
! person2  savi Pillow 2 5 -
| aYOorlIiow Q"U { |ﬁ :
| l ! Analyzeds__ | Blockchain

I I Stress @
| | based Storage
I | & Data
L ! 5 A I §B:
QO -

L | 5 @ = e

o N Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty,

pr— r - *| .O  Cmart Home Hith 00 g e o o o o o oo o o -
| ‘ \ B § Smart Home Hub | : : and E. Kougianos, “SaYoPillow: Blockchain-Integrated
| A 4 | \ 55 T|nyML at loMT-End 1 : : Privacy-Assured I(_)MT FrameV\_/ork for. ) Stress
I \ \ sl (G Edge I I ki E I Management Considering Sleeping Habit”, IEEE

= | ¢ ’ I Transactions on Consumer Electronics (TCE), Vol. XX,
I Person n L Ep— ' ! . | No. YY, ZZ 2021, pp. Accepted on 07 Dec 2020, DOI:
| SaYoPillow n Connected Home / Network | 3 User Interface | 10.1109/TCE.2020.3043683.
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Collaborative Edge Computing is Cost Effective
Sustainable Computlng for Smart Villages

ata Communication

<———> Data uploading to Edge Data Center
———— Load balancing between Edge Data Center

WDataup]oading!do\vn]oading tofrom cloud CO”aborative edge Computing

connects the loT-edges of multiple
organizations that can be near or
far from each other

—> Providing bigger computational
capability at the edge with lower
design and operation cost.
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Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load Balancing of Edge Data Centers in Fog Computing”, IEEE Communications Mag, Vol. 56, No 5, May 2018,

pp. 60--65. ‘
& ® 5 8

s Electronic %é
Smart Cities and Smart Villages - Prof./Dr. S. P. Mohanty tory (S
12/14/2020 UNT e 58




