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The Big Picture
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Population Trend — Urban Migration

“India is to be found not in its few cities, but in its 700,000 villages.”
- Mahatma Gandhi

» 2025: 60% of world
population will be urban

» 2050: 70% of world
population will be urban
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Issues Challenging City Sustainability

%"
»

Energy Crisis
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Smart City Technology - As a Solution

= Smart Cities: For effective management m_
of limited resource to serve largest

possible population to improve: Eleclronlcs

- leab”lt)_/_ At Different Levels: ¢ | :
o Workabllity

» Smart Village
o Sustainability » Smart State

» Smart Country
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Smart Cities - History

First Literature
Evidence for

Digital City
UN Habitat
First Digital Agenda Several
City Urban Smart City
Practice Indicators Standards
Amsterdam (HUI) (ISO, ITU)
1994 1997 1998 1999 2005 2007 2009 2011 2014 2015 2016 >
F|rst First Global
Smart European City
City Smart City Teams
Practice Group Challenge
Dubai (EMC)

Source: Leonidas G. Anthopoulos 2017, The Rise of the Smart City
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Smart Cities Vs Smart Villages

City - An inhabited place of greater size, population, or importance than

a town or village

Smart City: A city “connecting the
physical Infrastructure, the information-
technology infrastructure, the social
Infrastructure, and the  business
Infrastructure to leverage the collective
Intelligence of the city”.

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to
Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July
2016, pp. 60--70.
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-- Merriam-Webster

Smart Village: A village that uses
Information and communication
technologies (ICT) for advancing
economic and social development to
make villages sustainable.

Source: S. K. Ram, B. B. Das, K. K. Mahapatra, S. P. Mohanty, and U. Choppali, “Energy
Perspectives in 10T Driven Smart Villages and Smart Cities”, IEEE Consumer Electronics

Magazine (MCE), Vol. XX, No. YY, ZZ 2021, DOI: 10.1109/MCE.2020.3023293.
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Smart Cities - 3 Is

|nstrumentation

The 3ls are provided
by the Internet of
Things (1oT).

on b(b){/vturll th
enent=a(b)}ic- VERSTON
. attr("href"), d‘

et e
{gger({type:"shown.bs. tab", relatedTarget : E[B)))))))): P""Wm’e
)eml() find(*[data-toggl

attr("ar

e*).. Jenm),x length&&h?g. ane( bsTransi
desfn, tabja. . tabeb, . fn,

cli
tbe(kl’os.\t)an() {3 VtW)VGN
target. -scrolliop()
( em
£.t0p)8&" bey
€. proi toty, §

; f,””mmllt(a tany
*OPtions, roxy(this,
(this g P5et e top

nterconnection

Source: Mohanty ISC2 2019 Keynote

06 Jul 2021

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

18



Internet of Things (loT) — Concept

Overall architecture: _
« A configurable dynamic Connected Electronic Systems
global network of networks Smart phones, devices, cars, wearables

s Systems-of-Systems

Source: Mohanty ICIT 2017 Keynote

/" Local Network "\
Can be wired or
wireless: LAN,
Body Area
Network (BAN),
Personal Area
Network (PAN),
Controller Area
Network (CAN)

GE
\ ( ) / Global Network

Connecting bridge between the local network, cloud
services and connected consumer devices
[

’ ’whliijﬁ connﬁd to the mgs‘/
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loT = CPS - Smart Cities or Smart Villages

loT
9

Cyber Physical ATy CPS (Smart Components)
System (CPS) ‘ S, S

Smart Cities or Smart Villages

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Smart Healthcare

Smart Hospital

Emergency Response Smart Home

Fitness &
Trackers

- onsumer
ElCCIEONIES

VOL. 7, NO. 1, January 2018

Smart Infrastructur

[City Hotel]

il A v AN
A
e

Doctor

v

Headband with
Quality and Embedded Smart
sustainable Neurosensors Egglz!:rﬁre

echnician Robots

healthcare wit
limited resources.

Your Quality of Life

On-body Sensors Embedded o
Source: Mohanty CE Magazine July 2016 Skin Patches
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Healthcare Cyber-Physical System (H-CPS)

C IEEE Offline Data
Electronics Magazine
Volume & Number 5

Gateway o

Patient

| \ “‘ .YSonwr‘adum Ne

&N s Biobanks 4
Wearables  Clinical Trials Desktop Manager
Requires: | H-CPS & Biosensors + Medical Devices +
» Dataand Devicé  \yearaple Medical Devices (WMDs) +
Security Implantable Medical Devices (IMDs) + Internet
Healthcare Cyber-Physical % Data anacy + Hea|thcare database + A|/|\/||_ + App|icati0n3

System (H-CPS)
oy e that connected through Internet.
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Smart Agriculture

SURVEY DRONES FLEET OF AGRIBOTS
Aerial drones survey the fields, A herd of specialised agribots tend
mapping weeds, yield and soil to crops, weeding, fertilising and

variation. This enables precise harvesting. Robots capable of
application of inputs, mapping microdot application of fertiliser

S m a I I a n d S m a rt %‘ ‘ %{E;}a% :%E;??ﬁ;:;:g reduce fertiliser cost by 99.9%.
Y 5 o ©
. .
iy |

FARMING DATA ~

Lo -

s -

The farm generates vast quantities e
of rich and varied data. This is stored
in the cloud. Data can be used as
digital evidence reducing time spent
completing grant applications or

-
3D “al =
e 4" -
carrying out farm inspections saving .. -
on average £5,500 per farm per year. Miase s .
-

e, B TEXTING COWS
! -
o

Sensors attached to livestock
-

allowing monitoring of animal
Source: http://WWW.nesta.org.uk/blog/precision-agricuIture-almost-20-increase-income-possible-smart-farming

health and wellbeing. They can

send texts to alert farmers when
Sources: http://www.grandviewresearch.com/press-release/global-smart-agriculture-farming-market

it

SMART TRACTORS

GPS controlled steering and
optimised route planning —

a cow goes into labour or develops
infection increasing herd survival reduces soil erosion,
saving fuel costs by 10%.

and increasing milk yields by 10%. ! -
s - e pra— - he

P

<
Internet-of-Agro-Things (I0AT)

http://www.fao.org

Automatic Irrigation System

s i A B R MR B AR

Source:v Maurya 2017, CE Magazine July 2017
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Agriculture Cyber-Physical System (A-CPS)

Solar powered smart

Csl.gfc'lcléayforr- device for plant disease
vices e
; and growth prediction.
Agriculture Agriculture E >
Data Analysis Sensor Data, Agriculture Data Analysis
Famer Data

and Predictions

@)
Edge Device = 56 & ('_Iﬁ = ¢

Layer (for Each Edge Node Edge Node Edge Node
Farm or Edge Edge Edge
Neighborhood) Machine < ===~ Machine{™ =~~~ Machine
Learning Learning[S€ensor Learning
Sensor Data Models Models/) Data Models
o~ Pty = :
< [F)armer s .9 ramer Internet-of-Agro-Things
= ata =
- Data
Agriculture m SDC“.)p Automatic | ... .. U SD%”?ge Automatic (I0AT)
I EVICER Irrigatio vi igati
Device 1 gation = p— Irrigation =
., . il e " il
Farm Land sCrop App Farm Land sCrop App

Source: V. Udutalapally, S. P. Mohanty, V. Pallagani, and V. Khandelwal, “sCrop: A Novel Device for Sustainable Automatic Disease Prediction, Crop Selection, and Irrigation

in Internet-of-Agro-Things for Smart Agriculture”, IEEE Sensors Journal, Vol. XX, No. YY, ZZ 2020, pp. Accepted on 14 Oct 2020, DOI: 10.1109/JSEN.2020.3032438.
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Energy Cyber-Physical System (E CPS)

Ll Water

‘ Heater

Smart

Generation Service Provider

Elecuronics

MAGAZINE
Home Energy 7 D,;\\
@ | Manager =
o o g 0 0 o
il ) smart &
: = loT Role: LSS g
& Consumption = =Management of energy Smart Energy
) é = N ( usage The Key
Electric Car L =power generation dispatch T Supaibilly
- _@ for solar, wind, etc.
—p AC “"“J“  =Better fault-tolerance of the
. . ome Automation [ i - i
Quiality, sustainable, U S DINA Networ Ser\_/lces for plug-in electric
uninterrupted energy with | (USer controlle \ vehicles (PEV)
minimal carbon footprint. 5™ apphances)) " Enhancing el

relationships

Internet of Energy

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Transportation Cyber-Physical System (T-CPS)

Satellite
Communications

@ i”y

\ Mobile
Communications

Security Systems
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Source: Datta 2017, CE Magazine Oct 2017

Consumer

Electronics Magazine

Volume 9 Number 4 JULY/AUGUST 2020

Transportation Cyber-Physical
System (T-CPS)
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Industrial Internet of Things (lloT)

Industrial Internet of Things

Processing Analytics Connectivity

%

I Alerts

Tools

Machines
& Sensors

Source: https://www.rfpage.com/applications-of-industrial-internet-of-things/

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty
06 Jul 2021



Challenges in IoT/CPS Design
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loT/CPS — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT/CPS
Design and Security,
Operation — Privacy, and
Selected IP Protection

hallenge

Creating
Knowledge
and Big
Data

Source: Mohanty ICIT 2017 Keynote
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Massive Growth of Sensors/Things

BILLIONS OF DEVICES
2018

34.8B
2019

2015 2017
1828 2848 218

2014

1428

2016

2013

11.2B

2012

8.78B

2000
loT INCEPTION

Source: https://www.linkedin.com/pulse/history-iot-industrial-internet-sensors-data-lakes-0-downtime
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Security C
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Username

Password

Hacked: Linkedin, Tumbler, & Myspace
Linked m Who did it: A hacker

going by the name Peace.

tumblr, What was done:
500 million passwords

222MYSPACE ere stolen.

Details: Peace had the following for
sale on a Dark Web Store:
167 million Linkedin passwords
360 million Myspace passwords
68 million Tumbler passwords
100 million VK.com passwords
71 million Twitter passwords

Personal Information Credit Card/Unauthorized Shopping
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Cybersecurity Challenges - System

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

AHACEED

ENTERTAINMENT
SYSTEM

AHACKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Smart Healthcare - Security and Privacy Issue

CIEEE —Data Eavesdropping

Electronics Magazine
Volume & Number 5
emote Access
METEENC fealiecd
5 i

—Data Confidentiality

—Data Privacy

—Location Privacy

|dentity Threats

Challenges

—Access Control

—Unique Identification

Healthcare Cyber-Physical
System (H-CPS)

—Data Integrity

7> |EEE
% CTSoc $IEEE

CONSUMER TECHNOLOGY SOCIETY

hitep‘/fetsaecieee.org —Device Secu rlty

Selected Smart Healthcare Security/Privacy
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loOMT Security Issue Is Real & Scary

= Insulin pumps are vulnerable to hacking, FDA warns amid recall:

https://www.washingtonpost.com/health/2019/06/28/insulin-pumps-are-vulnerable-hacking-fda-
warns-amid-recall/

= Software vulnerabilities In some medical devices could leave them
susceptible to hackers, FDA warns:
https://www.cnhn.com/2019/10/02/health/fda-medical-devices-hackers-trnd/index.html

= FDA Issues Recall For Medtronic mHealth Devices Over Hacking Concerns:

https://mhealthintelligence.com/news/fda-issues-recall-for-medtronic-mhealth-devices-over-
hacking-concerns
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Reliable Supply Chain: Food Supply Chain:
Farm -2 Dinning

How to ensure quality food
through legitimate supply chain?

'ﬁ. . Retails
O

Service of
Transportation lg»g‘ Food

Consumption
By Users

Processing

Fa‘rming &
Growing

Source: A. M. Joshi, U. P. Shukla, and S. P. Mohanty, “Smart Healthcare for Diabetes: A COVID-19 Perspective”, arXiv Quantitative Biology, arXiv:2008.11153, August 2020, 18-pages.
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https://arxiv.org/abs/2008.11153

Smart Car — Modification of Input
o S', nal of Control Can be Dangerous

» Typically vehicles are controlled by human drivers

» Designing an Autonomous Vehicle (AV) requires decision chains.

» AV actuators controlled by algorithms.

» Decision chain involves sensor data, perception, planning and
actuation.

» Perception transforms sensory data to useful information.

» Planning involves decision making.

Data Information Degisions
: robablistic CoRIrOlC) o
(uncertainty) (p ' ) A \)/ N
, | b, '
Sensors Perception i ‘\I'Actuator l

Source: Plathottam 2018, COMSNETS 2018 SN - s’ g I
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Generation

Smart Grid - Vulnerability

-
i

_.. Transformers

S

. o\

Advﬂ’l eterirLg 7 N\

City/
Neighborhood

T - Generation
-...Ll . * = Utility
\ __Generators ™
Transmissyzé \ ( )
F ES N/ _(WAN)—
% Distribution
Substation Utility Ne' -
Components Falle) Area
Distribution ( )
/ Network

“(NAN)

Consumption Infrastructure (AMI)( )

o5s=] Smart Meters
Smart Appliances

Homes/
Factories
eters

Network

ey

A

Supervisory Control and

Data Acquisition (SCADA)

Smart Grid Model — CPS
Security Perspective

Information and Communication
Technology (ICT) components of
smart grid is cyber vulnerable.

Data, Application/System Software,

Firmware of Embedded System are

the loop holes for security/privacy.

Network/Communication Components
Phasor Measurement Units (PMU)
Phasor Data Concentrators (PDC)

Energy Storage Systems (ESS)

Programmable Logic
Controllers (PLCs)

Smart Meters

Source: Y. Mo et al., "Cyber—Physical Security of a Smart Grid Infrastructure®, Proceedings of the IEEE, vol. 100, no. 1, pp. 195-209, Jan. 2012.
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Selected Attacks on a CE System
— Security, Privacy, IP Rights

Applications
Application and
atwork Atta
OS Atta
‘COperating SystenD Copyright Attack
Y
Output

Input —» Information
Information (Copyrighted)
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RFID Security - Attacks

Selected
RFID

Physical

- RFID

Threats

Disabling Tags

Tag Maodification

RFID
Channel

Attacks

Threats

System
Threats

Cloning Tags

Reverse Engineering and Physical Exploration

Eavesdropping

{Snooping |

“Skimming |

Replay Attack

Relay Attacks

Electromagnetic Interference

Counterfeiting and Spoofing Attacks

Tracing and Tracking

Numerous Applications

-Password Decoding

-Denial of Service (DoS) Attacks

Source: Khattab 2017: Springer 2017 RFID Security
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NFC Security - Attacks

Selected NFC Attacks

|
1 I .

. Data Relay Data ‘
Eavesdropping Modification Attacks‘ Corruption

I 0
Spoofing Int;:\trtcaecgéon Theft

2I1ADQ PAGRUD-DAN }
|ﬁ2 ‘;’ W\

)

\\

; _ ; Time &
Ticketing Attendance

NFC

> = L
ag Identification e : @ l:l'

V- 4

@ Eavesdropping

———1
NFC Attacker

SOUOUY PAEUS-IIN

8 Loyalty & Physical . . . o : .
Memberships Access Source: http.//resources:|_n_foseC|nstlt_ute_.com/near—fleld—communlcatlon-
nfc-technology-vulnerabilities-and-principal-attack-schema/
n
Cashless

"my Payment Relay Attack

[ (3,

ﬂ)\ =

Joken (IS0 14443) ! e mzm"f;m;“ . ..... > (150 14443) .
St Cond) levnnesevensencncnnees (Cortactiens Roater)
Source: http://www.idigitaltimes.com/new-android-nfc-attack-could- chhe Lo
steal-money-credit-cards-anytime-your-phone-near-445497 Source: https://www.slideshare.net/cgvwzg/on-relaying-nfc-
payment-transactions-using-android-devices
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Firmware Reverse Engineering —
Security Threat for Embedded System

‘ JJ ConnectionRequestlisename=acpeuserm
l ConnectionRequestRassword=baseb4(wcpepassy)

SfiUNUsername=ghandya
= SfiiUNRassword=base64(ghandyg)

Rassword=base64(gadming)
(WRS)PdDeviceRassword=base64(a00]1.94266)

Username=gautoconfig@talktalkbusiness'nety
Password=base64(attbj1234 %)

(Nex{l"inesYoffivar/wan/ppp25[68)/contig)
ppp256Jpassword=attb)i2344 [Ppp256Jusername=gautoconfig@talktalkbusinesstnet
pPpp258]password=attbil2344 ppp258Jusername=gautoconfig@talktalkbusinessfnet

Extract, modify, or reprogram code

Source: http://jcjc-dev.com/
Source: http://grandideastudio.com/wp-content/uploads/current_state_of_hh_slides.pdf
4 i ‘/\

cug=2 & =3 §7
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Attacks on Embedded Systems’ Memory

Read

confidential
Attacks

information
In memory

Replace a
block with fake

Embedded Memory Splicing
Processor Attack

Replace a block
with a block from
another location

Physical access
memory to retrieve
encryption keys

Replay
Attacks

Value of a block at a given address at one
time is written at exactly the same address
at a different times; Hardest attack.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “TSV: A Novel Energy Efficient Memory Integrity Verification
Scheme for Embedded Systems”, Elsevier Journal of Systems Architecture, Vol. 59, No. 7, Aug 2013, pp. 400-411.
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Trojans can Provide Backdoor Entry to
Adversary

Information may bypass giving a non- Hardware Trojans

SELEEILE O - EERiEe QUL Unprotected/Unsecure Information >

=
5,
S Output
—

Protected/Secure Information ’

Input ——P» Watermarking and/or
Cryptography Processor

Source: Mohanty 2015, McGraw-Hill 2015
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Side Channel Analysis Attacks

Fault Power
Attacks Dissipation
Acoustic Elapsed
Noise Time
Cache EM
Content / Radiation
Time

Breaking Encryption is not a matter of Years, but a matter of Hours.

Source: Parameswaran Keynote iNIS-2017
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Security, Privacy, and IP Rights

= Gonsumer
Elecironics

|Hardware

MAGAZINE

System Security

Data Security

System Privacy

Data Privacy

Feeling
Secure?

Examining Hardware
IP Protection and Trojans

S s
Y8 b ‘

XL
n)Source: Mohanty ICIT 2017 'I“<eynote
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Privacy Challenge — Personal Data

One privacy misstep
can land healthcare

organizations
in hot water.

By Leslie Feldman

¢ Source: http://blog.veriphyr.com/2012/06/electronic-medical-
Source: http://ciphercloud.com/three-ways-pursue- records-security-and.htmi
cloud-data-privacy-medical-records/
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Sm Electronic %s%lﬁs
CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty %atory (s

§ EST.1890

06 Jul 2021 72




Privacy Challenge — System, Location

collect information about location tracking,
me, my car, break forward secrecy |

and my surroundings

| S
1
| Processing I Processing Sggts:r
g Data at Data at p
w-vehicle rest rest In-vehicle
maITvare -

store S/PIl  privacy inferences
| Petit et al,, "Revisiting Attacker Models for Smart Vehicles”, WiVec' | 4.

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html
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Bigdata =2 Intelligence —
Deep Learning is the Key

= ‘DL at the Edge” overlaps
all of these research areas.

= New Foundation
Technologies, enhance
data curation, improved Al,
and Networks accuracy.

Computationa
Ir}\aging

Privacy & Security
\

Optics /

Biometrics

Deep Learning
(Edge Implementations)

Source: Corcoran Keynote 2018

Things (loT)

Internet

of

(=l

=92
Sm
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ML Modeling Issues

Machine |
Learning Issues

Source: Mohanty ISCT Keynote 2019
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Deep Neural Network (DNN) -
Resource and Energy Costs

TRAIN: Iterate until you achieve satisfactory performance. Needs Significant:
» Computational Resource

[ Accessand | [ cyrract I ) (S — ) >C0mputati0n Energy

PREPROCESS FEATURES PARAMETERS

DATA

P =i RE
PREDICT: Integrate trained models into applications.

DS eoos

o o JF » Computational Resource
™ 8 ™ Neogw ™= 5 0 = el » Computation Energy

SV S c
= { 7 ¢

Source: https://www.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.htmi

N ':

CAPTURE
EXTRACT
SENSOR DATA FEATURES RUN MODEL
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Labels

@ Input Layer () Hidden Layer @ Output Layer
» DNN considers many training parameters, such as the

size, the learning rate, and initial weights.
» High computational resource and time: For sweeping
through the parameter space for optimal parameters.
» DNN needs: Multicore processors and batch processing.
» DNN training happens mostly in cloud not at edge or fog.
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DNNs are not Always Smart
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DNNs can be fooled by certain “learned” (Adversarial) patterns ...

Source: A. Nguyen, J. Yosinski and J. Clune, "Deep neural networks are easily fooled: High confidence predictions for
unrecognizable images," in Proc. IEEE Conference on Computer Vision and Pattern Recognition (CVPR), 2015, pp. 427-436.
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DNNs are not Always Smart

robin cheetah armadillo lesser panda

centipede peacock jackfruit bubble

i -

Source: A. Nguyen, J. Yosinski and J. Clune, "Deep neural networks are easily fooled: High confidence predictions for
unrecognizable images," in Proc. IEEE Conference on Computer Vision and Pattern Recognition (CVPR), 2015, pp. 427-436.
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Al Security - Trojans in Artificial
Intelligence (TrojAl)
i L B¢

- — —— =

Label: ———
Stop sign

Adversaries can insert
Label Trojans into Als, leaving
Speed limit sign @ trigger for bad behavior
that they can activate
during the Al’'s operations

Source: https://www.iarpa.gov/index.php?option=com_content&view=article&id=1150&Itemid=448
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AI Attacks - Some Patterns

- - (a) lllustration of typical learning process
in machine learning or deep learning

Input Tralnlng Classifications
Dataset Process
e —> — -4
New E]
Dataset Predictive modelling Decision/ Prediction
@ | I ! ; GI (b) Input attack in machine learning
Corrupted Predictive Corrupted Decision/ Pr t|on (c) Poisoning attack in training process
Input Dataset modelling @ E @
Input Dataset Attacked training Process Corrupt Classifications

Source: D. Puthal, and S. P. Mohanty, “Cybersecurity Issues in Al”, IEEE Consumer Electronics Magazine (MCE), Vol. 10, No. 4, July 2021, pp. 33--35.
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Al Security - Attacks

Attacker’s Access to Access to Access to
Capabilities Training Data Model Training Trained Model
Get Data Train Model Deploy Model
= - O~
[ sy
[y K 25
Prepare Data Model Testing
, N/ AV
Attacker’s —— :
Goals Model Poisoning, Model Inversion,
Extraction Invasion, Impersonation

Source: Sandip Kundu ISVLSI 2019 Keynote.
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Consumer Electronics Demand
More and More Energy

U.S. residential sector electricity

o consumption by major end uses,
Energy consumption in homes by end uses = 2016
Cl1a

gquadrillion Btu and percent
1993

space cooling

18.3%

Es=pace heating  @air conditioning  Ewater heating appliances, electronics, and lighting Glavisions 4nd

related equipment refrigerators

5 9% and freezers e/’ia\
Notes: 8.8%
Includes consumption for heat and operating furnace fans and beiler pumps.
“Includes miscellaneous appliances, clothes washers and dryers, computers
and related equipment, stoves, dishwashers, heating elements, and motors
not included in the uses listed above.

Quadrillion BTU (or quad): 1 quad = 10'> BTU = 1.055 Exa Joule (EJ). Source: U.S. Energy Information Administration.
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Energy Consumption

Energy Consumetiorl'n by Sector (2015)
. Residentia
C:_'g;“ggi':' 6.50 QBtu 7%
4%

Computers

Industrial
1.6%

21.22 QBtu

Energy Usage in the U.S. Residential Sector in 2015

Space Heating
27.3%

Other
20.8%

22% ‘
Cooking
2.7%
Data. Center Television
P U 4.2% N
ower Sag € Clothes / ]
Washers/Dryers .,
10.52% i & Dishwashers P, |
71.74% Facebook Bk of Amarc *k Refrigerators . h,t'
Google nline Banking & F6re3e?zers 1g 2;6ng
3.27% % '°
YouTube 0.28%
Google Maps
2.53% ..
= Individual Level:
e 0-40%
( = Amazon.com -
’Z? = Imagine how often we
Wikipedia
|
ENERGY STAR Gmai \\ 0.73% Chal’ge our portable CE!
1.02% , 0.63%
Source: Windows Live Mail Vahoo! News
https://www.engadget.com/2011/04/26/visualized- 0.95%

ring-around-the-world-of-data-center-power-usage/ MSN iy OLNm
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Energy Storage - High Capacity and Safer Needed

. (Lithium Nickel Cobalt Aluminum =
(Silicon Oxide - NCA) Cathode
Anode Anode current

collector

Microbial Fuel
Cell (MFC)

Cathode current
collector Glucose
Separator

or other fuel
(Ceramic)
Anode i

Cathode

Backbone

Glucose Oxidase
Glucose Dehydrogenases

Source: Alcohol Dehydrogenases . —
https://www.electrochem.org/dl/interfa E n Zym atl C ANOBE

ce/sum/sum07/su07_p28_31.pdf i BIOFILM
: Biofuel Cell

Backplane

Fuel Cell
Car

Hydrogen :
tank

5
0‘030
X

¢

%
0

()
¢

9
¢

¢
¢
‘

)
A
%

Solid Polymer Lithium
sauce:  Metal Batter

Source: http://spectrum.ieee.org/semic Ct -to- https://www.nytimes.com/2016/12/117technology/

Batteries

Power electronics
build-a-safer-more-energydense-lithiumio designing-a-safer-battery-for-smartphones-that- Membrane
wont-catch-fire.html Cathode Electro enaine
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Energy Optimization of CE System iIs
difficult due to a Variety of Components

AAAAAA
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JGsM ElEcru EErAM B Graphics
e W Others

Software During GSM Communications

Components

8 Image Scnsor
Baseband - \ £\ \

Telecommunication
(GSM, CDMA)

18% ‘

ireless LAN
luetooth

CJesv Elceu Il wiri B Graphics
Eico Il Others

During WiFi Communications

Source: Mohanty 2015, McGraw-Hill 2015
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Cybrsecurity Solution for loT/CPS

06 Jul 2021
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loT Security - Attacks and Countermeasures

Computing
nodes
Edge
nodes
RFID tags
Communication

Edge computing

06 Jul 2021

Countermeasures

Side-channel signal analysis

Trojan activation methods

| Intrusion Detection Systems (IDSs)

Securing firmware update

Circuat/design modification

Kill/sleep command

Isolation

Blocking

Anonymous tag

Distance estimation

Personal firewall

Cryptographic schemes

Reliable routing

De-patterning and
Decentralization

Role-based authorization

Information Flooding

Threat Against
Hardware Trojans All |
Side-channel attacks C,AUNR,P :
Denial of Service (DoS) A, AC,AUNR,P
Physical attacks All
Node replication attacks All
Camouflage All
Corrupted node All
Tracking P, NR
Inventorying P, NR
Tag cloning All
Counterfeiting All
Eavesdropping C,NR,P
Injecting fraudulent packets | P.ILAU TW,NR
Routing attacks C,LAC,NR.,P
Unauthorized conversation All
Malicious injection All
Integrity attacks against Cl
learning
Non-standard frameworks All
and inadequate testing
Insufficient/Inessential C,ACNR,P

logging

Pre-testing

Qutlier detection

C- Confidentiality, | — Integrity, A - Availability, AC — Accountability, AU — Source: A. Mosenia, and Niraj K. Jha. "A Comprehensive

Auditability, TW — Trustworthiness, NR - Non-repudiation, P - Privacy

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

Study of Security of Internet-of-Things", IEEE Transactions
on Emerging Topics in Computing, 5(4), 2016, pp. 586-602.
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Security, Authentication, Access
Control - Home, Facilities, ...

Facial
Recognition ‘ L
‘ Fingerprint
Personal
‘ Security |dentification
Methods Number
‘ (Authentication) (PIN)
' Password

Touch-Screen
Pattern

Source: Mohanty ISCT 2019 Keynote
s.é"j} 2

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

06 Jul 2021 103



Our Swing-Pay: NFC Cybersecurity Solution

Fingerprint Power Supply Sltart
Sensor
Get ID from
Crig/ NFC Module
Com from Receiver
! v
o
NFC Liagh) S (( ))) ou »
Antenna /0 Niegs~ A v o
Microcontroller n Verify ey
s GSM Antenna Fingerprint Flnget[prlnt
o i Data ata
Approved No | Approved No|
? ?
Yes l Yes l
Send Data Send Data over
over GSM NEC P2P
Payer Module Payee Module

Source: S. Ghosh, J. Goswami, A. Majumder, A. Kumar, S. P. Mohanty, and B. K. Bhattacharyya, "Swing-Pay: One Card Meets All User Payment and Identity
Needs", IEEE Consumer Electronics Magazine (MCE), Volume 6, Issue 1, January 2017, pp. 82--93.
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RFID Cybersecurity - Solutions

Selected RFID Security Methods

Killingslaas Sleeping Faraday Blocker Tag Minimalist Proxy
LR Tags Cage Tags Relabeling | Cryptography Privacy
Devices

Safe Zone

Reader

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security

06 Jul 2021
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Smart Healthcare Security

PDA

Glucose Level Report Data/Control

Continuous

Glucose & @

Sensor

Insulin Pump

L
'S
o

Glucose Meter Remote Control

Insulin Delivery System

Key

1

Encryption

Information Bits

(i.e., control command) Transmitted Data

Rolling Code Encoder in Remote Control

Insulin Pump

Insulin Pump

Universal Software
Radio Peripheral

Active Attacks:

Impersonation
V

Universal Software
Radio Peripheral

Security Attacks

Remote Control

Insulin Pump’s

Received Data

2

Sequence Counter

Comparison: Whether
within a Range

Key

Y
oo | [

Received Information (i.e., Accept Drop
control command)

\ 4

Rolling Code Decoder in Insulin Pump
Source: Li and Jha 2011: HEALTH 2011
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Blockchain in Smart Healthcare

Laboratory technician wants
to attach a new medical
referral to a patient HER.

A block containing the
medical data, a timestamp
and the author is created.

The block is delivered to all the peers in the
patient’s network, such as the patient itself,
his/her family members, and general
practitioner.

Can it preserve privacy?

The block is inserted in the chain

Source: C. Esposito, A. De Santis, G. Tortora, H. Chang and K. R. Choo, "Blockchain: A Panacea for Healthcare Cloud- and linked with the previous
Based Data Security and Privacy?," IEEE Cloud Computing, vol. 5, no. 1, pp. 31-37, Jan./Feb. 2018. blocks.

06 Jul 2021
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Autonomous Car Security —
Collision Avoidance

O Attack: Feeding of malicious sensor

measurements to the control and the o | /’/,,,-;\
collision avoidance module. Such an s} /" \\
attack on a position sensor can result _ / y
In collisions between the vehicles. é”"" " ‘:
 Solutions: “Dynamic Watermarking” ; - '\ ,,'
of signals to detect and stop such ~ \ J
attacks on cyber-physical systems. 1000 } M
J ldea: Superimpose each actuator | a 7 e ot
random signal ej[t] (watermark) on “Mwe s o w0 e s 2w
control policy-specified input. " ouree: Ko 2016, CPS-Sec 2016
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Nonvolatile Memory Security and Protection

&
-
1
3
OEF
5
JKL
7
PGRS
9
WXYZ

Hardware-based encryption
of data secured/protected
by strong password/PIN
authentication.

© (o o 2a v D

Software-based encryption
to secure systems and
partitions of hard drive.

"IDATALOCKER

7

Source: http://datalocker.com

Nonvolatile / Harddrive Storage

Some performance penalty due to increase In latency!
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Embedded Memory Security

Trusted On-Chip Boundary

Decryption
Module

I I
I Embedded I Update Merkle
: Processor ' Hash Tree

I
I I
I I l
I I
1 L1 Sensor I

Update Merkle
I .
: Verify Cache Module : Ul Tree
, Hash Current / :
C—

I Hash Temperature
: Cache Encryption/ I

I
I I
I I

Update Merkle
Hash Tree

Write Operation

Read Decoder
(Value) and Hash
from Memory

le

Sensor ves | Check
Attack —> Hash

? Tree
| No

Do not check hash
Proceed with read

Read Operation

Memory integrity verification with 85% energy

On-Chip/On-Board Memory Protection  savings with minimal performance overhead.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for Memory Integrity Detection and Protection
in Embedded Systems”, Springer Circuits, Systems, and Signal Processing Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.
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Firmware Security - Solution

Secure

_ Off-Line
Private Key Environment

}

R Sign
Hash > S age
RSA 9
SililleL: ( ) +Signature
Secure Flash Programming j
v

Hash Hazbated
W
\ : Compare
Signature’ Sigp= o Q/Regg eweﬁce
Hash

@& Public Key

Source: https://www.nxp.com/docs/en/white-paper/AUTOSECURITYWP.pdf

> =
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Energy Solutions for IoT/CPS

06 Jul 2021
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Energy Consumption Challenge in loT

Local
Area
Network
(LAN)

Energy from Supply/Battery -
Energy consumed by
Communications

The Cloud

Energy from Supply/Battery -
Energy consumed by
Workstations, PC, Software,
Communications

ceee
|

Battery Operated - Energy
consumed by Sensors,
Actuators, Microcontrollers

Internet

Energy from
Supply - Energy
consumed in
Server, Storage,
Software,
Communications

The Things

Four Main Components of IoT.
Source: Mohanty iISES 2018 Keynote
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Energy Efficient Electronics:

Possible Solution Fronts

[ Energy Efficient Electronic Systems ]

System | Application |(~ Energy (" Energy |[ Energy | Smart
Efficient Efficient Efficient || Battery
C_om_mun- _ Software _Hardware
\_ ications
Topology
Routing
Protocol
Digital || Analog || Mixed-Signal || RF || Sensors

Source: Mohanty ZINC 2018 Keynote

06 Jul 2021

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

= Sic X
Seoue (B =3

S Electronic St s
tory (S
4 EST. 1890

e

117



Smart Energy — Smart Consumption

@ R 87% 1234
< Q¥ Power management

Estimated standby time

8 hours
Tipt

Activate the power saving tools below to extend

battery lifetime
POWER SAVING MODES

STAMINA mode

Disables mobile data when the
screen is of f

Low battery mode

Disables functions in order to save

power when battery level is low
Location-based Wi-Fi

Wi-Fi activated automatically when

in range of a saved Wi-Fi network

POWER INFORMATION

Status bar information
Battery level percentage

s @

Battery Saver

06 Jul 2021
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Sustainable loT -
Sensors and Efficient Routing

Sensors (Things) Cluster
Structures’

Vibration,
Temperature, ...

s g,

-----------------------

> loT - sensors near the data collector drain
energy faster than other nodes.

» Solution Idea - Mobile sink in which the network
IS balanced with node energy consumption.

» Solution Need: New data routing to forward
data towards base station using mobile data
collector, in which two data collectors follow a
predefined path.

Low-Power

[ data collector O source @ forwarding node
(O normal node

Source: S. S. Roy, D. Puthal, S. Sharma, S. P. Mohanty,
and A. Y. Zomaya, “Building a Sustainable Internet of
Things”, IEEE Consumer Electronics Magazine (CEM),
Volume 7, Issue 2, March 2018, pp. 42--49.

06 Jul 2021
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Energy Consumption of Sensors,
Components, and Systems

...... i oo =
© I

= [ Digital Bl
RISV R—— ke Signal
General Purpose _Processor B

N Digital Processor &

{1 )/
.

ata Converte

= Duta Converter %

A T Hp

it
sl

Hilhiie_ e

[JGsM EEceu EErAM BB Graphics
Software Eico Wl Ohers
Components During GSM Communications

18% ‘

N

¢ Baseband
Telecommunication
(GSM, CDMA)

ireless LA
luetooth

CJesm EEcey EEwiri I Graphics
Eico [ Others

: Moh 201 . : . .
Source: Mohanty 2015, During WiFi Communications

McGraw-Hill 2015
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Energy Reduction in CE Systems

Optimization Mechanisms

Digital Abstraction Levels

Arithmatic
Logic Unit

System
Level

Behavioral
Level

Register
Transfer

Transistor
Level

Layout
Level

Battery Scheduling
Backlight Management
Subsystem Shut-down
Variable Voltage
Variable Frequency

Loop Transformation
Memory Architecture
Data Mapping
Low-Power Scheduling

Loop Transformation
Loop Unrolling
Parallelism Exploitation
Pipelining
Low-Power Binding
Precomputation Logic
Adpative Body Bias
Gate Remapping

Pin Reordering

Gate Guarding

Clock Gating

Input Vector Control

Multiple Supply Voltage

Multiple Threshold Voltage
Variable Threshold Voltage
Multiple Oxide Thickness

Multiple Supply Voltage

Multiple Threshold Voltage
Variable Threshold Voltage
Virtual Power/Ground Rail Clamp

Optimization Possibilities

Optimization Time

Iteration Time

fign

Decreasing De
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Energy Reduction in CE Hardware

System-on-a-chip (SoC) Power or Energy Optimization

Through Software

— Adaptive Body Bias
for Variable Threshold

— Variable Supply Voltage

| Presilicon Techniques | | Postsilicon Techniques |
— Multiple Voltage Islands
_ ) Through Hardware
— Multiple Threshold Devices
— Multiple Oxide Devices — Clock Gating
— Minimize Capacitance Design — Data Gating
— Microarchitecture Parallelism — Power Gating

— Variable Frequency

— Variable Supply Voltage
aka Dynamic Voltage Scaling

— Variable Threshold Devices

— Intelligent Battery

aka Dynamic Voltage Scaling
— Operation Scheduling

— Battery Scheduling

— Backlight Management

— Software Optimization

Source: Mohanty 2015, McGraw-Hill 2015
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Battery-Less loT

Go Battery-Less

Source: https://www.technologyreview.com/s/529206/a-
batteryless-sensor-chip-for-the-internet-of-things/

AT e e e e e e e ~
"PV LBocst , VDD1E "|
i prveeeed, L eeveeeeeeseesseeseeeeverces WO VRRNRTRRIIONN wovool.| Sveeoeeeeeeems eveovee o .
! i | i e
18 prreys . : : sIMo : I VDDy,s :
: 1 | Tracking | oost H : Controller : 1
* Bluetooth® Smart : H Controller Controller £ : Sops : :
* 6LoWPAN : : I Cops 1
o ZQB*O I .................................................................................................. :
. Sub-1 GHz ‘\ Boost Converter Single Inductor Power management unit ’,
* RF4CE™ e e e e e -
Source: http://newscenter.ti.com/2015-02-25-TI-makes- Energy Harvesti ng an d Power M anagement
battery-less-loT-connectivity-possible-with-the-industrys- Source: http://rlpvisi.ece.virginia.edu/node/368

first-multi-standard-wireless-microcontroller-platform
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Energy Storage - High Capacity and Efficiency Needed

Battery Conversion Efficiency cell L
Li-ion 80% - 90% Cell2 |1 Cel o Gatery
Lead-Acid 50% - 92% [ Sg:;g:mg Operated
NiMH 66% . | o em
Intelligent|  cetaey | 4+
Battery IntellBatt e

Mohanty 2010: IEEE Computer, March 2010
Mohanty 2018: ICCE 2018

l RCHFORLTH
—— g
DA

: 4
DISCOVERREHEPOWEREUL
WORLBNOF BARNERIES

il “= = Lithium Polymer Battery

9

L

Source: Mohanty MAMI 2017 Keynote
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Supercapacitor based Power for CE

50
Power Consumed
= |40 by Battery
=
<1130 Fins and Fans may
@ Require to Cool Power Consumed
S 50 |_the Battery Above 10Watt by Supercapacitor
5
'\ '| 2
' | <

0 10 20 30 40 50
Wind Turbine ) Current Delivered (Amp)

Supercapacitor, \
Military Application: Fighter Jet Hybrld Vehicle

Source: A. S. Sengupta, S. Satpathy, S. P. Mohanty, D. Baral,
and B. K. Bhattacharyya, “Supercapacitors Outperform
Conventional Batteries”, IEEE Consumer Electronics Magazine
(CEM), Volume 7, Issue 5, September 2018, pp. 50--53.

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty
06 Jul 2021

126



Energy Management Solutions Don’t Target
Cybersecurity and Al Problems
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Al Solutions for |oT/CPS

|| =—= 3180440 110110110100
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Smart SenSOFS = General-Purpose/ Synthetic Sensors

) I R
0
oo
Monitor a large
context, without
direct instrumentation

Applications

of objects = 4
- Sensors
A A A
8 "Faucet” | D T T | ] “Light Off" TH
- -
o Machine S AUTO LEARNING
Learning

BOARD
>
—>

®© 000000 0 0

| Temp Humid. IR Light Color Mag. Baro. GridEye WIiFiRSSI

Raw Data

Accel Mic

ot 0ttt tet tot 1t

Source: Laput 2017, http://www.gierad.com/projects/supersensor/
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Systems — End Devices

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

| found quite a number of
movies playing today near
San Francisco:

Now Playing

Fra

ask me anything U]

« -] L
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Smart Healthcare - Activity Monitoring

ﬁ Sensor System /2 Machine Learning Y
_ Walking Algorithms Walking_upstairs

- Frequenc T 15% e ~Standing
& o R | Smant-Walk 75

7
Acceleromgter
Piezowrian e Walking_downstairs
130 0
\ i / W\

\_ Accelerometer

/4 Assistance to users \ 6 Information Sharing _S;t;'l;:»g
N ~ & J
4 o . - = ‘
Al R (o \ ”=‘ —
8- o~ ~—Laying
A A % / 10291 Instances Grouped At
Automated Physiological Monitoring System  Under 6 Activities - Kaggle
Research Method Features Activities Accuracy
Works (WEKA) considered (%)
This Work  Adaptive algorithm  Step detection and Walking, 97.9
based on feature Step length sitting,
extraction estimation standing, etc.

P. Sundaravadivel, S. P. Mohanty, E. Kougianos, V. P. Yanambaka, and M. K. Ganapathiraju, “Smart-Walk: An Intelligent
Physiological Monitoring System for Smart Families”, in Proc. 36th IEEE International Conf. Consumer Electronics (ICCE), 2018.
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Smart Healthcare — Diet Monitoring

Automated Food intake
Monitoring and Diet
Prediction System

=Smart plate

»Data acquisition using mobile
*ML based Future Meal Pr

bt 2 [ Smart-Log
=]
-

User takes a picture of the Nutrition
Facts using Smart Phone

User scans the barcode of the product

iction Weight and Time information obtaine
through Sensing Board

Feedback to the user

©

Camera to acquire Nutrient values

USDA National Nutrient Database
Data logged into Cloud ~used for nutrient values of 8791 items.
8172 user instances were considered

This Work Mapping nutrition facts to a database 98.4
Source: P. Sundaravadivel, K. Kesavan, L. Kesavan, S. P. Mohanty, and E. Kougianos, “Smart-Log: A Deep-Learning based
Automated Nutrition Monitoring em in the loT” an

on Consumer Electroni 0l 64, No 3, Aug 20

® 35
tory

., 3
S Electronic %
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Smart Healthcare - stress Monitoring & Control

P L L L L L LLLLLLLL L L LA LA A L L L L L L —————————- 1
Advise Examples: Specific Music, Shower, :
Physical Exercise, Breathing Exercise, Long- 1
—— Meditation, Yoga, ... Term !
Body Short-Term Advise Advise I
Temperature \ ..~ — _ _ _ _ Stress i

- — | I
Physical Activity Efg:rr?ﬁ(gep ; | | Management |
Monitorin ' Unit !
Sensor 2 Based Stresd 1 | I IitErie:
1 Cloud

—  Models_ // Stress /| wi-Fi |1
weat Sensor Level Moduld !
Food Intake Stress-Level = i

aeigd Detection Unit Automated Stress

Level  Detection
and Management

Accelerometer  0-75 75-100 101-200 g3

(steps/min) 7 ? M
Humidity (RH%) 27-65 66-91 91-120 .

Temperature ' 98-100 90-97 80-90 T e T

Source: L. Rachakonda, P. Sundaravadivel, S. P. Mohanty, E. Kougianos, and M. Ganapathiraju, “A Smart Sensor in the Io0MT for
Stress Level Detection”, in Proc. 4th IEEE International Symposium on Smart Electronic Systems (iISES), 2018, pp. 141--145.
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Smart Healthcare — Smart-Pillow

P
/Sensor Input Unit s Sleep ) y LSS //\- ' :
: Tracking : : I
Unit :
| | Parameter 7/ MLSS /<~ﬁ : !
. * t V‘ Analysis Unit ! :
arameter o
Range | 3 \7/ MSS A | :
Comparison : Stress State : User I
Unit , | Prediction —)f MHSS /<. '\ Display :
| Unit ! |
| I\ )]

« Processing Unit , % HSS _ Ul Unit,

-—es - e e e o

Source: Mohanty ISES 2018: “Smart-Pillow: An IoT based Device for Stress Detection Considering
Sleeping Habits”, in Proc. of 4th IEEE International Symposium on Smart Electronic Systems (iISES) 2018.
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Smart-Yoga Pillow (SaYoPillow) - Sleeping Pattern

Person Off Pillow:
Physiological Sensor Data Monitoring Ends

Period 1. Lying on bed but not Sleeping Period 3: Drift from Wakefulness Period 5: Awake
to Sleep Person

Person On Pillow:
Physiological Sensor Data Monitoring Starts

Period 4: Deep

Period 2: Trying to
Sleep

Sleep

Data Processing Secure Data Storage User Applications

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: Blockchain-Integrated Privacy-Assured IoMT Framework for Stress Management
Considering Sleeping Habit”, IEEE Transactions on Consumer Electronics (TCE), Vol. XX, No. YY, ZZ 2021, pp. Accepted on 07 Dec 2020, DOI: 10.1109/TCE.2020.3043683.
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Smart Healthcare — iLog

/ Edge Platform \

) Classification Cloud Platform

@"’—n-——-——' =8 Object Mobi:e

)

| Detection Application

Interface

‘T)A : [ o @ Logout
Eﬁé" — Stress-Eating | h
Analysis /

Reference Image

ILog- Fully Automated Detection System with 98% accuracy.

Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, “iLog: An Intelligent Device for Automatic Food Intake Monitoring
and Stress Detection in the loMT”, IEEE Transactions on Consumer Electronics (TCE), Vol. 66, No. 2, May 2020, pp. 115--124.
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IMirror: Our Smart Mirror for Stress
Detection from Facial Feures

Inputs Images
from Camera
attached to
Mirror

Automatic Data
Processing Unit

Internet

s @B

Source: L. Rachakonda, P. Rajkumar, S. P. Mohanty, and E. Kougianos, “iMirror: A Smart Mirror for Stress Detection in the loMT Framework for Advancements in Smart
Cities”, Proceedings of the 6th IEEE Smart Cities Conference (1SC2), 2020.
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IFeliz: Our Framework for Automatic Stress Control

Generate workout plan, meal plan, sleep schedule, display stress relief
paintings, play music in the background, suggest videos to play, quick 2 min
breathe exercise, display positive and inspirational quotes, nearb%_thera y dog's
location, automatic slide show of photos from gallery. Long-Term Advice

IFeliz: Stress
Physical exercise, yoga, meditation- heavy breathing, specific music,

shower, Massage appointment, Nap, pet time. ~ Short-Term Advice detection and control
""""""" ! accuracy - 97%.

Temperature Sensor

High Stress Detected!

Suggested Tips:
Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, « Workout plan

"iFeliz: An Approach to Control Stress in the Midst of the Global « Meal plan

- I Pandemic and Beyond for Smart Cities using the IoMT", in
L Various Healthcare Data | Proc. of IEEE Smart Cities Conference, 2020. X3l o

= S/ =3

> 8
CSESSY

Monitoring Sensor

|
|
Respiration Rate Sensor |, [ _ _ _ _ _ _ .
|
Noise Sensor : | Edge Deep 1| | Stress-
=y | i | Level —
Humidity Sensor N Learning Wi-Fi =
— ! Models | Module t3
Heart Rate Sensor I | === =—- - =
| | Stress- loMT-Cloud
Sleep Cycle Data I Stress-Level Value v
| - : Carrier == 2:25PM
IbBMT-Sensors Physical Activity : Detection Unit User Interface|
|
|
|

Food Consumption Data

Smart ElecAtfoni;
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Good-Eye: Our Multimodal Sensor System
for Elderly Fall Prediction and Detection

Physiologi
cal Sensor Image
Data Unit Data Unit

\/

Parameter Range
Comparison Unit

[
|
|
|
|
|
|
|
|

Sensor Input!
to unit ! N

N o = = -

Good-Eye: Fall detection and prediction Accuracy - 95%.

Source: L. Rachakonda, A. Sharma, S. P. Mohanty, and E. Kougianos, "Good-Eye: A Combined Computer-Vision and Physiological-Sensor based Device for Full-
Proof Prediction and Detection of Fall of Adults”, in Proceedings of the 2nd IFIP International Internet of Things (lIoT) Conference (IFIP-loT), 2019, pp. 273--288.

r

Parameter
Analyses
Unit

A\ 4

Fall

N

v

Detection

Sit Aside,

"l vou might fall

Prediction
Unit

OO,
g

\ Help Un|t

an s = -
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Smart Healthcare - seizure Detection & Control

Signal e | §e_iz_ur_e_St_at_e N—
Detection ;" E
Drug Yes |  Dosage ! :
Injection 5 Information ! Hospital
D lrug ol — — — — = > | @
eliver : L> B =
Unit Y Wireless  cjoyd Storage _-'
EEG Data p . Transfer g Doﬁcir
ACqUISltlorElm R HSmensor Unit Transmission and Storage Access Unit
T somwe | Seipure Automated Epileptic Seizure
wr o Onset Detection | Detection and Control System
g‘ 100 - : \ “”” w H“ _
w \"'“" “'l tency 6sec | | Cloud-loT 2.5sec |98.65%
u o |“ 3! ”}““ ction-1to 2sec | Dased Detection
T %.(6.—)»@ a'lfeg; beevneiore | | Edge-loT based |1.4sec |98.65%
P ST S S B Detection

P~ Timesec)
B
Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri, “Neuro-Detect: A Machine Learning Based

Fast and Accurate Seizure Detection System in the IoMT”, IEEE Transactions on Consumer Electronics (TCE),
Volume XX, Issue YY, ZZ 2019, pp. Accepted on 16 May 2019, DOI: 10.1109/TCE.2019.2917895 .
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Smart Healthcare — Brain as a
Spatial Map =2 Krlglng I\/Iethods

Frontal

Spatial autocorrelation principle
- Seizure Signal | @KnownLabels - things that are closer are more
== u=1 Spatial Correlation @ Unknown Labels  glike than things farther

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, "Ordinary-Kriging Based Real-Time Seizure Detection in an Edge
Computing Paradigm", in Proceedings of the 38th IEEE International Conference on Consumer Electronics (ICCE), 2020, Accepted
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Kriging based Seizure Detection

& a

Signal
Denoising

Wavelet !
' Transformations

-~

~

Feature
Extraction

Fractal

1

I - -

. Dimension
I

-

~

Seizure State
Classification

Kriging

|
|
Classifier
|

Seizure
Status

Zandi, et al. 2012
[23]

Altaf,etal. 2015 [24]

Vidyaratne, et al.

2017 [25]
Our Proposed

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos,

Regularity, energy &
combined seizure indices

Digital hysteresis

Fractal dimension, spatial/
temporal features

Petrosian fractal dimension

Cumulative Sum
thresholding

Support Vector Machine

Relevance Vector
Machine (RVM)

Kriging Classifier

91.00%

95.70%
96.00%

100.0%

"Ordinary-Kriging Based Real-Time Seizure Detection in an Edge

9 sec.

1 sec

1.89
sec

0.85s

Computing Paradigm", in Proceedings of the 38th IEEE International Conference on Consumer Electronics (ICCE), 2020, Accepted
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Al Solutions Don’t Target Energy
Issues and Cybersecurity Problems
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Drawbacks of Existing Security
Solutions
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CPS Security — Selected Solutions

Category

Current Approaches

Advantages

Disadvantages

Confidentiality

Symmetric key cryptography

Low computation overhead

Key distribution problem

Asymmetric key cryptography

Good for key distribution

High computation overhead

authentication

signature computations

Integrity Message authentication Verification of message Additional computation
codes contents overhead
Availability Signature-based Avoids unnecessary Requires additional

infrastructure and rekeying
scheme

Authentication

Physically unclonable
functions (PUFs)

High speed

Additional implementation
challenges

Message authentication
codes

Verification of sender

Computation overhead

Nonrepudiation

Digital signatures

Link message to sender

Difficult in pseudonymous
systems

: : Pseudonym Disguise true identity Vulnerable to pattern analysis
Identity privacy  ["Attribute-based credentials Restrict access to Require shared secrets
information based on with all desired services
shared secrets
: Differential privacy Limit privacy exposure of | True user-level privacy still
Lﬁsgggﬂon any single data record chal- lenging

Public-key cryptography

Integratable with hardware

Computationally intensive

Location privacy

Location cloaking

Personalized privacy

Requires additional
infrastructure

Usage privacy

Differential privacy

Limit privacy exposure of
any single datarecord

Recurrent/time-series data
challenging to keep private

Source: D. A. Hahn, A. Munir, and S. P. Mohanty, “Security and Privacy Issues in Contemporary Consumer Electronics”,
IEEE Consumer Electronics Magazine, Volume 8, Issue 1, January 2019, pp. 95--99.
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IT Security Solutions Can’t be
Directly Extended to I0T/CPS Security

= IT Infrastructure may be well protected = loT may be deployed in open hostile

rooms environments

= Limited variety of IT network devices = Significantly large variety of 10T devices

= Millions of IT devices = Billions of 0T devices

= Significant computational power to run = May not have computational power to run
heavy-duty security solutions security solutions

= |IT security breach can be costly = loT security breach (e.g. in a IoMT device

like pacemaker, insulin pump) can be life
threatening

Maintaining of Security of Consumer Electronics, Electronic
Systems, 10T, CPS, etc. needs Energy and affects performance.

S Electronic £1% s
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Security Measures in Healthcare
Cyber-Physical Systems is Hard

T
o — |
- e
X o
-~ .

4

4 o\

B Vo N Collectively

| el : (WMD+IMD):
(6l Implantable and
i\ti '. A Wearable Medical
Y Devices (IWMDs)

ey e
N 3 o
—

Impersonation | Wearable Medical
- Longer life
Iy

<] Tk r'j&' i | = 1_ Implantable and
N N ttacks Devices (IWMDs) --
N e ) /1 ‘ Battery Characteristics:
Ab -\ \ > Safer
' - Smaller size
| ¥ > Smaller weight
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H-CPS Security Measures is Hard -
Energy Constralned

Neurostimulator
§ Battery Life
- 8 years

Pacemaker
Battery Life
- 10 years

» Implantable Medical Devices (IMDs) have integrated battery to provide energy
to all their functions - Limited Battery Life depending on functions

» Higher battery/energy usage > Lower IMD lifetime

» Battery/IMD replacement = Needs surgical risky procedures

Source: Carmen Camara, PedroPeris-Lopeza, and Juan E.Tapiadora, “Security and privacy issues in implantable medical
devices: A comprehensive survey", Elsevier Journal of Biomedical Informatics, Volume 55, June 2015, Pages 272-289.

M"J \‘Qﬁ:\ g:

Electronic stems
tory (S
> UNT Siiinan ol
4 EST. 1890 .

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty
06 Jul 2021

164



Smart Car Security - Latency Constrained

Protecting Communications
Particularly any Modems for In-
vehicle Infotainment (IVI) or in On-
board Diagnostics (OBD-I1)

Over The Air (OTA) Management
From the Cloud to Each Car

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive security issues.

Protecting Each Module
Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

. Connected cars require Security Mechanism Affects:
latency of ms to communicate °* Latency o
and avoid impending crash: . Mileage
o Faster connection . Battery Life
o Low latency

2 Energy efficiency Car Security —

Latency Constraints

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805. pdf
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y & Latency Constrained

UAV Security - Energ

/Fﬁ 1 = e : .
? 1 L a1 —_—
A Missio Application Logic Securi
Communication Plan ‘ PP g v
protocol \ . Control System Security
e Guidance o
Y ——> GPS DS- ; Both
Determine Vehicle State

Path

1:"? t-:-rT-'

Controlle

Controller

' Navigation
@ Determine Track 0
: Bias/ Pros. Vel. Alt. Guidance Path Aircraft
Magnetometer -
g Scale Plot Route, and Stabilize Actuator Dynamics
A Accel Aircraft
PI ;

ST (Adjustable

Sensor
Fusor

System

Source: http://www.secmation.com/control-desian/

Security Mechanisms Affect:
Battery Life |EGHSHGYN \Weight Aerodynamics

UAV Security — Energy and Latency Constraints

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
P
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=
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Smart Grid Security Constraints

Source: R. K. Pandey and M. Misra, "Cyber security threats - Smart grid infrastructure,” in Proc. National Power Systems
Conference (NPSC), 2016, pp. 1-6.
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Blockchain has Many Challenges

. = Gonsumer
Consumplion EIEGUHONIES

Lack of

-’

v

R

Scalability rtas
. - \?‘.

Z Buyinglinto

v

High -~ w*= theBlockchai

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.

n
+ A& Exploring Use Cases" .&“‘i;""
Latency o L " for ConsumerElectronics =2 i".
. ' - - e

06 Jul 2021

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

170



Blockchain Energy Need is Huge

=5

sgiie:

Energy consumption 2 years of
Energy for mining of 1 bitcoin a US household

E § N Energy
N consumption
= WSS .) for each E 80,000X 1234

SENE== . .
7= bitcoin
~ transaction

Energy consump
a credit card processing

"#_, & A E
Seou (Y ‘= 1
. Sm Electronic %s%lhs
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Blockchain has Security Challenges

Descriptions Defence
Many payments are made with a Complexity of mining
body of funds process

Blocks are modified, and fraudulent Distributed consensus
transactions are inserted

A miner with more than half of the Detection methods and
network’s  computational  power design of incentives
dominates the verification process

An entity’s private key is stolen Reputation of  the

blockchain on identities
The software systems that implement Advanced Intrusion
a blockchain are compromised detection systems

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things
Devices,” IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

06 Jul 2021 174



Blockchain Security Threats

Blockchain Security Threats

I
Mining Threats

— Selfish Mining

Block-Withholding
Attack

—  >509% Attack

Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, "When Do We Need the Blockchain?,” IEEE Consumer Electronics Magazine, Vol 10, No. 2,

Mar 2021, doi: 10.1109/MCE.2020.3015606.

DDoS Attack

Sybil Attack

e

Attack

r Delay Routing 1

Vulnerabilities in
source code

Vulnerabilities in
Blockchain

~
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Release

Hardware Mineable

Rich List

Sender Address Hidden

Sent Amount Hidden

Privacy

Fungibility

January
2009

Yes

January
2014

Yes

Yes

2014

Yes

Yes

2014

No

February
2016

No

No

No

No

Blockchain has Serious Privacy Issue

2016

Yes

Yes

Yes

Source: J. Lee, "Rise of Anonymous Cryptocurrencies: Brief Introduction”, IEEE Consumer Electronics Magazine, vol. 8,
no. 5, pp. 20-25, 1 Sept. 2019.
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Smart Contracts - Vulnerabilities

Out-of-gas send | Fallback of the callee Is executed ontract’s source code

Type casts Contract execution type-check error
Field disclosure | Private value published by miner

Ether lost Ether sent to orphan address Ethereum virtual machine
bytecode

Seed biased by malicious miner Blockchain mechanism

bug

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things Devices,”

IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.
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Cybersecurity Attacks - Software and
Hardware Based

—

Software Based

= Software attacks via communication channels
= Typically from remote

= More frequent

= Selected Software based:

Q

I I I e N

Denial-of-Service (DoS)

Routing Attacks

Malicious Injection

Injection of fraudulent packets

Snooping attack of memory

Spoofing attack of memory and IP address
Password-based attacks

= Hardware or physical attacks
= Maybe local
= More difficult to prevent

= Selected Hardware based:

o Hardware backdoors (e.g. Trojan)

o Inducing faults

o Electronic system tampering/ jailbreaking
o Eavesdropping for protected memory
o Side channel attack
o Hardware counterfeiting

Source: Mohanty ICCE Panel 2018
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Cybersecurity Solutions - Software Vs
Hardware Based

Software Based

= Introduces latency in operation
= Flexible - Easy to use, upgrade and update

= Wider-Use - Use for all devices in an
organization

= Higher recurring operational cost

= Tasks of encryption easy compared to
hardware — substitution tables

= Needs general purpose processor
= Can’t stop hardware reverse engineering

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared to
software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for 10T

= Susceptible to side-channel attacks

= Can’t stop software reverse engineering
Source: Mohanty ICCE Panel 2018
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A Security Nightmare - by Quantum Computlng

Edge Data
Center GG ()
- 11
- ~a Local
Area
4= =) __» Network
ul (LAN)
7
Edge Rouyter o
s yd Cloud Computing
Sensors (Things) using Quantum
Cluster _Gateway > Ultra-Fast quantum
et Edge Devices _
End Devices computing resources

Edge Computing

In-Sensor/End-Device | »High latency in network
Computing »Less computational resource »Breaks every encryption in
»Minimal latency in network no time
» Minimal computational resource > Lightweight security
> Negligible latency in network A quantum computer could break a
> Very lightweight security 2048-bit RSA encryption in 8 hours.

o @ o 8
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Cybersecurity Solutions Don’t Target
Energy Issues and Al Problems
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Hardware-Assisted Security
(HAS) or Secure-by-Design (SbD)
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loT/CPS D

esign — Multiple Objectives

Smart Cities
Vs
Smart Villages

Recurring Operational Cos

Source: Mohanty ICCE 2019 Keynote
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Privacy by Design (PbD) =2 General
Data Protection Regulation (GPDR)

1995

2018
Privacy by Design (PbD)

General Data Protection

Regulation (GDPR)

“* GDPR makes Privacy by
Design (PbD) a legal
requirement

*» Treat privacy concerns as
design requirements when
developing technology,
rather than trying to
retrofit privacy controls

after it is built -Security by Design aka
Secure by Design (SbD)
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Security by Design (SbD) and/or
Privacy by Design (PbD)

IEEE

onsumer

Electronics Magazine
Volume 8 Number 2
) = -
/ 41 -k
I ! 4 -
1 - ’,»s
s B e .
L
A
'ix Yy [ h

< IEEE
A . - -
Source: https://teachprivacy.com/tag/privacy-by-design/
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Security by Design (SbD) and/or Privacy by
Design (PbD)

Source: https://iapp.org/media/pdf/resource center/Privacy%20by%20Design%20-%207%20Foundational%20Principles.pdf
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CEl Tradeoffs for Smart Electronic Systems

=) | iPhone 5 SR Galaxy Sl
- BERSSS S04tlyear B5kWh)  [fp | $0.53/year (4.9 KWh)

Security of

systems E

and data. E
nergy

Source: https://mashable.com/2012/10/05/energy-efficient-smartphone/
i Energy consumption is minimal and
Inte Igence adaptive for longer battery life and

e et lower energy bills.
Sensors ;

rasponss

Accurate sensing,
analytics, and fast
actuation.

Models
relsticnships

Source: Reis, et al. Elsevier EMS De processes | Source: Mohanty iISES 2018 Keynote
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Hardware-Assisted Security (HAS)

Hardware-Assisted Security: Security provided by hardware for:

(1) information being processed, _
\2) hardware [iSef ‘Security/Secure by Design (ShD)

(3) overall system

Additional hardware components used for security.
Hardware design modification is performed.
System design modification is performed.

RF Hardware Security Digital Hardware Security — Side Channel

Hardware Trojan Protection ifofiation Secufity, Piivacy, Piotection’
IR Hardwae Security. | STSBIRIOENON] Dioiel Core IP Protectior

Source: Mohanty ICCE 2018 Panel
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Secure SoC Design : Two Modes

= Addition of security and Al features in SoC:

o Algorithms

o Protocols

o Architectures

o Accelerators / Engines — Cybersecurity and Al Instructions

Consideration of security as a dimension in the design flow:

o New design methodology

o Design automation or computer aided design (CAD) tools for fast
design space exploration.

06 Jul 2021
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Secure Digital Camera (SDC) — My Invention

Active Pixel Sensors i
Shutter/Lens Analog- Vi Display
- Onboard (User Interface)
—| to-Digital
Memory
t Converter —
Shutter |, i
Controller - —§—
Security eV || P
T Seoy | EmEEE L Jose ||| Pus-
T + Controller V2
11— 1 Y v
Privacy | | Copyright Flash _ Control
V2| unit Unit Memory | | — pata

Security and/or Privacy by Design
(SbD and/or PbD)

Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”, Elsevier Journal of Systems Architecture (JSA),
Volume 55, Issues 10-12, October-December 2009, pp. 468-480.

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

06 Jul 2021 196



We Introduced First Ever Secure Better Portable
Graphics (SBPG) Archltecture

Sh utter/ Mirror

Actlve Pixel Sensors
Liquid Crystal
Display I
_

—p Memory |-

| nalog to Digital
[ L T
.
- -I'>
.
Scratch | w. = & |
-
=

Transmitted over

network or flash

Cnptonped ) Q Secure Digital
| BPG _ |

| Watermark Fomﬁrﬁist;smn : ” — | Camera (SDC)
] oo Beter ronaie crapics with SBPG

v

Prediction Core

Reconstruction Core BitStream Core

>

ﬁ Memory h

Integer Fractional
Motion
Estimation

Motion
Estimation

Reconstruction
SRAM

r w3

High Complexity A
Mode Decision
Engine

CABAC 1

High-Efficiency

CABAC
Context-Adaptive
Binary Arithmetic

Coding

Video Coding
(HEVC)

Residue

Intra Prediction =¥ Bufk

Y A A
Buffer DB
Sample Adaptive
Offset
. Transform/

Architecture

Quantization

4 —___ ol AES Encryption ¢%——
Key (from PUF) Il ~ Signature
Trusted Media

Slgmﬁcant Portion |

V] il Y [ T yu

- Encryption and Watermarking Module

Host Media

Initialization HEVC Encoder
Phase Phase

'l

Trusted Media

Secure BPG (SBPG) ™™

Simulink Prototyping
Throughput: 44 frames/sec
Power Dissipation: 8 nW

Source: S. P. Mohanty, E. Kougianos, and P. Guturu, “SBPG:

Secure Better Portable Graphics for Trustworthy Media
Communications in the loT (Invited Paper)’, IEEE Access
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PMsec: Our Secure by Design Approach
for Robust Security in Healthcare CPS

End Devices Edge Router nq

-——

g . 11 ()]

Internet

/’ Network 0
/Z 4
» Edge Servers , © (Lt
> e’
N I » /’ JRe
—~ y ’;:?C\( Remote
/’ ' ; b Connection
/ \
/7
/7
2 £ Doctor/ Nurse Remotely
Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Challenge Medical At the DOCtor
" > edica .
PUFinte Device — » When a new loMT-Device
allenge Server esponse esponse
chellenee 2 (PUF) "7 comes for an User
Output Device Registration Procedure
Hash ———
N’ [ Secure ]
Enrollment Phase Secure Database Database

PUF Security Full Proof:
» Only server PUF Challenges are stored, not Responses
» Impossible to generate Responses without PUF

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical
Unclonable Function-Based Robust and Lightweight Authentication in the Internet of Medical Things”,
IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Chal]enge’ At the DOCtor
___ PUEinthe e Devicein _ » When doctor needs to access
Challenge 2 erver Esponse Question  Response

an existing loMT-device

Output
Hash . Authentic Device Authentication Procedure
ompare
- . Device is not Secure
Original .
F—/ String Authentic [ Database J
S Cl1

Secure Database

R1"—

Authentication Phase R -

x-nee) (N

- Compare ‘
Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable X=X
Function-Based Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE o |
Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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IoMT Securlty Our Proposed PMsec

Average Power Overhead
200 W

Ring Oscillator PUF — 64-bit, 128-bit,

Time to Generate the Key at Server 800 ms
Time to Generate the Key at IoMT Device 800 ms
Time to Authenticate the Device 1.2 sec-1.5sec

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics, Vol 65, No 3, Aug 2019, pp. 388--397.
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Blockchain Challenges - Energy

A “Transaction” is

N

Transaction Validation
(The Network of Nodes
validates the transaction as
well as status of the user who
requested transaction using a

The requested “Transaction” is
broadcasted to a Peer-to-Peer (P2P)

network consisting of Computing —
JEEEREED ¢

Machines (i.e. “Nodes”)

>

)

requested by a Computing Peer-to-Peer (P2P) network of “Nodes” Valifiation Algorithm, e.g.
Machine (i.e. “Node”) : . Ryblic Key Cryptograph
e J The “Verified Transaction” is
combined with other verified A*Verified Transacton®
lock Validation transactions to create a new “Block” (e.g. Cryptocurrency,

of data for the Blockchain.

(S

(Using Consensus Contracts, Records).

Algorithm, e.g.

o

Proof-of-Work).
A “Block” Verified Transactions
A “Validated Block” is added to the New Block Oldest Block
existing Blockchain in a permanent and est Bloe
unalterable way. “ I
Blockchain (i.e. Ledger) The Transaction is complete.

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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loT-Friendly Blockchain — Our Proof-of-
Authentication (PoAh) based Blockchain

Blockchain doesn't loT-End and loT-Edge Devices

inheritably guarantee don’t have enough horse power

security and privacy. ' to run POW/PoS like heavy duty
consensus algorithms.

- Blockchalin

Trx-2 Trx-p
Private/Permissioned Blockchain with
Trusted or partially-trusted nodes

loT = :
End Devices &

, January 2019, pp. 26--29.

E‘M%VE&?Q%S
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Our Proof-of-Authentication (PoAh)
A7 — <)

A Create Block Solve Puzzle Broadcastthe§ o) ¢ ¢ \njork (PoW)
. Proof-of-Work

Process (Pow)
Starts Again )" luisidel ™ il i - .
Eliminates  cryptographic

o ~ — — — — =~ "~ “puzzle” solving to validate
Proof of Authentication (PoAh) Transmit to fTrusted Nodes\ b?ocks. L

Trusted Nodes: Network |

Uses a cryptographic
authentication mechanism.

Nodes form Block |z:
of Transactions

Consensus Time - 3 sec
Power Consumption — 3.5 W
Performance — 200X faster than PoW WBHW

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No. 1, January 2019, pp. 26--29.
N
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Our PoAh-Chain: Proposed New
Block Structure

Hash of the
following: JF following:
« Hash of B, « Hash of B,
* Nonce of B ; * UBT of B ;
Number only « Transactions Unigue Block * Device I[_)
used once of B, ; Token (UBT) « Transactions
(Nonce) of B,

PoAh Block Structure

Conventional Block Structure

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Our PoAh: Authentication Process

Select a node to be part Algorithm 1: PoAh Block Authentication
of authentication process Provided:
\ All nodes in the network follow SHA-256
: — Hash
2 thls el No Individual node has Private (PrK) and Public
defined trusted - 3 key (PuK)
node? _ Steps:
Is this a normal o (1) Nodes combine transactions to form
1Yes node received blocks
_ trust value? (Trx*) — blocks
NoO If trust value is o (2) Blocks sign with own private key
— greater than a Yes Sp,« (block) — broadcast
threshold (3) Trusted node verifies signature with

source public key

ves Vi (block) — MAC Checking
(4) If (Authenticated)
Block||PoAh(ID) — broadcast
Assign a block to be part of H(block) — Add blocks into chain
chain after block authentication (5) Else
- : : : Drop blocks
Steps to find a Trusted Node which will Authenticate a Block. (6) GOTO (Step-1) for next block
& ® = B
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Our PoAh-Chain Runs in Resource
Constramed Environment

Participant 1 ]: Participant 2

oo

Participant 3‘

Blockchain using PoW
Needs Slgnlflcant Resource

Our PoAh-Chain Runs here 3-5W

. I wia H

500 : OOOO W Source ‘j’]ttpS NN }éh eI gpqgws

mmed the gap;htl ¢
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Qur PoAh 1s 200X Faster than PoW While

Consuming a Very Minimal Energy

Consensus Algorithm Blockchain | Prone To | Power Time for
Type Attacks Consumption | Consensus
Proof-of-Work (PoW) Public Sybil, 51% | 538 KWh 10 min
Proof-of-Stake (PoS) Public Sybil, Dos | 5.5 KWh
Proof-of-Authentication (PoAh) | Private Not Known | 3.5 W 3 sec
E

Source: D. Puthal, S. P. Mohanty, P. MAhGE " Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems"”, in Proc. 37th IEEE International Conference on Consumer EIectronlcs (ICCE) 2019
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We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (loE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain: Our Hardware-Assisted Scalable Blockchain

Edge Devices

f
|
| ] :
| o Can provide:
orage -
: ¥ Device, System, and
' : Data Security
l |
=i} |
' puF - A
1" 1 l
:PUFchaln System Model L ™>~——_ N Trusted Node
\".._._‘f___ - -_--,-_-._.:-1_—;_-: e g
“Block™ i
Block with PUF| Broadcasted
PUFChain 2 Modes: Do W gdata  |to P2P Network il
oT Device With

83 IEBIE(IZ\f]%dﬁ I\a/llr(l)cclie PUF Module PUFchain Working Model
|

Distributed Ledger . Trusted Node

R/ ] Verifies the
v PoP is 1,000X faster than PoW !’ ! Tk

. 1 1 i
% POP - 5X faster than PO Ah Transaction Complete old Blocke é\{?:k

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Our Proof-of-PUF-Enabled-Authentication (PoP)
Y —<79)

Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

|,IIIII>

Process I
Starts Again '

solving to validate blocks.

Uses a PUF-based
authentication mechanism.

loT Client Devices\
(PUFs)

Electronic Systems
CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty %ﬁh
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PUFchain: Proposed New Block Structure

Hash of the
following:

« Hash of B,
 UBT of B,

* Device ID
 PUF Unique
|dentifier
* Transactions

of B, ;

Hash of the

following:
* Nonce of B ;
« Transactions

Conventional Block Structure

S Electronic
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PUFchain: Device Enroliment Steps

R, R,,...

1

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.

Device Enroliment Steps

PUF and
gg\s/itsg loT Device I;\Iﬂas;lijrlg
e (SR
PUF f(C)=R,
R, RLRp... R Lo Re R

06 Jul 2021

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

217



Proof-of-PUF-Enabled-Authentication (PoP)

loT Device PUF and Hashing Module

»)_

/ Transaction Data / Hash
Value

C, »1
PUF
f(C) = R,
( |)I | Ri R
Transaction Data 1
Hash Module
H(Data, R))
d’ = H(Data, R)
A 4
Broadcast to
Network

Steps for Transactions Initiation

PUF
Responses
(of a 1Device)

Change PUF
Key

Steps for Device Authentication
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P IS 1OOX Faster than PoW

& M* R AT

ey =

- y oo
D)o 8 st
IROR e
g -G
= IR

v PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

I 250 T

= Module k-
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Our Multi-Chain Technology to
Enhance Blockchain Scalability

Cloud of 10T/CPS

(@) Nodes-Chain (b) Multi-Blockchains

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security in
Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446--451

;:é" €'(!' ™) -
CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty tot'y é&?
UNT ey 221

06 Jul 2021



A Perspective of BC, Tangle Vs Our Multichain

Features/Technology Blockchain (Bitcoin) Proof of Authentication Tangle HashGraph McPoRA (current
Paper)
Linked Lists o One linked list of blocks. | e One linked list of blocks. | e DAG linked list. o DAG linked o DAG linked List.
. Block of transactions. . Block of transactions. . One transaction. List. 3 Block of
3 Container of transactions.
transactions 3 Reduced block.
hash
Validation Mining Authentication Mining Virtual Voting Authentication
(witness)
Type of validation Miners Trusted Nodes Transactions Containers All Nodes

Ledger Requirement

Full ledger required

Full ledger required

Portion based on longest
and shortest paths.

Full ledger required

Portion based on
authenticators’ number

Cryptography Digital Signatures Digital Signatures Quantum key signature Digital Signatures Digital Signatures
Hash function SHA 256 SHA 256 KECCAK-384 SHA 384 SCRYPT
Consensus Proof of Work Cryptographic Authentication Proof of Work aBFT Predefined UID
Numeric System Binary Binary Trinity Binary Binary
Involved Algorithms HashCash No . Selection Algorithm | No BFP

. HashCash
Decentralization Partially Partially Fully Fully Fully
Appending Longest chain One chain Selection Algorithm Full Randomness Filtration Process
Requirements
Energy High Low High Medium Low

Requirements

Node Requirements

High Resources Node

Limited Resources Node

High Resources Node

High Resources Node

Limited Resources Node

Design Purpose

Cryptocurrency

loT applications

loT/Cryptocurrency

Cryptocurrency

I0T/CPS applications

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-
Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual
Symposium-on VL SI (ISVLSI), 2020
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McPoRA based MultiChain -- Components

Node H Unique Identification (UID)

) Unique Identification (UID) | ‘ Unique Identification (UID) \
m <
g 2) Blocks Filtration Process -QUO) ! 2) Blocks Filtration Process .-8
B 2 | 2
I Secure Unique Identification List ‘ ' Dynamic Blocks List | I Secure Unique Identification List ‘ ' Dynamic Blocks List J
T T T T T T e e e <~ r——=1 | Secure Unique Identification List (SUIL)
i Dynamic Blocks List (DBL) 0= D=1
t 0= 0=
| = o=]|| | Secure IDs’ file consists of all active Nodes
! 0— O—= 0— 0= / OD==|| |  joined the Private network.
| n— e o=|lw / L ke
+— —
! 0= 0= o=|| ™ / |
| {[[o= 0= . = “—llo= A ||OD= - 0= I Node A Unique Identification (UID)
: S z 0= 0= g = 0= l Node B Unique Identification (UID)
! 0= = |
| 0= g Z 0= = 0= | Node C Unique Identification (UID)
: \ 0—= « « 0— < 0= v «|i= I Node D Unique Identification (UID)
: 0= «— 0= 0= I Node E Unique Identification (UID)
! 0= 0= ‘\ 0= |
! 0= 0= 0= | Node F Unique Identification (UID)
! =] | Node G Unique Identification (UID)
! [
I |
! [

Node I Unique Identification (UID)

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security in
Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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Block Structure in McPoRA

Location

Block Header

Header of previous Blockl ]
Header of previous Block2
1st Authenticator UID

Block Header

Header of Previous Block Block Content/
Number Used Only Once Block Header

Block Content

Block Header T-(Nontce) Source UID Timestamp
imestam -
Source Public Key P Transactions Merkle Tree
Destination Block Merkle Tree Distance (Genesis-Bloc

Merkle Tree
H(1,2,3.4

Merkle Tree

Minimal Distance

Transactions \

Timestamp Confirmations Number
Timestamp Trx Trx  Trx Trx Trx Trx Trx TrxJ
1 2 3 4YVs5 6 71 38 12 3 475 6 71 38
(a) For Traditional Blockchain (b) For Proposed Post-Blockchain

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020
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McPoRA — Experimental Results

Authentication (ms) | Reduction (ms)

Minimum 151 252.6

Maximum 35.14 1354.6

Average 3.97 772.53

15 Nodes Results 15 Nodes Results
’g‘ 1600
P ’g14oo
= S
£ 1200
- [¢b)
c £ 1000
2 '~ 800
9 2 600
C
g _g 400
5 & 200 IR
< 0
1 5 91317212529333741454953576165697377

Blocks Generated By McPoRa Blocks Reduced By McPoRa

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security
in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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Hardware Security Primitives —
TPM, HSM, TrustZone, and PUF

Endorsement Key (EK)
random number
generator
Storage Root
Key (SRK)
RSA key generator

Platform Configuration
Registers (PCR)
Attestation Identity
Keys (AIK)

encryption-decryption- storage ke
signature engine g "

Trusted Platforr
Hardware Security Module (HSM)  Module (TPM)

Mobile device Source: C. Marforio, N. Karapanos, C|
Soriente, K. Kostiainen, and S. Capkun,

(e.g., Android)

SO A A e - f S martphones as Practical and Secure Location

: Normal world (NW) : E (SSEV(.\‘}L;FB world E?/erifritE:tionTokePnsfotr PLyminSts. 2014|1_. t

"| Appl || App2 |1, . ;

: X ' Keep It Simple Stupid (KISS) =
| eteos 11 [m][m2 )] Keep It Isolated Stupid (KIIS)

| ! :

| ! :

Baseband 05 |

I_’_--__'_'_'_'_I --_--Il
Application processor i Baseband Peripherals \
(TrustZone) 1 processor (GPS)

————————— .*._____———- 'P N

Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)
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Physical Unclonable Functions (PUFs) - Principle

- Physical Unclonable Functions (PUFs) are primitives for security.
- PUFs are easy to build and impossible to duplicate.
- The input and output are called a Challenge Response Pair.

— Response (R)
(0011101....1)

Challenge (C)
(100111....0)

PUFs don’t store keys in digital memory, rather derive a key based
on the physical characteristics of the hardware; thus secure.

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials Magazine, Volume 36, Issue 6,
November-December 2017, pp. 38--46.
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Principle of Generating Random
Response using PUF

BB
DO EB’H

Compare two paths with an identical delay in design
— Random process variation determines which path is faster
— An arbiter outputs 1-bit digital response

1 1-If top path
— |S faster,
Else
0

Source: Srini Devadas, Physical Unclonable Functions (PUFs) and Secure Processors, Cryptographic Hardware and Embedded Systems, 2009.
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Physical Unclonable Function (PUF) Taxonomy

Physical Unclonable Function (PUF) Taxonomy

A y y y

Silicon PUFs] ... Sensor/Energy | _gili ... ~Basedon
[ | [ Harvester PUFs | i NelEiEe (FEIRS i | Security Levels
Delay- Merﬁory- :...... Photodiode Radio Frequency  :... Strong PUF

5”{ ]i i (RF)-PUF :
: Based ' Piezoelectric ' : lled

: : gennee : +---== Controlled PUF

: ; : : uantum :

e Arbiter T SRAM ferrrr. Thermistor i (Eglectronic PUF

: e Butterfly = Weak PUF

_______ Ring Oscillator Photovoltaic Magnetic PUF

(RO) :  Or Solar ... Optical

Microelectromechanica

| Systems (MEMS)

Source: H. Thapliyal, and S. P. Mohanty, “Physical Unclonable Function (PUF)-Based Sustainable Cybersecurity”, Guest Editorial, IEEE Consumer Electronics
Magazine (MCE), Vol. 10, No. 4, July 2021, pp. 79--80.
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We Have Design a Variety of PUFs

[ X X ]
MUX 1

PUF Key

I

i [ ]

I (.4 |

I [ ] I

I

: | e

I

: : Select Lines

_________________________________ | (Challenge Bits)

PP PPy M 250 uW
L laas Sead e 50 ns

Power Optimized Hybrid Oscillator Arbiter PUF Speed Optimized Hybrid Oscillator Arbiter PUF

_ Suitable for Transportation and Energy CPS

Source: V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “Making Use of Semiconductor Manufacturing Process
Variations: FinFET-based Physical Unclonable Functions for Efficient Security Integration in the loT”, Springer Analog
Integrated Circuits and Signal Processing Journal, Volume 93, Issue 3, December 2017, pp. 429--441.

= 8
;%ﬁ*'

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

06 Jul 2021



Our SbD: Eternal-Thing: Combines Security
and Energy Harvesting at the loT-Edge

0

OTON 420
DETECTION

Thermemeters

Gateways/

Edge Devices and % Nodes Concentrators loT-Cloud

their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy Harvester Thing for Sustainable 1oT”,
IEEE Transactions on Sustainable Computing, Vol. 6, No. 2, April 2021, pp. 320-333, doi: 10.1109/TSUSC.2020.2987616.
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Our SbD based Eternal-Thing 2.0: Combines
Analog-Trojan Resilience and Energy Harvesting

at the IoT Edge

Photovoltaic

>

Aging Tolerant Trojan
Resilient

Cells

Dewces

/System- on-\
Chip (SoC)

g/esting Sys% g =t

/~ Sensors/End Transceiver

oo

\@@Q@j/

Source: S. K. Ram, S. R. Sahoo, B. B. Das, K. K.
Mahapatra, and S. P. Mohanty, “Eternal-Thing 2.0:
Analog-Trojan Resilient Ripple-Less Solar Energy
Harvesting System for Sustainable loT in Smart Cities
and Smart Villages”, arXiv Computer
Science, arXiv:2103.05615, March 2021, 24-pages.
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https://arxiv.org/abs/2103.05615

Our SdD: Approach for DPA Resilience Hardware

: Hamming code baged Ur?ifur.m Physical-Attack Tolerant
Cryptography Algorithm [ concurrent error detéctmrﬂ and == smtcl.:uﬂg T e
correction in Galois Field cell Library
Proposed Design Appaorach Uniform Power Profile
( Cront E— 3 achieved for side channel
ogra ardware TR
Azﬁi tegct lse SIJ)escri ton Uniform SWitching-Activity attack sec_urlty with some area
u p : : and minor delay overhead.
Logic Cell Library
Module DUT e ; : R
AND U1 ... ¢ Synthesized Netlist with
XOR U2R ... Error Correction in
Adder U3 »  Gate Level Synthesis |——»| Sequential Elements with
Reg U4 ... Uniformly Switching Cell
\ endmoule y . Library /

Power Profile [of the Classical Design U-13Power Profile of the Uniform Switching Design

Power (uW)

0.0 500n lu 1.5u 2u 2.5u 3u 0.0 500n 1u 1.5u 2u 2.5u 3

_ - _ . . _Time (s)
Source: J. Mathew, S. P. Mohanty, S. Banerjee, D. K. Pradha’rr,l&ﬂﬁ I\SM Jabir, "Attack Tolerant Cryptographic Hardware Design by Combining Galois Field
Error Correction and Uniform Switching Activity”, Elsevier Computers and Electrical Engineering, Vol. 39, No. 4, May 2013, pp. 1077--1087.
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Where to Store and Process Data for ML
Modeling, and where to Execute ML models?

_-=Gonsumer
Iectronics

rrrrr k

[ Into the
il .’f Quantum

.............

| ® Realm

Secure Computation,

LiVing On - \‘ . Trusted Data Storage,

the Edge and Efficient Applications

Mobile-Edge Computing
Extends Cloud Capabilities

ASIC, FGPA, SoC,
FP-SoC, GPU,
Neuromorphic,
Quantum?

Sensor, Edge,
Fog, Cloud?
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CPS - loT-Edge Vs loT-Cloud

Edge Data Center

(o
Upload 11 @
o e
-— Local
Area
| - — — e Network
Upload -=" (LAN)

’

Edge Router ’
g +* Download

~
y
~
=~

Sensors (Things) Gateway

/

: : Cluster
89 0 Middleware Edge / Fog Plane
End/Sensing Devices (Communication)
End Security/Intelligence Edge Security/Intelligence

> Minimal Data »Less Data
> Minimal Computational Resource »Less Computational Resource
> Least Accurate Data Analytics »Less Accurate Data Analytics
> \ery Rapid Response »Rapid Response

TinyML at End and/or Edge is key for smart villages.

Cloud Security/Intelligence

»Big Data

»Lots of Computational Resource

»Accurate Data Analytics

»Latency in Network

»Energy overhead in
Communications

Heavy-Duty ML is more
suitable for smart cities
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When do You Need the Blockchain?

Information of the System that may need a blockchain?

\
Does.system need permanent  No
shared data storage? —
v Yes
Blockchain is used when @ Are there multiple data E’
multiple entities are giving data contributors to system?
¥ Yes
Blockchain does not allow data Does the application No
modification after storage modify data after storage? Blockchain
Blockchain does not provide Yes No 'S r;ot q
data privacy, even ifitisin € Is data privacy required? —| heede
an encrypted format ¥ Yes
Blockchain is not required, if there ¢ Does the system work in _No,
are no trust issues in a system an untrusted e\r;wronment?
es

Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, "When Do We Need the

Blockchain?," il[EEE Consumer Electronics Magazine, Vol 10, No. 2, Mar 2021, doi: -
10.1109/MCE.2020.3015606.
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Our Smart-Yoga Pillow (SaYoPillow) with
TinyML and Blockchain based Security

: B o - :
<7 | \ x> I
| u
, - | | T T T
- 7 Edge Data | Blockchain for Person
I Personl SaYoPillow 1 dé} Processor I
- 3 . (000 0eeee -
: €3 1 ) \ Shvsiolodica Sed\ﬁe _Iglgckch@ln for Person 2
;
-
Yy 9 P BEpEE
e N , .
| Person2 SaYoPillow 2 & nalvzedl Iockch{aun for Person n
: l | S?rgsse S~ Blockchain
| : : g Data [ s based Storage
I . - A\
I I ' g UE N)) 2 a__- Secure Data
| ' ; $ 2 {oL-7 Access
| ‘ e -‘//(w@ S Smart Home Hub | EEEEEEEE TP S P - Source: L. Rac?akonda_l, A. K. Bapatla_, S. P. Mohanty, and
" N ) ;‘? | I : E. Kougianos, “SaYoPillow: Blockchain-Integrated Privacy-
| ) \ & T|ny|\/||_ at loMT-End I : a I Assured IoMT Framework for Stress Management
| I I Considering Sleeping Habit”, IEEE Transactions on
I Z\ /—X and/or IOMT'Edge 1 | E : Consumer Electronics (TCE), Vol. XX, No. YY, ZZ 2021, pp.
| Personn ——— | : = : I Accepted on 07 Dec 2020, DOI:
. SaYoPillow n Connected Home / Network | 1 User Interface | 10.1109/TCE.2020.3043683.
S ® 5 8
Sm Eleetronic st s
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Data Holds the Key for
Intelligence in CPS

& Smart Healthcare - System and Data Analytics : To Perform Tasks

Systems & Analytics
*Health cloud server
*Edge server
*Implantable Wearable Medical
Devices (IWMDs)

Machine Learning Engine

Systems & Analytics

* Clinical Decision Support Systems (CDSSSs)
» Electronic Health Records (EHRS)

Machine Learning Engine

t..

*Physiological data
* Environmental data
*Genetic data
*Historical records
*Demographics

Data t

*Physician observations
Laboratory test results
*Genetic data
*Historical records
*Demographics

_

Source: Hongxu Yin, Ayten Ozge Akmandor, Arsalan Mosenia and Niraj K. Jha (2018), "Smart Healthcare", Foundations
and Trends® in Electronic Design Automation, Vol. 12: No. 4, pp 401-466. http://dx.doi.org/10.1561/1000000054
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Challenges of Data in CPS are Multifold
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Fake Data and Fake Hardware —
Both are Equally Dangerous In CPS

Authentic Fake
An implantable medical device
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Data and System Authentication and Ownership

Protection — My 20 Years of Experiences
oy System

= |[P cores or reusable cores are
] used as a cost effective SoC
@ solution but sharing poses a
! security and ownership issues.

ip at Original
( Design House
Hacker & Goes to Another

Design House

=> Whose is it? O ®

......

=> [s it tampered with?

=> Where was it created? i 9 Wi Gwns 2
=» Who had created it? 'Researcher | 2

Chip at Another
= .. and more. Design House

Source: S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos, "Everything You Want to Know About Watermarking", IEEE Consumer
Electronics Magazine (CEM), Volume 6, Issue 3, July 2017, pp. 83--91.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data PrOtectlon

Salect Tiwra, ou) T, wa )
ImageDataln {—"'
. - —_—
| '3':&_ and P & CTalculation Unit | DataOut
ot B WatermarkDataln o .
PR E HIFREE] B i Spanal Domain R L SR o
'l ! l_ ] Second / First ————— R R R R R R (R R S S R
_ | Edege Detection S ] 41/ O y 'lmm IE— Visible e “ - *j = :.L
Tluat |
Lmay —— — Busy 3773 .
g Bomin ——= Watermarking BT | . &
- : . : =Eai
Fegister Fil= ﬁ 1 l B ma PR —. : = IEE Q‘éﬂ_‘ 1! 33
"'b.i{l _]-/é—Ab\l‘:l_ 1 4 of ——————m C]llp ‘E.!;ﬁ = \ il , ( &=+
| FE e
| e . | Start ——= DataReady : ] : e
omparator b [ = e < b 2 ey
Reset ——

! I i Clock —— ’
EM e Pin Diagram Chip Layout

Chip Design Data
-t %7 Total Area : 9.6 sq mm, No. of Gates: 28,469
. _ Power Consumption: 6.9 mW, Operating Frequency: 292 MHz
Unified Architecture
for Spat|a| and DCT Source: S. P. Mohanty, N. Ranganathan, and R. K. Namballa, "A VLSI Architecture for Visible
. . PRy Watermarking in a Secure Still Digital Camera (S?DC) Design", IEEE Transactions on Very Large Scale
Domain Watermarking ™ Integration Systems (TVLSI), Vol. 13, No. 8, August 2005, pp. 1002-1012.

v&‘/’l (3@3 ‘;} é

Electronic St s
atory (s

UNT
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Integrity

WM_DATA SEL

WM _DATA_IN
Address Shaft IM_DATA_IN —=
| Lo L o L o Decoder Register WM DATA TN »| SPATIAL DOMAIN -~ DATA OUT
= =z &g * | 4 ¥ WM_DATA_SELECT: INVISIBLE
1 ¥ MUX ROBUST/FRAGILE — = BUSY
Adder 1 = Adder2 2x1 START WATERMARKING
Image : ﬁ'l S:I’ (1—oy J RESET —= ENCODER —— DATA_READY
RAM 8 l '3"'«,.. Watermark i CLOCK —=
Multiplier 1 Multiplier 2 RAM fii— l i R, =  Sah
: ‘ Pin Diagram
; f Chip Layout
/ Subtractor =
Address MUX . .
Decoder I 2x1 1.¥ g Chlp DeS|gn Data
i i L] ¥ ¥
ayoaty XOR = MUX | Total Area : 0.87 sg mm, No. of Gates: 4,820
— — 1T 2xl [T .
IM_DATA_IN Power Consumption: 2.0 mW, Frequency: 500 MHz
ROBUST/FRAGILE| MUX rT -
- 2=xl1
i = t Unlfl_ed ArChIt.eCtUI’e fOf Source: S. P. Mohanty, E. Kougianos, and N. Ranganathan, "VLSI
Spat|a| Domain Robust Architecture and Chip for Combined Invisible Robust and Fragile
. . Watermarking”, IET Computers & Digital Techniques (CDT), September
and Fraglle Watermarklng 2007, Volume 1, Issue 5, pp. 600-611.
&= .9 5 .2
ec < ST S
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Our Design: First Ever Low-Power
Watermarking Chip for Data Quality

Original Image Watermark Image Normal Voltage vdd1 vdd2
Invisiblq Visible Watermarking Lower :
Watermarking h i Voltage Edge Detection Module Original Image— Watermarked
T Perceptual Analyzer — Image
Edge Module Watermark Image —| Low Power Chip
Detection Level Scaling and Embedding alpha—|
Module | ' i Converter Factor Module N for
1 l I %ﬁ;ﬁﬂg “Omax Visible Watermark — done
q  Invisible N Visible Factor  <bmin Slower Insertion enable — Image
— Insertion Insertion Module ~ <Pmax Clock Invisible Watermark reset —
Module MOdlllle Insertion clk1 —{ Watermarking |— busy
. . clk2 —
“waesmwieatmage” Unified Architecture for Normal Clock —
DCT Domain Watermarking DVDF Low-Power Design Pin Diagram

¢ Chip Design Data

; Total Area : 16.2 sg mm, No. of Transistors: 1.4 million
i Power Consumption: 0.3 mW, Operating Frequency:
|Chip Layout 70 MHz and 250 MHz at 1.5V and 2.5V

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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Our Hardware for Real-Time Video Watermarking

—Pp Datapath
I, B, or P I'ramcs?

Waltcrmark

Input Vidco Frame Motion |
Frames > + Estimation

S

——p Control Signal

BorP
T Motion Entro - A ‘ .
UNT UNT UNT [ Motion Estimation HVectors Co digg <—| Zig Zag H—l Quantization Watermarking Embedding
f ; I, B, P
Tt ‘ Motion e = 2 7
Watermark Pl Motion Compensation | Entropy . P
e DCT Vector Torines @ Zig Zag | Quantization

[ Drift Compensation | Entropy

Coding

Frame

[ Watermark Insertion F———»] Quantization |

[ Watermarking P/B Frame |

Output
Buffer

Inverse Motion C
Zig Zag Compensation
Inverse Motion
Zig Zag Compensation
Inverse Molion
Zig Zag Compensation

[  Entropy Code |——

(a) Video Watermarking Algorithm as a Flow Chart

| Drift Compensation

FPGA based Design Data

Resource: 28322 LE, 16532 Registers, 9 MUXes —»{DCT Wy Quantization ] Zig Zug H»{ Fniropy Coding |—p Output Compressed
Opefatlng Frequency: 100 MHZ (b) Architecture of the Video Watermrking Algorithm

Throughput: 43 fpS Source: S. P. Mohanty and E. Kougianos, "Real-Time Perceptual Watermarking Architectures for
Video Broadcasting", Journal of Systems and Software, Vol. 84, No. 5, May 2011, pp. 724--738.
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My Watermarking Research Inspired - TrustCAM

.
# "ﬁ-Multl Level Privacy Protection | —
1 Digital

Region of | : Signature
Interest ma/t < 1 using
Detection Wio 1 | TPM,Key
| ROI : Keo
Sl
. Encryptio I
L_Region of n with : y
Interest (RO
Kags: : MJP(—_;
1 | Streaming
- 4 : ‘
: Edge I Confmr)essi L Encryption :
! | Detection [ Edge RO opn with K,ee, I To Control
| 1 Station

For integrity protection, authenticity
and confidentiality of image data.

Source: https://pervasive.aau.at/BR/pubs/2010/Winkler_AVSS2010.pdf

> ldentifies sensitive image regions.
» Protects privacy sensitive image regions.
» A Trusted Platform Module (TPM) chip provides a set of security primitives.

6-‘-»04 \wﬁ? 9,

Electronic St s
toty S
= Esrasso S
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My Watermarking Research Inspired -
Secured Sensor

Sensor Characteristics
Aware Key

Column Scanner

Watermark
Adder

Row Scanner

Source: G. R. Nelson, G. A. Jullien, O. Yadid-Pecht, "CMOS Image Sensor With Watermarking Capabilities", in Proc. |IEEE International
Symposium on Circuits and Systems (ISCAS), 2005, pp. 5326-5329.
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Secure Data Curation a Solution for Fake Data?

G

Edge Training: Cloud Training:
» Data Slgnature < Data Signature
» Model Signature < Model Signature

Source: C. Yang, D. Puthal, S. P. Mohanty, and E. Kougianos, “Big-Sensing-Data Curation for the Cloud is Coming”, IEEE Consumer Electronics Magazine
(CEM), Volume 6, Issue 4, October 2017, pp. 48--56.
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Data and Security Should be
Distributed using Edge Datacenter

€&——> Data uploading to Edge Data Center
Load balancing b, Edge Data Center

V Data uploading/downloading to/from cloud

TN

|
Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load Balancing of Edge Data Centers in Fog
Computing”, IEEE Communications Magazine, Volume 56, Issue 5, May 2018, pp. 60--65.
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TinyML - Key for Smart Cities and Smart Villages

TRAIN: Iterate until you achieve satisfactory performance.

ACCESS and |
PREPROCESS
DATA

N\ ( N\ (
EXTRACT OPTIMIZE

FEATURES PARAMETERS

o = i,

N

Needs Significant:
» Computational Resource
» Computation Energy

Solution: Reduce Training
Time and/or Computational
Resource

PREDICT: Integrate trained models into applications.

~
L]

= 5 = < | c
B X Ve ¢

oy p

Source: https://www.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.htmi

p ~ - R s 7
CAPTURE
EXTRACT
couooe. | [[ERSSIINN oeds

» Computational Resource
» Computation Energy

Solution: TinyML
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Collaborative Edge Computing is Cost Effective

Edge
Computing  Computing

Local
computing

Cloud

Sustamable Computmg for Smart Villages
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/i:)
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loT Gateways and Routers TinyML at loT-Edge = Horizontal /

Cloud ~ Im (( )) t
__GSM QG 4G, and 5c_32 LTE _ ' Horizontal

< Collaboratlon

i
:é

ZigBge, Bluetooth, ejc. I Vertical
Agricultural advisory I Collaborative
Temperature (aerial survey, I Computing

irrigation, milking

ol Device
Sensor and
schedule, ...)

and Humldlty I

Smoke = . I Vertical
nght and Raln ST AEEIINEEIE Sy | Collaboration
and Ga Touch Dust (vaccmatlon
oS therapy, .

\_TinyML at loT-End Wireless Monitoring Infrastructure

Source: D. Puthal, S. P. Mohanty, S. Wilson and U. Choppali, “Collaborative Edge Computing for Smart Villages”, IEEE Consumer Electronics Magazine (MCE),
Vol. 10, No. 03, May 2021, pp. 68-71.
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Conclusions
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Conclusions

Security and Privacy are important problems in Cyber-Physical Systems (CPS).

Various elements and components of CPS including Data, Devices, System
Components, Al need security.

Both software and hardware-based attacks and solutions are possible.
Security in H-CPS, E-CPS, and T-CPS, etc. can have serious consequences.

Existing security solutions have serious overheads and may not even run in the
end-devices (e.g. a medical device) of CPS/IoT.

Hardware-Assisted Security (HAS): Security provided by hardware for: (1)
Information being processed, (2) hardware itself, (3) overall system. HAS/SbD
advocate features at early design phases, no-retrofitting.
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Future Directions

Privacy and/or Security by Design (PbD or SbD) needs research.

Security, Privacy, IP Protection of Information and System (in
Cyber-Physical Systems or CPS) need more research.

Security of systems (e.g. Smart Healthcare device/data, Smart
Grid, UAV, Smart Cars) needs research.

Sustainable Smart City and Smart Villages: need sustainable
l0T/CPS
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