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Issues Challenging City Sustainability

%"
»

Energy Crisis
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Smart City Technology - As a Solution

= Smart Cities: For effective management m_
of limited resource to serve largest

possible population to improve: Eleclronlcs

o Livability ¢,

o Workability At Different Levels:
» Smart Village

» Smart State

» Smart Country

o Sustainability
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Smart Cities Vs Smart Villages
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Smart Cities ~ CPS Types - Less nealth (oT-enabled
CPS Types - More Design Cost - Low ; =
Design Cost - High Operation Cost — Low
Operation Cost — High ~ Energy Requirement - Low

; . ouce; P.aink d l. Banerjee': -';Internet of Things-enaled mar Villages: Rece}mt Advances
Energy ReqUIrement - H Igh and Challenges," IEEE Consumer Electronics Magazine, DOI: 10.1109/MCE.2020.3013244.
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Smart Cities or Smart Villages - 3 Is

|nstrumentation

The 3ls are provided
by the Internet of
Things (1oT).
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loT = CPS - Smart Cities or Smart Villages

loT
9

Cyber Physical CPS (Smart Components)
System (CPS) ~ S

Smart Cities or Smart Villages

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Healthcare Cyber-Physical System (H-CPS)

Offline Data

“RFID Reader

RFID

Patlent
rk Hub
e Biobanks

Warables Clinical Trials Desktop Manager

H-CPS < Biosensors + Medical Devices + Wearable Requires:

Medical Devices (WMDs) + Implantable Medical < Data and Device Security
Devices (IMDs) + Internet + Healthcare database + < Data Privacy

AI/ML + Applications that connected through Internet.
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Agriculture Cyber-Physical System (A-CPS)

Solar powered smart

CSIOUC_' Lay]:er - device for plant disease
ervices for -
: and growth prediction.
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Agrlculture U sCrop  Automatic | . ..... m sCrop  Automatic pata

Device T | DeVICET jrrigation = 1 DeVICET | igation *

Layer = < Smart Agriculture Market Worth US$18.21 Billion By 2025.

O~ * () 0. 'S’ou'ses: http://www.gra@mﬂgysearch.com/press-release/gIobal-smart-agricuIture-farming-market
Farm Land sCrop App Farm Land sCrop App

Source: V. Udutalapally, S. P. Mohanty, V. Pallagani, and V. Khandelwal, “sCrop: A Novel Device for Sustainable Automatic Disease Prediction, Crop Selection, and Irrigation
in Internet-of-Agro-Things for Smart Agriculture”, IEEE Sensors Journal, Vol. 21, No. 16, August 2021, pp. 17525--17538, DOI: 10.1109/JSEN.2020.3032438.
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Transportation Cyber-Physical System (T-CPS)
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Source: Datta 2017, CE Magazine Oct 2017
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Energy Cyber-Physical System (E-CPS)

Water
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Storage
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Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Services in Smart Cities and Smart Village

Waste Manageme!

—m
Waste Managemen; WIFI, Sigfox, Neul, LoRaWAN Battery Powered and Energy Feasible but smart

LoRaWAN

Harvesting

Harvesting containers adds in cost
Air Quality Smart Weather BLE, ZigBee, 6LOWPAN, WiFI, Solar Panels, Battery Power and Feasible
Monitoring and Irrigation Cellular, Sigfox, LoRaWAN Energy Harvesting
Smart Survelllance|. NA BLE, WIFI, ZigBee, Cellular, Sigfox, Battery Power and Energy Feasible but additional

sensors needed

and Energy Scavenging

Smart Energy Smart Energy ZigBee, Z-Wave, 6LoWPAN, Sigfox, PowerGrid, Solar Power, Wind Feasible
LoRaWAN Power, Energy Harvesting
Smart Lighting Smart Lighting WIFI, ZigBee, Z-Wave, Sigfox, Power Grid, Solar Power, Energy Feasible
LoRaWAN Harvesting
Smart Healthcare Smart Healthcare | BLE, Bluetooth, WiFi, Cellular, Sigfox Power Grid, Battery Power, and Feasible
Energy Harvesting
Smart Education Smart Education LR-WPAN, WIFI and Ethernet Power Grid, Battery Power, and Feasible
Energy Harvesting
Smart Parking NA Z-Wave, WIFI, Cellular, Sigfox, Power Grid, Solar Power, Energy Feasible
LoRaWAN Harvesting
Structural Health NA BLE, WiFI, ZigBee, 6LoW-PAN, Power Grid, Solar Power, Battery Energy harvesting can be
Monitoring Sigfox Power, Energy Harvesting useful for power specs
Noise Monitoring || NA 6LoWPAN, WiFi, Cellular Battery Power, Energy Harvesting, Sound pattern identification

is a bottleneck

NA Smart Farming BLE, Bluetooth, WiFI, 6LoW- Power  Grid, Battery Power and Feasible
PAN, Sigfox, LoRaWAN Energy Harvesting
NA Smart Diary Bluetooth, Power Grid, Battery Power and Feasible
6LoWPAN, LoRaWAN Energy Harvesting
Source: S. K. Ram, B. B. Das, K. K. Mahapatra, S. P. Mohanty, and U. Choppali, “Energy Perspectives in 10T Driven Smart Villages and Smart Cities”, IEEE Consumer
Electronics Magazine (MCE), Vol. 10, No. 03, May 2021, pp. 19-28, DOI: 10.1109/MCE.2020.3023293.
"/4_ & < 3
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Challenges in 1oT/CPS Design
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loT/CPS — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT/CPS
Design and Security,
Operation — Privacy, and
Selected IP Protection

hallenge

Creating
Knowledge
and Big
Data

Source: Mohanty ICIT 2017 Keynote

S Electroni( ;
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Massive Growth of Sensors/Things

BILLIONS OF DEVICES
2018

34.8B
2019

2015 2017
1828 2848 218

2014

1428

2016

2013

11.2B

2012

8.78B

2000
loT INCEPTION

Source: https://www.linkedin.com/pulse/history-iot-industrial-internet-sensors-data-lakes-0-downtime
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Cybersecurity Challenges - System

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

AHACEED

ENTERTAINMENT
SYSTEM

AHACKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

4 ) F¥

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
& ® 5 8
£1% S

Sm Electronic
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Smart Healthcare - Cybersecurity and Privacy Issue

—Location Privacy

|dentity Threats

—Access Control

[ i

—Data Eavesdropping Impersonation Eavesdropping
Attacks Attacks
—Data Confidentiality l 1
—Data Privacy Smart '5\
Healthcare :
i

ta Disclosed

—Unique Identification

—Data Integrity

Selected Smart Healthcare Security/Privacy
Challenges

—Device Security

-

Without
Authorization

Bl from Patient
Radic

HIPAA

Health Insurance Portability
and Accountability Act

HIPPA Privacy Violation by Types

Data
Compromised
by Hackers

Improper
Disposal Of

6% Data
5%

Data Lost and
Not Accounted
For
12%

Data Physically
Stolen
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loMT/H-CPS Security Issue Is Real and Scary

= Insulin pumps are vulnerable to hacking, FDA warns amid recall:

https://www.washingtonpost.com/health/2019/06/28/insulin-pumps-are-vulnerable-hacking-fda-
warns-amid-recall/

= Software vulnerabilities In some medical devices could leave them
susceptible to hackers, FDA warns:
https://www.cnn.com/2019/10/02/health/fda-medical-devices-hackers-trnd/index.html

= FDA Issues Recall For Medtronic mHealth Devices Over Hacking Concerns:

https://mhealthintelligence.com/news/fda-issues-recall-for-medtronic-mhealth-devices-over-
hacking-concerns
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Reliable Supply Chain: Food Supply Chain:
Farm -2 Dinning

How to ensure quality food
through legitimate supply chain?

'ﬁ. . Retails
O

Service of
Transportation lg»g‘ Food

Consumption
By Users

Processing

Fa‘rming &
Growing

Source: A. M. Joshi, U. P. Shukla, and S. P. Mohanty, “Smart Healthcare for Diabetes: A COVID-19 Perspective”, arXiv Quantitative Biology, arXiv:2008.11153, August 2020, 18-pages.

e GRELY™

13-Dec-2021 SbD for IoT-Enabled Systems - Prof./Dr. S. P. Mohanty 50



https://arxiv.org/abs/2008.11153

Smart Car — Modification of Input
Slgnal of Control Can be Dangerous

» Typically vehicles are controlled by human drivers

» Designing an Autonomous Venhicle (AV) requires decision chains.

» AV actuators controlled by algorithms.

» Decision chain involves sensor data, perception, planning and
actuation.

» Perception transforms sensory data to useful information.

» Planning involves decision making.

Data Information Decisions
(uncertainty) (probablistic) {Controls) ——
' : / )/ \

| : o L
Sensors | Perception Planning | lActuator |

Source: Plathottam 2018, COMSNETS 2018 SN p SNy
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Smart Grid Attacks can be Catastrophlc

Threats

Security group
knowledge

Information
leakage

Access point

Unpatched
System

Weak cyber
security

Source: R. K. Kaur, L. K. Singh and B. Pandey, "Security Analysis of Smart Grids: Successes
and Challenges," IEEE Consumer Electronics Magazine, vol. 8, no. 2, pp. 10-15, Mar 2019.

Vulnerabllltles

—» Management def|C|enC|es of

, network access rules

Inaccurate critical assests

documentation

‘* Unencrypted services in IT
> \Weak protection credentials

»Improper access point
»Remote access deficiency
- Firewall filtering deficiency

system services

-+ Buffer overflow in control

> SQL injection vulnerability

Source of Threats

> Phishers
™ Nation
+ Hacker
-+ Insider
-+ Terrorist

» Spyware /
Malware
authors

> Unpatched operating system
* Unpatched third party application

Attacks

Impacts

+ Spammers

»> Stuxnet

-~ Night Dragon

-+ Virus

-+Denial of service
»Trojan horse
»>\Worm

—Zero day exploit
~ Logical bomb
~ Phishing

~» Distributed DoS

~ False data Injection

- Ukraine power attack 2015
» Stuxnet attack in Iran, 2010

, Browns Ferry plant,
Alabama 2006

. Emergency shut down of Hatch
Nuclear Power Plant, 2008

R Slammer attack at Davis-
Besse power plant, 2001

+ Attacks at South Korea NPP, 2015

13-Dec-2021
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Selected Attacks on an Electronic Device —
Cybersecurity, Privacy, IP Rights

Applications >
‘ . ' Network Attacks
&) perating Syste Copyright Attack
Output
Input P Information
Information (Copyrighted)
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Privacy Challenge — System, Location

collect information about location tracking,
me, my car, break forward secrecy

and my surroundings

L Infrastructure '11
Sensor ’ <
Data | Processing Processing |«— Sgra\f:r
Data in A
transit
: Data at s : Data at :
“vehicle rest | Meta rest In-vehicle
maIYvare B SR

] L. |

store S/PIl  privacy inferences
J. Petit et al.,"Rewvisiting Attacker Models for Smart Vehicles”, WiVec'| 4.

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-hat-europe-it-s-easy-and-costs-
only-60-to-hack-self-driving-car-sensors.html
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Challenges of Data in IoT/CPS are Multifold
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Fake Data and Fake Hardware —
Both are Equally Dangerous In CPS

Authentic Fake
An implantable medical device

—_—
Q

Al car create fake data (Deepfake) ! A plug-in for car-engine computers

E'('V ] ) 3
S Electmnic é&?ﬁi
SbD for IoT-Enabled Systems - Prof./Dx. S. P. Mohanty tox-y s
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Al Security - Trojans in Artificial Intelligence
(TroiAQ

Label: —
Stop sign

Adversaries can insert
L abel Trojans into Als, leaving
Speed limit sign @ trigger for bad behavior
that they can activate

Source: https://www.iarpa.gov/index.php?option=com_content&view=article&id=1150&Itemid=448 during the Al,S Ope rations

& @& 5 W
& = =
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Cybrsecurity Solution for loT/CPS
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C- Confidentiality, | — Integrity, A - Availability, AC — Accountability, AU —
Auditability, TW — Trustworthiness, NR - Non-repudiation, P - Privacy

loT Cybersecurity - Attacks and Countermeasures

Computing
nodes
Edge
nodes
RFID tags
Communication

Edge computing

Countermeasures

Side-channel signal analysis

Trojan activation methods

Intrusion Detection Systems (IDSs)

Securing firmware update

Circuit/design modification

Kill/sleep command

Isolation

Blocking

Anonymous tag

Distance estimation

Personal firewall

Cryptographic schemes

Reliable routing

De-patterning and
Decentralization

Role-based authorization

Information Flooding

Threat Against
Hardware Trojans All !
Side-channel attacks C,AU,NR,P :
Denial of Service (DoS) A,AC,AU,NR,P
Physical attacks All
Node replication attacks All
Camouflage All
Corrupted node All
Tracking P, NR
Inventorying P, NR
Tag cloning All
Counterfeiting All
Eavesdropping C.NR.,P
Injecting fraudulent packets | P,LAU,TW NR |
Routing attacks C,LACNR,P
Unauthorized conversation All
Malicious injection All
Integrity attacks against C,I
learning
Non-standard frameworks All
and madequate testing
Insufficient/Inessential C,ACNR,P

logging

Pre-testing

Outlier detection

Source: A. Mosenia, and Niraj K. Jha. "A Comprehensive Study of Security of Internet-of-Things",
IEEE Transactions on Emerging Topics in Computing, 5(4), 2016, pp. 586-602.
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Our Swing-Pay: NFC Cybersecurity Solution

Fingerprint Power Supply Sltart
Sensor
Get ID from
Crig/ NFC Module
Com from Receiver
y }
@ Sl Start
NFC Amigunt 5
Ant ,‘_
ntenna — Verty
13 GSM Antenna Fingerprint Flnget[prlnt
o, i Data ata
Keypad Swing Pay l
Approved No | Approved NO|
? ?
Yes l Yes l
Send Data Send Data over
over GSM NEC P2P
Payer Module Payee Module

Source: S. Ghosh, J. Goswami, A. Majumder, A. Kumar, S. P. Mohanty, and B. K. Bhattacharyya, "Swing-Pay: One Card Meets All
User Payment and Identity Needs", IEEE Consumer Electronics Magazine (MCE), Volume 6, Issue 1, January 2017, pp. 82--93.

— ™ it : ]

& ® S 8
Sm Electronic £1 % s
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RFID Cybersecurity - Solutions

Selected RFID Security Methods

Killingslaas Sleeping Faraday Blocker Tag Minimalist Proxy
LR Tags Cage Tags Relabeling | Cryptography Privacy
Devices

Safe Zone

Reader

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security
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Firmware Cybersecurity - Solution

W Image

Private Key%

}

\ 4

Hash

Sign
(RSA)

Secure
Off-Line

Environment

Signatur

Secure Flash Programming

Hash

(RTSA) Re \»\65“

@ﬁ Public Key

sh
: >| Compare
gnatu,-e Verify ‘e(eﬂoe

Report
Error

13-Dec-2021

Source: https://www.nxp.com/docs/en/white-paper/AUTOSECURITYWP.pdf
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Nonvolatile Memory Security and Protection

Hardware-based encryption of
data secured/protected by strong
password/PIN authentication.

-
2
ABC
4
o
6
o
8
o
0

Software-based encryption to secure
systems and partitions of hard drive.

Source: http://datalocker.com

Nonvolatile / Harddrive Storage

Some performance penalty due to increase in latency!

& ® 2 8

S Electronic stemms
tory (S
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Embedded Memory Security

Trusted On-Chip Boundary

Read Decoder

| |
I Embedded I Update Merkle (Value) and Hash
: Processor : Hash Tree from Memory
1 S r
| |
| |
: . L1 Sensor I Update Merkle Sensor Yes = Check
: Verify Cache Module I Hash Tree Attack —> Hash
. Hash Current/ | ? Tree
I Hash Temperature
: Cache Encryption/ I 1 No

Decryption I
: Module : Update Merkle Do not check hash
—————————— O Hash Tree Proceed with read

Write Operation Read Operation

- _ Memory integrity verification with 85% energy
On-Chip/On-Board Memory Protection savings with minimal performance overhead.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for Memory Integrity Detection and Protection
in Embedded Systems”, Springer Circuits, Systems, and Signal Processing Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.
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Smart Healthcare Cybersecurity

PDA

Glucose Level

Continuous

Glucose & @

Sensor

Insulin Pump

L
'S
o

Glucose Meter Remote Control

Insulin Delivery System

Key

1

Encryption

Information Bits

(i.e., control command) Transmitted Data

Rolling Code Encoder in Remote Control

Report Data/Control

Insulin Pump

Insulin Pump

Universal Software
Radio Peripheral

Active Attacks

Impersonation
V

Universal Software
Radio Peripheral

Security Attacks

k?
e/

Remote Control

Insulin Pump’s

Received Data Sequence Counter

Comparison: Whether
within a Range

, Q Y
Qecryptlon \ 4 \ 4 \

Received Information (i.e., Accept Drop
control command)

\ 4

Rolling Code Decoder in Insulin Pump
Source: Li and Jha 2011: HEALTH 2011
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Blockchain in Smart Healthcare

—»

Laboratory technician wants A block containing the The block is verified and approved.
to attach a new medical medical data, a timestamp
referral to a patient HER. and the author is created.

The block is delivered to all the peers in the
patient’s network, such as the patient itself,
his/her family members, and general
practitioner.

Can It preserve privacy?

The block is inserted in the chain

Source: C. Esposno A. De Santis, G. Tortora, H. Chang and K. R. Choo, "Blockchain: A Panacea for Healthcare and linked with the previous
Cloud-Based Data Security and Privacy?," IEEE Cloud Computing, vol. 5, no. 1, pp. 31-37, Jan./Feb. 2018. blocks.
g:l‘ '[/"\1 \ ‘;} g
S Elec tronic%slt;e;#ls
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Autonomous Car Cybersecurity —
Collision Avoidance

 Attack: Feeding of malicious sensor o =
measurements to the control and the A,
collision avoidance module. Such an attack = / \
on a position sensor can result in collisions %,,, ,/ \
. — |
between the vehicles. £ | !
d Solutions: “Dynamic Watermarking” of s} \ /,’
signals to detect and stop such attacks on X S
. 1000 F o 4
cyber-physical systems. i
. . — — = Without Dynamic Watermarking
d Idea: Superimpose each actuator i a | | JEes Wit Dynamic Watermarking
random signal eft] (watermark) on control ™ 0 i o
pOIiCy_SpeCiﬁed input Source: Ko 2016, CPS-Sec 2016
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Drawbacks of Existing

Cybersecurity Solutions
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Category

l0oT/CPS Cybersecurity Solutions —

Advantages and Disadvantages

Current Approaches

Advantages

Disadvantages

Confidentiality

Symmetric key cryptography

Low computation overhead

Key distribution problem

Asymmetric key cryptography

Good for key distribution

High computation overhead

Integrity

Message authentication codes

Verification of message contents

Additional computation overhead

Availability

Signature-based authentication

Avoids unnecessary signature
computations

Requires additional infrastructure and
rekeying scheme

Authentication

Physically unclonable functions (PUFs)

High speed

Additional implementation challenges

Message authentication codes

Verification of sender

Computation overhead

Nonrepudiation

Digital signatures

Link message to sender

Difficult in pseudonymous systems

Public-key cryptography

Integratable with hardware

: : Pseudonym Disguise true identity Vulnerable to pattern analysis
Identity privacy Attribute-based credentials Restrict access to information Require shared secrets with all
based on shared secrets desired services
: Differential privacy Limit privacy exposure of any single | True user-level privacy still chal-
gﬁegg}?tlon data record lenging

Computationally intensive

Location privacy

Location cloaking

Personalized privacy

Requires additional infrastructure

Usage privacy

Differential privacy

Limit privacy exposure of any single
data record

Recurrent/time-series data challenging
to keep private

Source: D. A. Hahn, A. Munir, and S. P. Mohanty, “Security and Privacy Issues in Contemporary Consumer Electronics”, IEEE Consumer Electronics Magazine, Vol 8, No. 1, Jan 2019, pp. 95--99.
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IT Cybersecurity Solutions Can’t be Directly
Extended to IoT/CPS Cybersecurity

IT Cybersecurity _

» IT infrastructure may be well = loT may be deployed in open hostile
protected rooms environments

= Limited variety of IT network devices = Significantly large variety of loT devices

= Millions of IT devices = Billions of 0T devices

= Significant computational power to = May not have computational power to run
run heavy-duty security solutions security solutions

= |IT security breach can be costly = 0T security breach (e.g. in a IoMT device like

pacemaker, insulin pump) can be life threatening

Maintaining of Cybersecurity of Electronic Systems, |oT, CPS, needs Energy,
and affects performance.
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Cybersecurity Measures in Healthcare
~ Cyber-Physical Systems is Hard

-

i @ "'-— B \
i e L Collectively (WMD+IMD):

Implantable and Wearable
Medical Devices (IWMDs)

~_ Implantable and Wearable Medical
Devices (IWMDs):
- Longer Battery life

| —> Safer device

| - Smaller size

- Smaller weight

‘ = Not much computational capability

v-;. &
| Impersonation
Attacks
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H-CPS Cybersecurity Measures is Hard
- Energy Constrained

Neurostimulator
. Battery Life
| - 8 years

Battery Life
- 10 years

» Implantable Medical Devices (IMDs) have integrated battery to provide energy to all their
functions - Limited Battery Life depending on functions

» Higher battery/energy usage - Lower IMD lifetime
> Battery/IMD replacement - Needs surgical risky procedures

Source: C. Camara, P. Peris-Lopeza, and J. E.Tapiadora, “Security and privacy issues in implantable medical devices: A comprehensive survey", Elsevier Journal of
Biomedical Informatics, Volume 55, June 2015, Pages 272-289.
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Smart Car Cybersecurity - Latency Constrained

Protecting Communications
Particularly any Modems for In-
vehicle Infotainment (IVI) or in On-
board Diagnostics (OBD-II)

Over The Air (OTA) Management
From the Cloud to Each Car

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive cybersecurity issues.

Protecting Each Module

Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

Source: http://lwww.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805. pdf

~ Connected cars require latency of ms to _ _
communicate and avoid impending crash: Security Mechanism Affects: R~
o Faster connection . Latency & Lo
o Low latency  Mileage Blazis
o Energy efficiency - Battery Life Car Cybersecurity —

Latency Constrained

Pl

__4, &L
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SbD for IoT-Enabled Systems - Prof./Dx. S. P. Mohanty atory (S
e UNT & ”ﬂ 167

EST.1890

13-Dec-2021



UAV Cybersecurlty Energy & Latency Constrained

Communlcatlon
protocol

. Application Logic Security

. Control System Security

. Both

Vehicle State

1;: ET*

Guidance
Determine

% 14— GPsS

Navigation Controller

& Determine 0
: Bias/ Pros. Vel. Alt. Guidance Path Aircraft
Magnetometer -
g Scale Plot Route, and Stabilize Actuator Dynamics
F Accel Aircraft i
PI ;
otStatic Sensor (Adjustable

System

Fusor

Source: http://www.secmation.com/control-design/
Cybersecurity Mechanisms Affect: —
- . . |SYSTEM FAIED!

Battery Life [EGHSHGYN \Weight Aerodynamics paiite-

UAV Security — Energy and Latency Constraints
Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
o 2N\
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High Energy
Consumption

Lack of

‘ Scalability
» High

Latency

Source: https://www.etorox.com

a

Lack of
Privacy

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das,
“Everything you Wanted to Know about the Blockchain”, IEEE Consumer
Electronics Magazine, Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Energy Need is Huge

peiiiy

P
2

Energy caﬁgumption 2 years

Energy for mining of 1 bitcoin of a US household
T ‘»_..'»_':Ji
&\ Energy | '
| consumption 80,000 X

BSs= for each bitcoin

Energy consumption of
a credit card processing

Electronic Systemn
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Descriptions

Many payments are made with a body of
funds
Blocks are modified, and

transactions are inserted

A miner with more than half of the
network’s computational power dominates

the verification process

An entity’s private key is stolen

The software systems that implement a

blockchain are compromised

fraudulent

Blockchain has Cybersecurity Challenges

Defence
Complexity  of mining
process
Distributed consensus

Detection methods and
design of incentives

Reputation of the
blockchain on identities
Advanced Intrusion

detection systems

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things Devices,” IEEE Consumer Electronics
Magazine, vol. 8, no. 3, pp. 28-34, May 2019.
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Source: J. Lee, "Rise of Anonymous Cryptocurrencies: Brief Introduction”, IEEE Consumer Electronics Magazine, vol. 8, no. 5, pp. 20-25, S

Blockchain has Serious Privacy Issue

Release

Hardware Mineable

Rich List

Sender Address Hidden

Sent Amount Hidden

Privacy

Fungibility

January
2009

Yes

January
2014

Yes

Yes

Yes

No

No

No

2014

Yes

Yes

2014

February
2016

No

No

No

2016

Yes

Yes

eptember 2019.
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When do You Need the Blockchain?

Information of the System that may need a blockchain?

\
Blockchain provides historical Does system need permanent  No
consistent data storage shared data storage?
¥ Yes
Blockchain is used when Are there multiple data No
multiple entities are giving data contributors to system?
¥ Yes
Blockchain does not allow data Does the application &
modification after storage modify data after storage? Blockchain
: : IS not
Blockchain does not provide : pes _ No| needed
data privacy, even ifitisin € Is data privacy required? —
an encrypted format ¥ Yes
Blockchain is not required, if there ¢ Does the system work in _Noj|
are no trust issues in a system an untrusted environment?
Yes
No
—
: , " Yes
Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, "When Do We Need the .
Blockchain?," IEEE Consumer Electronics Magazine, Vol 10, No. 2, Mar 2021, pp. 53--56. Your system needs the blockchain
P
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Cybersecurity Attacks -
Software Vs Hardware Based

Software Based

= Software attacks via communication channels
= Typically from remote
= More frequent

= Selected Software based:
o Denial-of-Service (DoS)
o Routing Attacks
o Malicious Injection
o Injection of fraudulent packets
o Snooping attack of memory
o Spoofing attack of memory and IP address
o Password-based attacks

= Hardware or physical attacks
= Maybe local
= More difficult to prevent

= Selected Hardware based:
o Hardware backdoors (e.g. Trojan)
o Inducing faults
o Electronic system tampering/ jailbreaking
o Eavesdropping for protected memory
o Side channel attack
o Hardware counterfeiting

Source: Mohanty ICCE Panel 2018
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Cybersecurity Solutions —
Software Vs Hardware Based

g

Software Based

= Introduces latency in operation
= Flexible - Easy to use, upgrade and update

= Wider-Use - Use for all devices in an
organization

= Higher recurring operational cost

= Tasks of encryption easy compared to
hardware — substitution tables

= Needs general purpose processor
= Can’t stop hardware reverse engineering

Source: Mohanty ICCE Panel 2018

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared to
software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks
= Can’t stop software reverse engineering

13-Dec-2021
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Cybersecurity Nightmare € Quantum Computing

Edge Data
Center

-
- ~a Local
Area
= =) - Network

"""" (LAN)

N i
4 5
,,,,, Sensors (Things) Gateway using Quantum
e i . Clust : - '
Tefoerature,, uster loT-Edge Devices ig!trﬁ IFast qufantum colr(nputlng resources
loT-End Devices . Igh latency in network _
In-Sensor/End-Device Edge Computing »Breaks every encryption in no time
: »Less computational resource
Computing »Minimal latency in network
» Minimal computational resource >Lightweight security
> Negligible latency in network A quantum computer could break a
> Very lightweight security 2048-bit RSA encryption in 8 hours.
feory (SESL)
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Security-by-Design (SbD) —
The Principle
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loT/CPS D

esign — Multiple Objectives

Smart Cities
Vs
Smart Villages

Recurring Operational Cos

Source: Mohanty ICCE 2019 Keynote
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Privacy by Design (PbD) =2 General
Data Protection Regulation (GPDR)

1995 2018
Privacy by Design (PbD) General Data Protection Regulation
| (GDPR)
“ Treat privacy concerns as » GDPR makes Privacy by Design (PbD)

design requirements  when a legal requirement
developing technology, rather
than trying to retrofit privacy
controls after it is built

Security by Design
aka
Secure by Design (SbD)

o (b ;} §,
Sm Electronic £1% s
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Security by Design (SbD) and/or
Privacy by Design (PbD)
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Security by Design (SbD) and/or
Privacy by Design (PbD)
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Hardware-Assisted Security (HAS)

Software based Security:

o A general purposed processor is a deterministic machine that computes the next
Instruction based on the program counter.

o Software based security approaches that rely on some form of encryption can’t be
full proof as breaking them is just matter of time.

o It Is projected that quantum computers that use different paradigms than the
existing computers will make things worse.

Hardware-Assisted Security (HAS): Security/Protection provided by the

hardware: for information being processed by an electronic system, for

hardware itself, and/or for the system.

13-Dec-2021
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Hardware-Assisted Security (HAS)

Hardware-Assisted Security: Security provided by hardware for:

(1) information being processed, ‘Privacy by Design (PbD)
(2) hardware itseft Security/Secure by Design (SbD)

(3) overall system
Additional hardware components used for cybersecurity.

Hardware design modification is performed.
System design modification is performed.

RF Hardware Security  Digital Hardware Security — Side Channel

Hardware Trojan Protection IfofHalN Securty PAvCy, Protection

Bluetooth Hardvware Security | SBIRIGRNON] Oici=! Core 1P Protection

Source: Mohanty ICCE 2018 Panel

Source: E. Kougianos, S. P. Mohanty, and R. N. Mahapatra, "Hardware Assisted Watermarking for Multimedia”, Special Issue on Circuits and Systems for Real-Time

Security and Copyright Protection of Multimedia, Elsevier International Journal on Computers and Electrical Engineering, Vol 35, No. 2, Mar 2009, pp. 339-358..
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Secure SoC Design: Alternatives

= Addition of security and Al features in SoC:

o Algorithms

o Protocols

o Architectures

o Accelerators / Engines — Cybersecurity and Al Instructions

Consideration of security as a dimension in the design flow:

o New design methodology

o Design automation or computer aided design (CAD) tools for fast
design space exploration.

13-Dec-2021
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loT — Design Flow

B-©-

Concept High Level Design Component Level Design Design Analysis

Wit Writing Application Programming ~ Client Integration : Next

Sensor and Component D”t'_ng Interface (APIs) for Cloud (Desktop, Tablet, ' giap
evice Infrastructure Mobile)

Assembly Dri . '

rIVers Prototyping !

How to integrate cybersecurity and privacy at every stage of design flow?
Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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loT — Design Flow

Release and
Documentation

How to validate and document cybersecurity and privacy features at every stage of production?

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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CPS - loT-Edge Vs loT-Cloud

Edge Data Center

(|
o
= N -

Ss., Local

Area
_.» Network
-7 (LAN)
ol

,/
> Download

Upload

Edge Router

Cloud Security/Intelligence

Sensors (Things) »Big Data

Gateway

/

T Cluster | > Lots of Computational Resource
~ Ry Middleware Edge/Fog Plane >A t D ¢ A I )
End/Sensing Devices (Communication) Ccurae_ ata Analytics
_ _ : : »Latency in Network
End Security/Intelligence Edge Security/Intelligence »Energy Overhead in Communications
» Minimal Data »>Less Data |
» Minimal Computational Resource »Less Computational Resource
> Least Accurate Data Analytics >Less Accurate Data Analytics  FaauyeDuty ML is more
' »Rapid Response : "
>_ very Rapid Response _ b _p suitable for smart cities
TinyML at End and/or Edge is key for smart villages.
& ® 5 8
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Security-by-Design (SbD) —
Specific Examples
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Secure Digital Camera (SDC) — My Invention

Active Pixel Sensors :
Shutter/Lens Analog- Vi Display
-~ Onboard (User Interface)
—| to-Digital
Memory
$ Converter —
Shutter | i
Controller - —&
Vo Key ——— o V, I
Secunty ~ l ?iiiii".: :. . | —
4|> Unit | System —] DSP lPéEU
1 _+ Controller V2
v 4 — Y Vo
Privacy . Copyrlght Flash L Control
V2l ynit Unit Memory | |— pata

Security and/or Privacy by Design
(SbD and/or PbD)

Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”, Elsevier Journal of Systems Architecture (JSA),
Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
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Hardware Cybersecurity Primitives
— TPM, HSM, TrustZone, and PUF

Endorsement Key (EK)
random number
generator
Storage Root
Key (SRK)
RSA key generator

Platform Configuration
Registers (PCR)
Attestation Identity
Keys (AIK)

encryption-decryption- storage ke
signature engine g "

Trusted Platforrh
Hardware Security Module (HSM)  Module (TPM)

Mobile device Source: C. Marforio, N. Karapanos, C|
Soriente, K. Kostiainen, and S. Capkun,

(e.g., Android)

SO A A e - f S martphones as Practical and Secure Location

: Normal world (NW) : E (SSEV(.\‘}L;FB world E\S/erigggtion TokePnsfotr PLym(ejants. 2014|1_. t

"| Appl || App2 |1, . ;

: X ' Keep It Simple Stupid (KISS) =
| eteos 11 [m][m2 )] Keep It Isolated Stupid (KIIS)

| ! :

| ! :

Baseband 05 |

I_’_--__'_'_'_'_I --_--Il
Application processor i Baseband Peripherals \
(TrustZone) 1 processor (GPS)

————————— .*._____———- 'P N

Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)
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We Have DeS|qn a Variety of PUFs - DLFET Based

Set 1

[ X X ]
MUX 1

I
i [ ]

I b |

| [ ] :

|

: l (1

| : D Q— PUF Key
: | Select Lines
_________________________________ | (Challenge Bits)
7777777777777777777777777777777777 D-FlipFlop

Select Lines
(Challenge Bits)

Power Optimized Hybrid Oscillator Arbiter PUF

T
————————————————————————————————— 1 .
: Y N o — PUF Key
1 Output
I I ' ' ' ' ' 1 D-FlipFlop Bt
‘ : —— e lor0

2323333
I . 151 uW
i 50 ns

Speed Optimized Hybrid Oscillator Arbiter PUF
Suitable for Transportation and Energy CPS

Source: V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “Making Use of Manufacturing Process Variations: A Dopingless Transistor Based-PUF for Hardware-Assisted
Security”, IEEE Transactions on Semiconductor Manufacturing (TSM), Volume 31, Issue 2, May 2018, pp. 285--294.
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PMsec: Our Secure by Design Approach
for Robust Security in Healthcare CPS

End Devices Edge Router nq

- O -

g . 11 ()]

Internet

/’ Network 0
/Z 4
» Edge Servers , © (Lt
> e’
N I » /’ JRe
—~ y ’;:?C\( Remote
/’ ' ; b Connection
/ \
/7
/7
2 £ Doctor/ Nurse Remotely
Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Challenge Medical At the DOCtor
— > edica .
PUFinte Device — » When a new IoMT-Device
allenge Server esponse esponse
Challenge 2 (PUF) "7 comes for an User
Output Device Registration Procedure
Hash ———
N’ [ Secure ]
Enrollment Phase Secure Database Database

PUF Security Full Proof:
» Only server PUF Challenges are stored, not Responses
» Impossible to generate Responses without PUF

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical
Unclonable Function-Based Robust and Lightweight Authentication in the Internet of Medical Things”,
IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Chal]enge’ At the DOCtor
___ PUEinthe e Devicein _ » When doctor needs to access
Challenge 2 erver Esponse Question  Response

an existing loMT-device

Output
Hash . Authentic Device Authentication Procedure
ompare
- . Device is not Secure
Original .
F—/ String Authentic [ Database J
S Cl1

Secure Database

R1"—

Authentication Phase R -

- Compare ‘
Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable X=X
Function-Based Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE o |
Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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IoMT Securlty Our Proposed PMsec

Average Power Overhead
200 pW

Ring Oscillator PUF — 64-bit, 128-bit,

Time to Generate the Key at Server 800 ms
Time to Generate the Key at IoMT Device 800 ms
Time to Authenticate the Device 1.2 sec-1.5sec

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics, Vol 65, No 3, Aug 2019, pp. 388--397.
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IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

Continuous
Glucose
Monitoring

Hospital

8=

—

- > !A"p =
Cloud Storage o

v
ma
Doctor

Near Infrared (NIR) based
Noninvasive, Accurate,
Continuous Glucose Monitoring

P. Jain, A. M. Joshi, and S. P. Mohanty, “iGLU: An Intelligent Device for Accurate Non-Invasive Blood Glucose-Level Monitoring in Smart Healthcare”, IEEE Consumer
Electronics Magazine (MCE), Vol. 9, No. 1, January 2020, pp. 35-42.
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Secure-IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

|GII5UI_InsuI|n Secure-iGLU
clivery Controller
Subsystem (PUF)
(PUF) ! I
£adge Datacenter
IGLU Glucose-Level or Cloud
Monitoring Datacenter iGLU Device Secure-
Subsystem (CRPs from PUFs -
(PUF% > of Devices) (IOMT NOde) IGLU
PUF Controller
!i (PUF)
Challenge™Response Table
—_
Arbiter PUF — 64-bit, 128-bit, 256 bit ...
100101001 101001010
. N — | - : : Match
Source: A. M. Joshi, P. Jain, and S. P. Mohanty, “Secure-iGLU: A Secure Device for Noninvasive | |
Glucose Measurement and Automatic Insulin Delivery in loMT Framework”, Proceedings of the : P
19th IEEE Computer Society Annual Symposium on VLS (ISVLSI), 2020, pp. 440-445. 010111001 :
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Our SbD: Eternal-Thing: Combines Security
and Energy Harvesting at the loT-Edge

| . :
&& AN \_ &) A
I & ° |l
// “\ .. @
\ /, . Q g ‘ *
I HnEl e B . I
vy \_ Trans-receivey |
|

-
e W T 24
- e A CE ’,'7 o D%
L ., - -~ i %E=
@G | % : N@e)
gLl

loT Smar . Gateways/

Edge Devices and Nodes Concentrators loT-Cloud

their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy Harvester Thing for
Sustainable I10T”, IEEE Transactions on Sustainable Computing, Vol. 6, No. 2, April 2021, pp. 320--333.

s i

tory

S Electroni
SbD for IoT-Enabled Systems - Prof./Dr. S. P. Mohanty %‘
UNT

13-Dec-2021 222



Our SbD based Eternal-Thing 2.0: Combines
Analog-Trojan Resilience and Energy Harvesting

at the IoT Edge
= . /Sys \
| { /g‘a_, \ iﬁi;e(rgoog)

Photovoltaic Resilient

Cells

>

Aging Tolerant Trojan

g/esting Sys% 8
¢ SenseElEE Transceiver |

DeV|ces

®((i§)®

\@@Q@j/

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K.
Mahapatra, and S. P. Mohanty, “Eternal-Thing 2.0:
Analog-Trojan Resilient Ripple-Less Solar Harvesting
System for Sustainable loT”, arXiv Computer
Science, arXiv:2103.05615, March 2021, 24-pages.
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https://arxiv.org/abs/2103.05615

loT-Friendly Blockchain — Our Proof-of-
Authentication (PoAh) based Blockchain

Blockchain doesn't loT-End and loT-Edge Devices

inheritably guarantee don’t have enough horse power

security and privacy. ' to run PoOW/PoS like heavy duty
consensus algorithms.

- Blockchalin

Trx-2 Trx-p
Private/Permissioned Blockchain with
Trusted or partially-trusted nodes

loT = :
End Devices &

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: 10T-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No. 1 Januarv 2019, pp. 26--29
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Our Proof-of-Authentication (PoAh)
A7 — <)

A Create Block Solve Puzzle BroadcasttheR o0 ¢ ¢ \Work (Pow)
: Proof-of-Work

Process (PoW)
Starts Again )" luisidel ™ il i - .
Eliminates  cryptographic

o ~ — — — — =~ " “puzzle” solving to validate
Proof of Authentication (PoAh) Transmit to fTrusted Nodes\ bl?ocks. L

Trusted Nodes: Network |

Uses a cryptographic
Nodes form Block |z authentication mechanism.

of Transactions

Consensus Time - 3 sec
Power Consumption — 3.5 W
Performance — 200X faster than PoW WBHW

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No. 1, January 2019, pp. 26--29.
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Our PoAh-Chain Runs in Resource
Constrained Environment

= & .
Participant 1 I Participant 2 . N
| L. Participant 3

Our PoAh-Chain Runs even in loT-end devices.

Blockchain using PoW Needs Significant Resource

00,0000 W

Source: D. Puthal, S. P. Mohanty, V. P. Yanambaka, and E. Kougianos, “PoAh: A Novel _ SN N
Consensus Algorithm for Fast Scalable Private Blockchain for Large-scale IloT G WA S ' g R a\':... GURCY =2
Frameworks”, arXiv Computer Science, arXiv:2001.07297, January 2020, 26-pages. Source: https://www.iea.org/newsroom/news/2019/july/bitcoin-energy-use-mined-the-gap.html
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https://arxiv.org/abs/2001.07297

Time in Seconds

Our PoAh 1s 200X Faster than PoW While
Consuming a Very Minimal Energy

Consensus Algorithm Blockchain | Prone To | Power Time for
Type Attacks Consumption | Consensus
Proof-of-Work (PoW) Public Sybil, 51% | 538 KWh 10 min
Proof-of-Stake (PoS) Public Sybil, DoS | 5.5 KWh
Proof-of-Authentication (PoAh) | Private Not Known | 3.5 W 3 sec

10 ZIHPISCIAZ}: IEIIXZ:cl;JtZiEOE:;SOE 310 320 330
Source: D. Puthal, S. P. Mohanty, P. Nanda, E. Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems”, in Proc. 37th IEEE International Conference on Consumer Electronlcs (ICCE) 2019
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We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (loE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.

& @ = 8

Sm E eetronfc“%s%lﬁ;s
SbD for IoT-Enabled Systems - Prof./Dx. S. P. Mohanty atory (S

13-Dec-2021 > UNT S5

233



PUFchain: Our Hardware-Assisted Scalable Blockchain

PUFChain 2 Modes:
(1) PUF Mode and
(2) PUFChain Mode

v PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

:PUFchaln System Model '™~ 4
“h-.-—:"

Jloud © Can provide:
orage o
= Device, System, and
Data Security
 PUF 'L__J
‘m Tl'tedee
- “Block™ PUI J :
Block with PUF| Broadcasted
Kn:*_g,r added to them—————.
to P2P Network ——1
IoT Device Wlth _ _
PUF Module PUFchain Working Model

Transaction Complete

Distributed Ledger P /)

w Device using
PUF key

Trusted Node
Verifies the

New

Old Blocks Block

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Our Proof-of-PUF-Enabled-Authentication (PoP)
QY e — <)

Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

|‘IIIII>

solving to validate biocks.

Uses a PUF-based
authentication mechanism.

loT Client Devices
(PUFs)

www Yes !

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain: Proposed New Block Structure

Conventional Block Structure

[

e
Hash of the I following:
following: i s « Hash of B,

—< | ° Hash of B, I * UBT of B ;
* Nonce of B;; l * Device I.D
» Transactions [ - PUF_U_nlque
of B, ] - |dentifier
I I ~— ¢ Transactions

] of B, ;

[

|

l

[

]

S Electronic
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_Our PoP is 1000X Faster than PoW

v" PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Our Smart-Yoga Pillow (SaYoPillow) with
TinyML and Blockchain based Security

I
(= ‘7”/7 I
da=h 2 P
Y Sy \ \7 5 3 I
I
| - | | NEENN NN
- 7 Edge Data | Blockchain for Person
I Personl SaYoPillow 1 &
%,  Processor I ‘-‘.
| ,ﬂ —— " P 0. | -.‘-
| @S ) (€ Blockch@m for Person 2
I | Physiologica Sed® =77
-
y 9 1 sseee
! P v T & ’ lockchain for Person n
| Person2  SaYoPillow 2 I 4 \
: | nalyzed, @ Blockchai
: | Stress 1 ockehain
| : : g Data P s based Storage
| _ = B\
| I ' S u N)) 2 a_-- Secure Data
| . ! S - -~ Access
I ‘ f\ = ‘f”,\@ §° Smart Home Hub : FTmmmmmmm e 7 Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty,
. I . i “ illow: Blockchain-Integrated
| ] 3 I and E. Kougianos, “SaYoPillow: Bloc g
I ! < TinyML at IoMT-End I : & : Privacy-Assured  IoMT  Framework for  Stress
: - Z\ ,(\ and/or IloMT-Edge I i — ! Management Considering Sleeping Habit’, IEEE
Person n e | : I Transactions on Consumer Electronics (TCE), Vol. 67,
L SaYoPillow n Connected Home / Network | L User Interface | No. 1, Feb 2021, pp. 20-29.
o @ = 8
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@ SaYoPillow Dashboard

o ® N N 22
Hours Slept Snoring Range Respiration Rate

SaYoPillow: Blockchain Results

Logged in as:
0x9537cb86f5a03c8ccb52¢44b49757861eca0004b

— Transaction

0x8629d9ee638a181b1454771666bc579ba8189bdb2f78665b739214184587d3b9

2
[ N @
Blood Oxygen Level Eye Movement

61

0Ox0adfccadb2a1132

3’; 15 ' 95
Limb Movement Hours Slept

%

Detected Stress Level

Follow below suggestions to relieve stress

Play lullaby's or peaceful music to regulate sleep.

Average Values (Last 24 hours)

15297 Confirmations
Medium Low

Summary

Block Hash
Received Time
Included In Block

Average Hours Slept 2

k= Gas Used 241,526 m/s
@ Average Snoring Range 64 .
Gas Price 0.0000000010 ETH
Average Respiration Rate 21 . -
Transaction Confirmations
* Average Heart Rate 54 ) ) ’
Number of transactions made by the sender prior to this one 53
. i i A b s Transaction price 0.000241526 ETH
@ Average Eye Movement 72 .
8 Average Temperature 96
- Transaction Times
o R P 3 l . . . . .
2 16000 SIS SR Transaction times of Private Ethereum in SaYoPillow
Z 14000 . . . )
S 12000 IS 2X faster in operations as compared to public
> 10000 Lo
£ 5000 ethereum test network Ropsten, as it is impacted by
g 6000 -
2 4000 network congestlon.
£ 2000
= 0 . y . .
% Contract Deployment Adding Role Adding Role Bearer Creating Physiological Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: Blockchain-
S Fotiction Data Record Integrated Privacy-Assured loMT Framework for Stress Management Considering Sleeping
- ®Ropsten ® Private Instances  Hgpijts”, IEEE Transactions on Consumer Electronics (TCE), Vol. 67, No. 1, Feb 2021, pp. 20-29.
& @ = 8
Sm Electronic
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CoviChain: A Blockchain based Framework
for Nonrepudiable Contact Tracing in H-CPS

r‘fhhrevlatlons Tx - Transactions
RFID: Radio-Freguency ldentification Block - Blockchain Modes Natlonal 'nter“atlonal
WS Wireless Sensor Network M- Modes [
INFURA: Endpoints For Blockchain UDP (User Datagram Protoool M2 [
MaasS: Modes as a Service Whisper: decentralized middleware for M1 i
Kad-DHT: Kademilia DHT Confidential Communication betwesn - *a MNi
ECC: Elliptical curve Cryptography Blockchain Modes N3 " Mi N3 .
'-QE'C: Remote Procedurse Call ——— . Dlata Floww Direction _/—-' ,'.
w
Layer =z w Fo =
. | Edge Layer | = = =l =
Figbee e = = =
Nodes = =

i-Fi

Distributed Storage N Od e i
HKad-DHT
Algorithm
I Tx 1 with Send
Tx fCowid ECC Signature _’ > N
Data Algorithm 4 M2
3 ~

4P
Ak
Y

.\: —
| —

Whisper &

INFURA/Naa$

o
<

z
[

Block 1 o M ]
Block Fields Block 1 b
Block M el

Block ldentifier, Mext Block Identifier, Block
size, Block wersion, Prewvious Block Hash, Block
Merkle Root, Block Time Stamp, MNonce,
Transaction Counter, Transaction List

[ Tl
Tw2

TxM

Source: S. L. T. Vangipuram, S. P. Mohanty, and E.
. Kougianos, “CoviChain: A Blockchain based Framework
tash 2 | Hash3 | Hash 4] | for Nonrepudiable Contact Tracing in Healthcare Cyber-
Physical Systems during Pandemic Outbreaks”, Springer

& & =

’—T—‘ ,—-.-% ]_1!5\ F!a_\ Nature Computer Science (SN-CS), Vol. 2, No. 2, June
Sm Electronic Systems

2021, Article: 346, 16-pages.
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CoviChain: A Blockchain based Framework
for Nonrepudiable Contact Tracing in H-CPS

Ethereum Network
IPFS Network I e s n s aann R EE R EEEEEEEEEEEEEEREEEnE

Distributed
Smart

Values

Nodes/Users
Participating

I —— A

Source: S. L. T. Vangipuram, S. P. Mohanty, and E. Kougianos, “CoviChain: A Blockchain based Framework for Nonrepudiable Contact Tracing in Healthcare
Cyber-Physical Systems during Pandemic Outbreaks”, Springer Nature Computer Science (SN-CS), Vol. 2, No. 2, June 2021, Article: 346, 16-pages.

&0 @ o 8

El
SbD for IoT-Enabled Systems - Prof./Dr. S. P. Mohanty
13-Dec-2021 e

1891

245



CoviChain: A Blockchain based Framework
for Nonrepudiable Contact Tracing in H-CPS

Comparing MedRec and Covichain Mining Time for MB Data

& 450

0p)

£ 400

§350 = The time for data In
300 MedRec are calculated
250 assuming the mining time
200 of the conventional
150 Ethereum blockchain to be
100 Il I 13 Seconds for 1MB Data.
50

. — —

9MB-Zip File 17 MB-Dat file 31 MB-csv file 33.5 MB-txt file

m Data to Blockchain ® Covichain

Source: S. L. T. Vangipuram, S. P. Mohanty, and E. Kougianos, “CoviChain: A Blockchain based Framework for Nonrepudiable Contact Tracing in Healthcare
Cyber-Physical Systems during Pandemic Outbreaks”, Springer Nature Computer Science (SN-CS), Vol. 2, No. 2, June 2021, Article: 346, 16-pages.
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Our Multi-Chain Technology to
Enhance Blockchain Scalability

Cloud of 10T/CPS

(a) Nodes-Chain (b) Multi-Blockchains

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security in
Large Scale Complex Cyber-Physical Systems”, in Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI) 2020, pp. 446 -451.
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A Perspective of BC, Tangle Vs Our Multichain

Features/Technology Blockchain (Bitcoin) Proof of Authentication Tangle HashGraph McPoRA (current
Paper)
Linked Lists ° One linked list of blocks. | e One linked list of blocks. | e DAG linked list. o DAG linked o DAG linked List.
. Block of transactions. . Block of transactions. . One transaction. List. . Block of
3 Container of transactions.
transactions 3 Reduced block.
hash
Validation Mining Authentication Mining Virtual Voting Authentication
(witness)
Type of validation Miners Trusted Nodes Transactions Containers All Nodes

Ledger Requirement

Full ledger required

Full ledger required

Portion based on longest
and shortest paths.

Full ledger required

Portion based on
authenticators’ number

Requirements

Cryptography Digital Signatures Digital Signatures Quantum key signature Digital Signatures Digital Signatures
Hash function SHA 256 SHA 256 KECCAK-384 SHA 384 SCRYPT
Consensus Proof of Work Cryptographic Authentication Proof of Work aBFT Predefined UID
Numeric System Binary Binary Trinity Binary Binary
Involved Algorithms HashCash No . Selection Algorithm | No BFP

. HashCash
Decentralization Partially Partially Fully Fully Fully
Appending Longest chain One chain Selection Algorithm Full Randomness Filtration Process
Requirements
Energy High Low High Medium Low

Node Requirements

High Resources Node

Limited Resources Node

High Resources Node

High Resources Node

Limited Resources Node

Design Purpose

Cryptocurrency

loT applications

loT/Cryptocurrency

Cryptocurrency

IoT/CPS applications

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security in
Large Scale Complex Cyber-Physical Systems”, in Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446--451.
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McPoRA based MultiChain -- Components

l Unigue ldentification (UID) J l Unique Identification (UID)' . | .
2) Blocks Filtration 9 “ 2) Blocks Filtration | g
Erocess g Secure Unique Procgss 2
l Secure Unique ) Dynamic Blocks < | Jre Lniqu | Dynarrlu_c;BIocks |
ificati ' List I
e T . Secure Unique Identification List (SUIL)
| Dynamic Blocks List (DBL) 0= O=|| | Secure IDs’ file consists of all active
! 0= 0= | Nodes joined the Private network.
| 0= o=|| ;
| = = = B2 fas] | s E—
: | e ol — 52 J ot I Node A Unique Identification (UID)
i|[o= / 0=l o [[5= “llo= - 4+ ||oD= - g = : Node B Unique Identification (UID)
! S - 0= g = g - 0= | Node C Unique Identification (UID)
: 0= g - 0e— 0= 0= ! Node D Unique Identification (UID)
i 0= “le=)| ¢ |e= < |B= ! Node E Unique Identification (UID
| e e | — B2 i Node F Unique Identification (UID)
i D= D= o | Node G Unique Identification (UID)
! 0= i Node H Unique Identification (UID)
! i

Node I Unique Identification (UID)

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid
Authentication for Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, in
Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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McPoRA — Experimental Results
Time(ns)  Authentication (ms) Reduction (ms)

Minimum 1.51 252.6
Maximum 35.14 1354.6
Average 3.97 772.53

’g 1600

P @ 1400

£ =~ 1200

|_

S E 1000

= 800

S S 600

5 S 400

2 =0 [

< B

1l 15 91317212529333741454953576165697377

Blocks Generated By McPoRa Blocks Reduced By McPoRa

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security in
Large Scale Complex Cyber-Physical Systems”, in Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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Data and System Authentication and Ownership

Protection — My 20 Years of EXxperiences
System

=% |P cores or reusable cores are
] used as a cost effective SoC
# solution but sharing poses a
3 security and ownership issues.

< ip at Original
IIF: Design House

Hacker - Goes to Another

Design House

e | OF Resuse

=»> Whose is it? Q ®

=> Is it tampered with?

= " 2
Where was it created? 9 ho Owns 2

=» Who had created it? Researcher

p at Another
=»> .. and more. Design House

Source: S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos, "Everything You Want to Know About Watermarking", IEEE Consumer Electronics
Magazine (CEM), Volume 6, Issue 3, July 2017, pp. 83--91.
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Data Quality Assurance In IoT/CPS

Edge Training: Cloud Training:
» Data Signature < Data Signature
» Model Signature < Model Signature

Secure data curation a solution for
fake data?

Source: C. Yang, D. Puthal, S. P. Mohanty, and E. Kougianos, “Big-Sensing-Data Curation for the Cloud is Coming”, IEEE Consumer Electronics Magazine
(CEM), Volume 6, Issue 4, October 2017, pp. 48--56.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Protectlon

Salect Tiwra, ou) T, wa )
ImageDataln {—"'
. - —_—
| '3':&_ and P & CTalculation Unit | DataOut
ot B WatermarkDataln o .
Fnaa E rREn B Spatial Domain S Lo T LR
'l ! l_ ] Second / First ———— R R e R R e (N S R S
o| Eds= Detection ‘IAD 41/ N j Domin  ——= Visible CiEiEiEin iy :
Tlmit |
Ty ——= —= Busy BB :
o Bmm — Watermarking T | ] 3
- i : : -~ B ig
Fegister Fil= ﬁ 1 l B max PR —. : E IEE Q&'}_’E ' -
O j/é*‘bL 1~ o — Chip TEn T s R T -
. A Few ke
| e . | Start ——= DataReady ' ]
omparator
Reset ——

1 I i Clock —— A
EM e Pin Diagram Chip Layout

Chip Design Data
L+ %7 Total Area : 9.6 sq mm, No. of Gates: 28,469
- , Power Consumption: 6.9 mW, Operating Frequency: 292 MHz
Unified Architecture

for Spat|a| and DCT Source: S. P. Mohanty, N. Ranganathan, and R. K. Namballa, "A VLSI Architecture for Visible

. . I g el Watermarking in a Secure Sitill Digital Camera (S2DC) Design", IEEE Transactions on Very Large Scale
Domain Watermarking ™ Integration Systems (TVLSI), Vol. 13, No. 8, August 2005, pp. 1002 1012.
N

v-st”d Cab =g gw

Electronic St s
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Integrity

WM_DATA SEL

WHM_DATA TN
Address Shaft IM_DATA_IN —=
| Ys  4g 4g Decoder Register WM _DATA TN SPATIAL DOMAIN -~ DATA OUT
= =z & =2 1 r * | 4 ¥ WM_DATA_SELECT INVISIBLE
! MUX o ROBUST/FRAGILE — | BUSY
Adder 1 =~ Adder 2 2x1 WATERMARKING
START ——
Image ; ﬁ'l S:I’ (1—oy J RESET —+ ENCODER. ——= DATA READY
RAM 8 l 0"«,., Watermark , i CLOCK —=
Multiplier 1 Multiplier 2 RAM fii— l i R, =  Sah
: ‘ Pin Diagram
n I Chip Layout
{ Subtractor =
Address MUX - .
Decoder I 2x1 1.¥ g Chlp DeS|gn Da.ta
i i L] ¥ ¥
Yo XOR = MUX | Total Area : 0.87 sg mm, No. of Gates: 4,820
— — 1T 2xl [T .
IM_DATA_IN Power Consumption: 2.0 mW, Frequency: 500 MHz
ROBUST/FRAGILE| MUX T -
= 2x1 Unified Architecture for
N : :
? Spat|a| Domain Robust Source: _S. P. Mohanty, E. Kou_g_ianos, and N. Rangana’_[han, "VLSI Arc_:hitecture
) ) and Chip for Combined Invisible Robust and Fragile Watermarking", IET
and Fraglle Watermarklng Computers & Digital Techniques (CDT), Sep 2007, Vol. 1, Issue 5, pp. 600-611.
&G @ B
SbD for IoT-Enabled Systems - Prof./Dr. S. P. Mohanty S vetaey (SEBLS
13-Dec-2021 UNT s ol 259




Our Design: First Ever Low-Power
Watermarking Chip for Data Quality

Original Image Watermark Image Normal Voltage vdd1 vdd2
Invisiblq Visible Watermarking Lower :
Watermarking h i Voltage Edge Detection Module Original Image— Watermarked
T Perceptual Analyzer — Image
Edge Module Watermark Image —| Low Power Chip
Detection Level Scaling and Embedding alpha—|
Module | ' i Converter Factor Module N for
1 l I %ﬁ;ﬁﬂg “Omax Visible Watermark — done
q  Invisible N Visible Factor  <bmin Slower Insertion enable — Image
— Insertion Insertion Module ~ <Pmax Clock Invisible Watermark reset —
Module MOdlllle Insertion clk1 —{ Watermarking |— busy
.- . clk2 —
“waemieatmage” Unified Architecture for Normal Clock —
DCT Domain Watermarking DVDF Low-Power Design Pin Diagram

¢ Chip Design Data

; Total Area : 16.2 sg mm, No. of Transistors: 1.4 million
| Power Consumption: 0.3 mW, Operating Frequency:
|Chip Layout 70 MHz and 250 MHz at 1.5 V and 2.5V

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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We Introduced First Ever Secure Better Portable

Graphics (SBPG) Archltecture

Sh utter/ Mirror

Actlve Pixel Sensors >m
Liquid Crystal = .
{ Anstog o iga qDIS I;y 1‘, "__» AES Encryption L_
| play | h SRS
& | . Key (from PUF) I ignature
Scratch Trusted Media

—p Memory |-

Ll

Transmitted over

network or flash

Slgmﬁcant Portion |

- 221

v

Prediction Core

Reconstruction Core BitStream Core

>

ﬁ Memory h

Integer Fractional
Motion
Estimation

=  Motion

Estimation

Reconstruction
SRAM

r w3

High Complexity A
Mode Decision
Engine

CABAC 1

High-Efficiency

CABAC
Context-Adaptive
Binary Arithmetic

Coding

Video Coding
(HEVC)

Secure Better

h 4 A A
Buffer DB
Sample Adaptive
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Our Hardware for Real-Time Video Watermarking
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Throughput: 43 fpS Source: S. P. Mohanty and E. Kougianos, "Real-Time Perceptual Watermarking Architectures for
Video Broadcasting”, Journal of Systems and Software, Vol. 84, No. 5, May 2011, pp. 724--738.
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My Watermarking Research Insplred TrustCAM
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For integrity protection, authenticity and confidentiality of image data.

> ldentifies sensitive image regions.
» Protects privacy sensitive image regions.
» A Trusted Platform Module (TPM) chip provides a set of security primitives.
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My Watermarking Research Inspired -
Secured Sensor

Sensor Characteristics
Aware Key

Column Scanner

Watermark
Adder

Row Scanner

Source: G. R. Nelson, G. A. Jullien, O. Yadid-Pecht, "CMOS Image Sensor With Watermarking Capabilities", in Proc. IEEE International
Symposium on Circuits and Systems (ISCAS), 2005, pp. 5326-5329.
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Our Deepfake Detection Method

Video L X J
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Video
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Source: A. Mitra, S. P. Mohanty, P. Corcoran, and E. Kougianos, “A Machine Learning based Approach for
DeepFake Detection in Social Media through Key Video Frame Extraction”, Springer Nature Computer
Science (SN-CS), Vol. 2, No. 2, Feb 2021, Article: 99, 18-pages.
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Data and Security Should be
Distributed using Edge Datacenter

€——> Data uploading to Edge Data Center
—— Load balancing between Edge Data Center

V Data uploading/downloading to/from cloud
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Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load Balancing of Edge Data Centers in

Fog Computing”, IEEE Communications Magazine, Volume 56, Issue 5, May 2018, pp. 60--65.
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Collaborative Edge Computing is Cost Effective

Edge
Computing  Computing

Local
computing

Cloud

Sustamable Computmg for Smart Villages
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Source: D. Puthal, S. P. Mohanty, S. Wilson and U. Choppali, “Collaborative Edge Computing for Smart Villages”, IEEE Consumer Electronics Magazine (MCE),
Vol. 10, No. 03, May 2021, pp. 68-71.
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Our Proposed Secure Edge Datacenter
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Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load Balancing of Edge Data Centers
in Fog Computing”, IEEE Communications Magazine, Volume 56, Issue 5, May 2018, pp. 60--65.
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Personal 10T (PloT) — Cybersecurity and Al?

. & Bluetooth-Enabled
PloT on | (/\->
Cloud

PloT Devices
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J J

Personal IoYI' Network PublicYNetwork

Cor_nmumcaﬂon I_\/Ie_dlum Wireless LAN
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Source: B. P. S. Sahoo, S. P. Mohanty, D. Puthal and P. Pillai, "Personal Internet of Things (PloT):
What is it Exactly,"” IEEE Consumer Electronics Magazine, Vol. 10, No. 6, Nov 2021, pp. 58--60.
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Conclusions
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Conclusions

Cybersecurity and Privacy are important problems in loT-driven Cyber-Physical
Systems (CPS).

Various elements and components of 10T/CPS including Data, Devices, System
Components, Al need security.

Both software and hardware-based attacks and solutions are possible for
cybersecurity in l0T/CPS.

Cybersecurity in loT-based H-CPS, A-CPS, E-CPS, and T-CPS, etc. can have
Serious consequences.

Existing cybersecurity solutions have serious overheads and may not even run in
the end-devices (e.g. a medical device) of CPS/loT.

Security-by-Design (SbD) advocate features at early design phases, no-retrofitting.

Hardware-Assisted Security (HAS): Security provided by hardware for: (1)
Information being processed, (2) hardware itself, (3) overall system.
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Future Directions

Privacy and/or Security by Design (PbD or SbD) needs research.

Cybersecurity, Privacy, IP Protection of Information and System
(in Cyber-Physical Systems or CPS) need more research.

Cybersecurity of loT-based systems (e.g. Smart Healthcare
device/data, Smart Agriculture, Smart Grid, UAV, Smart Cars)
needs research.

Sustainable Smart City and Smart Villages: need sustainable
l0oT/CPS
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