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Security-by-Design (SbD) —
The Principle
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Security by Design (SbD) and/or
Privacy by Design (PbD)

Retrofitting: Difficult - Impossible!

Source: https://teachprivacy.com/tag/privacy-by-design/

Source: S. P. Mohanty, "Security and Privacy by Design is Key in the Internet of Everything (I0E) Era," IEEE Consumer Electronics Magazine, vol. 9, no. 2, pp. 4-5, 1 March 2020, doi: 10.1109/MCE.2019.2954959.
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Security by Design (SbD)-Principles

—Proactive not Reactive
—Security/Privacy as the Default

—Security/Privacy Embedded into Design
__Full Functionality - Positive-Sum, not Zero-
Sum

' End-to-End Security/Privacy - Lifecycle
Protection

7 Fundamental Principles

—Visibility and Transparency

—Respect for Users

Source: S. P. Mohanty, "Security and Privacy by Design is Key in the Internet of Everything (I0E) Era," IEEE Consumer Electronics Magazine, vol. 9, no. 2, pp. 4-5, 1 March 2020, doi: 10.1109/MCE.2019.2954959.
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Objectives of SbD/PbD

SbD
Objectives
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Physical Unclonable Function
(PUF)-Introduction
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PUF: A Hardware-Assisted Security Primitive

»A secure fingerprint
generation scheme based
on process variations in an
Integrated Circuit

*"PUFs don’t store keys in
digital memory, rather
derive a key based on the
physical characteristics of
the hardware; thus secure.

=A simple design that
generates cryptographically
secure keys for the device
authentication

June 06, 2023
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PUF Key Generation and Working

Challenge 1 — " - I Response 1
: — Response 2

— Response 3

Challenge 2
Challenge 3 —

Challenge M — — > Response M

Same

Input

PUF 1

\ 4

Different

PUF 2

Outputs

PUF N

Source: International Symposium on Smart Electronics Systems (iISES) 2019 Demo (PUFEchain: Hardware-Integrated Scalable Blockchain)
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https://www.smohanty.org/Presentations/2019/Mohanty_iSES-2019_PUFchain_Demo.pdf

PUF Designs
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Trusted Platform Module-Introduction

= A TPM is a secure cryptoprocessor that offers a
range of capabilities to enhance the security of
a computing system.

= TPM’s Non-Volatile Memory (NVRAM) enables
the sealing and unsealing of secret keys and
the storage of passwords generated inside or
outside TPM.

= TPMs perform remote attestation of an entity for
security and privacy

= Additionally, TPMs provide extensive support
for  cryptographic  operations such as
encryption, decryption, and digital signatures.
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Functionality of TPM

= A TPM consists of a cryptographic sub-system along with two memories, one non-volatile and one volatile. The
Endorsement Key (EK) is an RSA key with a 2048-bit length, stored at the non-volatile memory, and is created by
the TPM manufacturer to be able to identify this unique chip.

= A specified NV-index is defined for ensuring secure storage and retrieval of private keys. Access to TPM NVRAM
can be user-defined and password-protected, following TCG’s procedures.

= TPM'’s attestation identity key is a cryptography key used to generate a digital signature during remote attestation.

= The system configuration parameters during the boot process are stored inside the TPM’s Platform Configuration

registers (PCR). NV
Storage
Remote Random
- Number
Attestation Generation
System
Integrity Cryprography

Source: M. Calvo and M. Beltran, "Remote Attestation as a Service for Edge-Enabled |oT," 2021 IEEE International Conference on Services Computing (SCC), Chicago, IL, USA, 2021, pp.
329-339, doi: 10.1109/SCC53864.2021.00046.
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PUF versus TPM

Endorsement Key (EK)
random number
generator

Storage Root

Key (SRK)

RSA key generator

Platform Configuration
Registers (PCR)

SHA-1 hash generator

Attestation |dentity
Trusted Platforn‘\ S
Module (TPM) ot i corag keys

TPM:

1) The set of specifications for a secure
crypto-processor and
2) The iImplementation of

these
specifications on a chip

Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)

PUF:

1) Based on a physical system
2) Generates random output values

June 06, 2023

GLSVLSI 2023 - PUFchain 4.0

16



Our PUFchain
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We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (loE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Our PUFchain — 4 Variants

loT / CPS Proof of Physical Hardware Assisted
PUFchain Blockchain (Device and  Unclonable Function (PUF) PUF + Security (HAS) or
Data) Enabled Authentication Blockchain  Security-by-Design
(SbD)
IoMT/CPS Hardware Assisted
PUFchain 2.0 Blockchain (Device and Media Access Control PUF + Security (HAS) or
Data) (MAC) & PUF Based Blockchain  Security-by-Design
Authentication (SbD)
loT/CPS Hardware Assisted
PUFchain 3.0 Tangle (Device and Masked Authentication PUE + Tanale Security (HAS) or
Data) Messaging (MAM) g Security-by-Design
(SbD)
Hardware Assisted
PUFchain 4.0 Tangle loT/CPS PUF Based TPM PL%Zn;LPM Security (HAS) or

(This Paper) (Device)

Security-by-Design
(SbD)

St
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PUFchain: Our Hardware-Assisted Scalable Blockchain

Edge Devices

f
|
[ o
| o Can provide:
oracc o
: 5 Device, System, and
! ; Data Security
| .
=5 |
[ PUF . A
1 1 J
:PUFchaln System Model L—-—-—-f_ — TH d Node
“Block™ v
e, M Block with PUF| Broadcasted
| KE“_V added to ‘Ihﬂﬁ m_—
PUFChain 2 Modes: 1T Device Wi to P2P Network ==
oT Device With

83 IEBIE(IZ\f]%dﬁ I\a/llr(l)cclie PUF Module PUFchain Working Model
|

Distributed Ledger am. Trusted Node

R/ Verifies the
v PoP is 1,000X faster than PoW E’ ! PUrhey

. : 1 ’
% POP - 5X faster than PO Ah Transaction Complete old Blocke é\{gﬁ:k

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Our Proof-of-PUF-Enabled-Authentication (PoP)
Y~ — <)

Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

|‘IIIII>

solving to validate biocks.

Uses a PUF-based
authentication mechanism.

loT Client Devices
(PUFs)

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain: Proposed New
Block Structure

- following:
« Hash of B,
— « UBT of B ;
* Device ID

PUF Unique
|dentifier

* Transactions
of B, ;

Hash of the
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Conventional Block Structure
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_Our PoP_ Is 1000X Faster than PoW

v" PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUF-based Scalable Blockchain for
Smart Healthcare

PUFchain 2.0: Hardware-Assisted Robust Blockchain for
Sustainable Simultaneous Device and Data Security in
Smart Healthcare

GLSVLSI 2023 - PUFchain 4.0
June 06, 2023
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PUFchain 2.0: Our Hardware-Assisted Scalable Blockchain

Authentication

lOMT
u Server L
- _BlOCk Validation
Initiates transaction by broadcasting the Miner Receives the Block

Miner Performs )
Key Extraction

g » PUF Key
— - MAC
Verifies MAC -~ Data )
address and PUF key

Broadcast
l‘ | > | >§% (7)) Validated
Block

Checks if the Authentication _ _
is Successful Block is added to the Blockchain

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable Simultaneous Device
and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI: https://doi.org/10.1007/s42979-022-01238-2.

Block containing PUF key and MAC address
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http://www.smohanty.org/Publications_Journals/2022/Mohanty_SN-CS_2022-Sep_PUFchain2.pdf
http://www.smohanty.org/Publications_Journals/2022/Mohanty_SN-CS_2022-Sep_PUFchain2.pdf
https://doi.org/10.1007/s42979-022-01238-2

PUFchain 2.0: PUF Integrated Blockchain ...

loMT Authentication Secure loMT Authentication
Device Server Database| | Device Server
MAC Address R Block
Reliable PUF kevsg Time @
Challenge Input Data D erificati
PUF Module| (c1,C2...Cn) MAC
C=>PUF>R PUF ID
Purkey® [ | | I —
| If MAC and PUF keys are
I successfully verified, the block
| is validated and broadcasted.
I — T — T [ BroadcaSt ]

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable Simultaneous Device and
Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI: https://doi.org/10.1007/s42979-022-01238-2.
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http://www.smohanty.org/Publications_Journals/2022/Mohanty_SN-CS_2022-Sep_PUFchain2.pdf
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https://doi.org/10.1007/s42979-022-01238-2

Implementation and Validation of
PUFchain 2.0

Python 3.7.3 (/usr/bin/pythc
»>»» %Run PUFchain Client 1.py

UDP target IP: 192.168.1.189

UDP target Port: 12345

dc:a6:32:¢8:d7:50

0110010001100100011001000110016001100100011001000110010001100100
0110010001100100011001000110016001100100011001000110010001100100

['1645424009.6885517', '23.5', 'dc:a6:32:¢8:d7:50', '0110010001100100011001000110010001100100011001000
1100100011600100"]

["'1645424009,6885517'", "'23.5'", 'dc:a6:32:c8:d7:50', "'01100100011001000110010001100100011001000110
01000110010001100100'"]

Validated Block is:

["'1645424009.6885517'", "'23.5'", 'dc:a6:32:c8:d7:50', "'01100100011001000110010001100100011001000110
01000110010001100100'", '5258e870c1ce3466d240b740c29576dd616827ch36d6d563h7f66h71485303ef', 'c040ad863
53466d832c4474bdfa2852d417bed277937f0b3298F71056de4a3a’ ]

Time taken to add the Block to the Blockchain

0.3086230754852295

Shell
»

Waiting for client..

Given Encrypted Message: b'mLCj2C<;Ck?C{BC);' from ('192.168.1.164', 37298)

Waiting for client...

Nessage after decryption: dc:a6:32:b6:a9:aa

de:a6:32:b6:09: 2

1001660110010061100100011001006110016601100100611601600110010061

(4, 81, 54, 74, 84, 11, 3, 17

['1645429578,71613' '24.6" 'dc:a6:32:b6:a9:aa" '1601600116010001100100011601006110010001100100011061009110010001']
'1001000116010001100100011001000110016001100106011601000110010661"

1001606110610601100106011061006110010061100100011061600116016061

Device 15 Authenticated

'1645429578,71013' '24.6" 'dc:a6: 32:b6:49:aa" '1061000110010001106100011001000110610001100100011601000110010001 '595b521744857db695 104 6791038570 80492da2d731aa729eed
bfeefa63ar

("'1645429578,71613"", "'24.6'", ""dc:a6:32:b6:a%:aa'", "'1001006110010661100166011061600110610001160100011601006110010661'", 'e29a368bc110472496afcIbadbSatadeTdbd
beaf4a9cb405c6be63fabadbaatd’, '595b521744857db0951b4fd679f038570F80492da2d731aa729eedbfoefab3a7' ]

Time taken to add the Block to the Blockchain

3,6917524337768555

>

Source:V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable
Simultaneous Device and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI:
https://doi.org/10.1007/s42979-022-01238-2.
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PUF-based DLT for
Internet-of-Medical-Things Security

PUFchain 3.0: Hardware-Assisted Distributed Ledger for
Robust Authentication in the Internet of Medical Things

GLSVLSI 2023 - PUFchain 4.0
June 06, 2023
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Architectural Overview of PUFchain 3.0

Gateway Node g

O

—>
Broadcast Data
to Edge Server

Edge Server

4
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asked Authenticatio
Messaging (MAM)
Channel Creation

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain_3.0: Hardware-Assisted Distributed Ledger for Robust Authentication in the
Internet of Medical Things”, in Proceedings of IFIP International Internet of Things Conference (IFIP-10T), 2022, pp. 23--40, DOI: https://doi.org/10.1007/978-3-031-18872-5 2.
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PUFchain 3.0: Prototype

Internet-of-Medical

Application Things
Database Tangle
Programming Languages JavaScript, Verilog, and
Python
PUF Keys Extracted 500
PUF Design Arbiter PUF
PUF Module Xilinx xc7a35tcpg236-1
IOTA Network Mainnet

Masked Authentication

Communication Protocol )
Messaging
Edge Server Single Board Computer

Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 3.0: Hardware-Assisted Distributed Ledger for Robust Authentication in the
Internet of Medical Things”, in Proceedings of IFIP International Internet of Things Conference (IFIP-10T), 2022, pp. 23--40, DOI: https://doi.org/10.1007/978-3-031-18872-5 2.

@ =

-t Electronic Systems
tory (S

© EST.

GLSVLSI 2023 - PUFchain 4.0

F CoMPUTER

June 06, 2023 33


http://www.smohanty.org/Publications_Conferences/2022/Mohanty_IFIP-IoT_2022_PUFchain3.pdf
http://www.smohanty.org/Publications_Conferences/2022/Mohanty_IFIP-IoT_2022_PUFchain3.pdf
https://doi.org/10.1007/978-3-031-18872-5_2

Our PUFchain 4.0
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Novel Contributions

« A sustainable Hardware-Assisted security approach using TPM and PUF for ensuring the root of trust for
the Security-by-Design of 1oT.

* A security mechanism that utilizes Masked Authentication Messaging (MAM) for secure storage, retrieval,
and authentication of 10T device properties and sensor data in Tangle.

« Arobust approach for device integrity validation through the secure interface between TPM and PUF
hardware security primitives.

* An approach that facilitates hardware-level secure storage for PUF key by accessing TPM Non-Volatile
memory.

« Arobust and lightweight security mechanism that can facilitate Hardware signature-based access control
to DLT through a PUF-based TPM approach.

« Asustainable approach for PUF key verification and PUF-enabled TPM-based access control
mechanism for miner-free and feeless DLT for data security in loT.
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Proposed PUF based TPM for SbD in loT
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Architecture of Proposed PUF-based TPM

Conventional TPM Architecture
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Related Research Overview

Data Security
Work Application Security Primitive Mechanism TPM Primitive
loT Physical Unclonable Proof-of-PUF- Blockchain
PUFchain[16] | (Device & Data) Functions (PUF) Enabled N/A (SQLite)
Authentication
Smart e-Health Trusted Platform TPM-based Hardware
XTSeH [14] Device Security Module (TPM) Remote TPM N/A
Attestation
A Software- Software-based
based remote loT Device N/A Remote Software N/A
attestation [8] Security Attestation TPM
Blockchain- Blockchain- Blockchain
based loT loT TPM Based Remote Hardware (Hyperledger
Attestation [12] Attestation TPM Fabric)
This Paper loT TPM & PUF PUF based TPM Hardware Tangle
PUFchain 4.0 | (Device & Data) TPM

June 06, 2023
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Working Flow of Proposed PUFchain 4.0

loT Devices

~

Transaction Data
with PUF key &

MAC Address ®

. 4

Edge Server performs
PUF key verification &
Stores PUF key inside TPM

Upload
IOTA API ) Transaction
_ = ((( Edge Cloud Q ((( Tangle > PUF Key Edge Server Creates MAM channel
:"L; =1 —_— d vl ._% % 5> MAC Address |« L * Restricted |
— :L—j g éé % » TPM NV-Index % T 1;1“ Mode

»Tangle is a simple fee-less, miner less Distributed Ledger Technology

"|In Tangle, Incoming transactions must validate tips (Unverified Transactions) to become part of
the Network.
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Comparative Perspectives of Blockchain,

PUFchain, and PUFchain 4.0

Transaction in Blockchain

B Transaction TxN

Hash Tx

Transaction in PUFchain

’f o
=
math

Transaction TxN

Hash Tx

Transaction in PUFchain 4.0

Transaction TxN

€8
Root Rx

Tangle Metrics

Seed
Address
Root

Side Key
MAM mode
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PUFchain 4.0:Enrollment and Authentication

Access PUF module
Edge Node m—p- PUF Modiiile

Calculate PUF Metrics

Is Rx reliable:

Assign Rx as Device identit)]

Enrollment

=
S

Broadcast 7x fo Edge Server

. Receive Data from IoT
TRX—» ES

Authentication & Validation

A 4

A

y

Perform PUF Key verification

Create C

hannel

[mode-2, Authorization key-'MYKEY’, Channel-Streams v0]

Access Hardware TPM

ES = TPM

A 4

Rx==b-P[D

Edge Server stores 7x in secure Database

Specify TPM NV-Index
ES —» TPM—>NV-Index

A

y

Generate Seed,

Address, Root

Timestamp

Upload Transaction onto Tangle
= PUF Unique Identifier(PID)
= TPMNV-Index ( NV-Index)

= MAC Address (MAC)

!

Fetch New Root Address
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Implementation and Validation

Sealing and unsealing PUF Key inside TPM by Uploading Transaction Details onto Tangle
accessing NVRAM

File Edit Tabs Help

iraspberrypl
raspberrypi
draspberrypi
) Node 1 Output
draspberrypi
raspberrypi
iraspberrypi

draspberrypl
iraspberrypi

draspberrypi

iraspberrypi
iraspberrypi

Node 2 Output

draspberrypi

raspberrypi

raspberrypi

o 8y =
Smart Electronic stems
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Working Prototype

Continued...

Transaction Outputs on IOTA Explorer

Streams vO Channel

General

Root JBLTQEGMBNEBWQPUNPY TTYJOWZJILVAVIGEYOAJIBZFBOTXIMFXNYVFLSOSFCRGNESKGFKPGSRNFXWARP

TPM SLB9670

side Key MYKEY

Root
JBLTQEGMBNEBWQPUNPYTTYJOWZIILVAVIGEYOAJ9BZFBOTXIMEXNYVFLSOSFCRGNE SKGFKPGSRNFXWARP

Tag
MYSHAM

Messageascii 10

1']

PUF Key
101001111910011110100111101081111018011110108111101001111016011
Authentication is successful

TP NV-Index for Node 1

Ox1500020

Node output: ['1676446728.9390807' '©x1500020' 'dc:ab:32:c0:77:88' '101009111101001111910011110160111101001111616011116106111101001

Root
IKXBZZT9BIPUXIRI LXXPGOIRTIFWHS ITPBHRCIZPPOZHLFPSRPVHEUYHYRMQEOWIGZKOMDOIVUYTBMLCY

Tag
MYSMAN

Message ascii 10

1']

PUF Key
110100161161001011016016116180101161001011016018116106101101001
Authentication is successful

TBM NV-Index for Node 2

0x1500021

Node output: ['1676447285.0468067' '0x1500021' 'dc:a6:32:cB:d7:50' '11010010110100101101001011010010110100101101601011010010110160

15t Edge Node Transaction (

= 2" Edge Node Transaction o
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Performance Analysis of PUFchain 4.0

= Characterization

Parameters Results
Application loT
Hardware Security Module TPM, PUF

Hardware Security
Mechanism

PUF-based Hardware TPM

TPM Board Specification

Infineon Optiga™
SLB 9670 TPM 2.0

TPM Storage NVRAM
Free NV Memory 6962 Bytes
Data Security System Tangle

Communication Protocol

Masked Authentication

Messaging
TPM Module Geek Pi TPM 2.0
PUF Module Arbiter PUF
PUF Key 64 Bit

Parameters

NV Storage Capacity
(Read/Write)

Time to Generate
PUF Key

Power Consumption
of Pi with TPM

Time to Perform Device
Authentication

PUF Metrics

Time to Write PUF Key
to TPM

Time to Read PUF Key
from TPM

= Performance Analysis

Results
768 Bytes

87 ms
2.7-3.3 Watt
2000 ms
Reliability-99%

real-299 ms, user-12
ms, and sys-19 ms

real-411 ms, user-22
ms, and sys-10 ms
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PUFchain 4.0: Performance Evaluation

Mohanty et al. 2020 - loT (Device and Blockchain Proof-of-PUF-Enabled PUF Design Unigueness - 47.02%,
PUFchain Data) Authentication Reliability-1.25%
Chaudhary et al. 2021 -  Hardware Supply : Gas Cost for Ethereum transaction
Auto-PUFchain Chain EECEIE Smart Contracts 21,56 USD (5-Stage)
Al-Joboury et al. 2021 - Blockchain & : : :
POQDB loT (Data) Cobweb loT M2M Messaging (MQTT) Transaction Time - 15 ms
Wang et al. 2022 - PUF- : :
Based Authentication loMT (Device) Blockchain Smart Contracts NA
Hellani et al. 2021- Blockchain &
Tangle the Blockchain o ((BEiE) Tangle SRS NA
Bathalapalli et al. IoMT (Device) Blockchain Media Access Control (MAC) & Total On-Chip Power - 0.081 W, PUF
2022-PUFchain 2.0 PUF based Authentication Hamming Distance - 48.02 %
: : : Masked Authentication Authentication 2.72 sec, Reliability -
PUFchain 3.0in 2022 Tl () IEE Messaging 100% (Approx), MAM Mode-Restricted
PUF Key Generation Time-87 ms,
: . loT( Device & PUF Based TPM PUF Reliability-99%
FEIFEEND 40U () Data) Tt (SbD) Power Consumption-2.7-3.3 Watt

GLSVLSI 2023 - PUFchain 4.0
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Summary

This paper proposed and validated a simple, lightweight, energy and time-efficient approach
for 10T device authentication using PUF, TPM, and Tangle in this work. Sealing the PUF key to
TPM hardware ensures hardware level root of trust.

* The proposed architecture exhibited an approach for DLT based access control mechanism
through PUF-enabled TPM where the TPM’s Endorsement and attestation key can be used to
access and control the MAM communication channel to upload data onto Tangle.

« Simultaneously, the proposed approach used PUF based device authentication scheme for
0T, which generates a digital signature for each loT based on process variations inside an IC.

* By Integrating the PUF with TPM in this work, we validated the potential of PUF-based TPM
security solutions for IoT.

Pl

= i
&_‘4‘ By =

Sm Electronic st ls
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Future Research

ldea of implementing PUF-based TPM scheme in Public and Private modes of MAM
for the Security-by-Design (SbD) of Smart Electronics.

Exploring the feasibility of a Trusted Platform Module (TPM) integrated scalable
Blockchain-based cryptographic scheme to attain the Security by Design (SbD)
objective in lOMT.

Working on an integrated access control mechanism for resource-constrained
electronic devices using TPM.

Extending the utilization of Masked Authentication Messaging in Public and Private
Modes in PUF-based TPM approach for the security of Smart Electronics

June 06, 2023
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Thank You !!

June 06, 2023

GLSVLSI 2023 - PUFchain 4.0

49



	Slide 1: PUFchain 4.0: Integrating PUF-based TPM in Distributed Ledger for Security-by-Design of IoT
	Slide 2: Outline
	Slide 3: Security-by-Design (SbD) –  The Principle
	Slide 4: Security by Design (SbD) and/or  Privacy by Design (PbD)
	Slide 6: Security by Design (SbD)-Principles
	Slide 7: Objectives of SbD/PbD
	Slide 8: Physical Unclonable Function (PUF)-Introduction
	Slide 10:   PUF: A Hardware-Assisted Security Primitive
	Slide 11:               PUF Key Generation and Working
	Slide 12:                  
	Slide 13: Trusted Platform Module (TPM)-Overview
	Slide 14: Trusted Platform Module-Introduction
	Slide 15: Functionality of TPM
	Slide 16: PUF versus TPM
	Slide 17: Our PUFchain
	Slide 18: We Proposed World’s First Hardware-Integrated Blockchain (PUFchain) that is Scalable, Energy-Efficient, and Fast 
	Slide 19: Our PUFchain – 4 Variants
	Slide 20: PUFchain: Our Hardware-Assisted Scalable Blockchain 
	Slide 21: Our Proof-of-PUF-Enabled-Authentication (PoP)
	Slide 22: PUFchain: Proposed New   Block Structure
	Slide 23: Our PoP is 1000X Faster than PoW
	Slide 24: PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable Simultaneous Device and Data Security in  Smart Healthcare 
	Slide 25: PUFchain 2.0: Our Hardware-Assisted Scalable Blockchain 
	Slide 26: PUFchain 2.0: PUF Integrated Blockchain … 
	Slide 27: Implementation and Validation of  PUFchain 2.0
	Slide 28: PUFchain 3.0: Hardware-Assisted Distributed Ledger for Robust Authentication in the Internet of Medical Things 
	Slide 30: Architectural Overview of PUFchain 3.0
	Slide 32:         Masked Authentication Messaging           (MAM) in IOTA Tangle  
	Slide 33:  PUFchain 3.0: Prototype
	Slide 35: Our PUFchain 4.0
	Slide 36: Novel Contributions
	Slide 37
	Slide 38
	Slide 39: Related Research Overview
	Slide 40
	Slide 41: Comparative Perspectives of Blockchain, PUFchain, and PUFchain 4.0
	Slide 42: PUFchain 4.0:Enrollment and Authentication
	Slide 43: Implementation and Validation
	Slide 44: Continued… 
	Slide 45: Performance Analysis of PUFchain 4.0
	Slide 46: PUFchain 4.0: Performance Evaluation
	Slide 47
	Slide 48: Future Research
	Slide 49: Thank You !!

