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◼ Cybersecurity in Smart Healthcare

◼ Physical Unclonable Functions (PUF) as  SbD Primitive

◼ Overview of  TPM

◼ Overview of PMsec: A SbD Approach for security in IoMT

◼ Doctor’s Dilemma Problem

◼ Architectural Overview of Proposed PMsec 2.0

◼ Experimental implementation Overview

◼ Conclusion & Future Research Directions

Outline
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Security-by-Design (SbD) – 

          The Principle
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❖ Security by Design (SbD) ensures the security and 
privacy of a system right from the beginning of the 
design phase

❖ Privacy by Design (PbD) Treat privacy concerns as 
design requirements rather than trying to retrofit 
privacy controls after it is built.

❖ SbD works on identifying the system’s security 
vulnerabilities at the design stage.

❖ Principle of Least Privilege with defined access 
permissions to users.

❖ Real Time risk assessment and Threat detection.

Source: S. P. Mohanty, "Security and Privacy by Design is Key in the Internet of Everything (IoE) Era," in IEEE Consumer Electronics Magazine, vol. 9, no. 2, pp. 4-5, 1 March 2020, doi: 10.1109/MCE.2019.2954959.

Security by Design (SbD) and/or Privacy by Design (PbD)
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Proactive not Reactive

Security/Privacy as the Default

Security/Privacy Embedded into Design

Full Functionality - Positive-Sum, not Zero-
Sum

End-to-End Security/Privacy - Lifecycle 
Protection

Visibility and Transparency

Respect for Users

Security by Design (SbD)-Principles
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• Physical Unclonable Functions (PUFs) are primitives for security.

• PUFs are easy to build and impossible to duplicate.

• The input and output are called a Challenge Response Pair.

PUF
Challenge (C)

(100111….0)
Response (R)

(0011101….1)

PUFs don’t store keys in digital memory, but rather derive a key 

based on the physical characteristics of the hardware; thus secure.

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials Magazine, Volume 36, Issue 6, 

November-December 2017, pp. 38--46.

Physical Unclonable Functions (PUFs) - Principle

12/4/2023 7
PMsec 2.0



ocitOCIT 2023

▪A secure fingerprint generation 

scheme based on process 

variations in an Integrated 

Circuit

▪PUFs don’t store keys in digital 

memory, rather derive a key 

based on the physical 

characteristics of the hardware; 

thus secure.

▪A simple design that generates 

cryptographically

  secure keys for the device 

  authentication

Power Efficient Tamper Proof

Reliable

PUF as a SbD Primitive
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… …

Challenge 1

Challenge 2

Challenge 3

Challenge M

Response 1

Response 2

Response 3

Response M

{ }Same 

Input

PUF 1

PUF 2

PUF N

Different

Outputs

Source: International Symposium on Smart Electronics Systems (iSES) 2019 Demo (PUFchain: Hardware-Integrated Scalable Blockchain) 

PUF 

PUF Key Generation and Working
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• A PUF generating large number of CRP is a strong PUF and PUF supporting a small 

number of CRP is considered as Weak PUF.

• A PUF can be categorized as Delay and Memory based PUF. Delay PUF is based on 

the variations in wiring and variations at gates in silicon. Memory based PUF is based 

on the instability in the startup phase of SRAM cell.

Integrated Circuit

Challenge

C1

C2

C3

Response

R1

R2

R3

PUF

Delay PUF Memory PUF

Arbiter PUF SRAM PUF

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials Magazine, 

Volume 36, Issue 6, November-December 2017, pp. 38--46.

Classification of PUF …
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❖A Trusted Platform Module (TPM) is a hardware 
security primitive that provides the root of trust for the 
computing platform as a simple System-On-Chip 
(Soc).

❖A TPM provides a secure environment for 
cryptographic key storage, and system integrity 
measurement.

❖TPM Non-Volatile Memory (NVRAM) can seal and 
unseal the secret keys generated inside or outside 
TPM.

❖TPM’s remote attestation scheme enables secure 
authentication of a computing system by a remote 
entity

Trusted Platform Module - Overview

PMsec 2.0
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• Secure Key Storage

• Hardware-Based Root of Trust

• Remote Attestation

• Secure Boot

• Sealed Storage and Sealing

• Random Number Generation

Source: M. Calvo and M. Beltrán, "Remote Attestation as a Service for Edge-Enabled IoT," 2021 IEEE International Conference on Services Computing (SCC),   Chicago, IL, USA, 2021, pp. 

329-339, doi: 10.1109/SCC53864.2021.00046.

Non-Volatile   

    Storage 

Cryptography

       

System 

Integrity 

Remote 

Attestation

Trusted Platform    

         Module

Random   

   Number   

 Generation
Functionality of TPM
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SbD of H-CPS

Source: S. P. Mohanty, Secure IoT by Design, Keynote, 4th IFIP International Internet of Things Conference (IFIP-IoT), 2021, Amsterdam, Netherlands, 5th November 2021.
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PMsec: Our Secure by Design Approach for Robust 
     Security in Healthcare CPS

IMD

WMD

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight 

Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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Doctors Dilemma Problem in Smart Healthcare
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Architectural Overview of PMsec 2.0 Enabled H-CPS
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Working Flow of PMsec 2.0
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Okdo E1 

Development Board

Basys 3 FPGA

Raspberry pi 4

Experimental Setup of PMsec 2.0

Geek Pi TPM 2.0 (Infineon   

        SLB 9670 Chip)
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Primitive Metrics Results

                  

                     

              PUF Results

XOR PUF On-Chip-Power 0.081 Watts

SRAM PUF Key Code 32-Byte

Key Extraction Time 77ms

Reliability 99.8%

Validation Time 1.1 seconds

     TPM Evaluation Results

Platform Configuration Registers 16-23

NVRAM Storage 768 Bytes

Pi-TPM Power Consumption  

                    Range

2.9-3.3 Watts

12/4/2023

PMsec 2.0 Results
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Source: https://asvin.io/physically-unclonable-function-setup/

PUF Evaluation Results
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XOR PUF Evaluation Results
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TPM Remote Attestation Quote
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Summary
• This work has successfully presented and validated a global access control 

framework to access and control PUF-embedded IoMT devices. 

• Security-by-Design (SbD) advocate features at early design phases, no-retrofitting.

• A novel PUF and TPM-supported authentication scheme that verifies the integrity of 

devices in the proposed PUF-driven cybersecurity scheme for IoMT.

• Successful integration of PUF with TPM truly substantiates the potential of the 

proposed cybersecurity solution in e-health, and telehealth ecosystems. 

• A sustainable TPM-based novel approach for integrity verification in H-CPS using 

TPM’s Remote Attestation scheme.
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• Idea of implementing PUF-based TPM scheme for the Security-by-Design (SbD) for secure 
Doctor Patient Interface.

• Exploring the feasibility of a Trusted Platform Module (TPM) integrated scalable Blockchain-
based cryptographic scheme to attain the Security by Design (SbD) objective in IoMT.

• Working on an integrated access control mechanism for resource-constrained electronic 
devices using TPM

• Developing scalable and sustainable TPM-enabled IoT device authentication scheme for Fog, 
Edge, and Cloud Computing Paradigms.

• Extending iTPM scheme for the resource-constrained IoMT and Internet of Agro-Things 
security.

• As a direction for future research, a distributed ledger technology integration can be proposed 
for securely accessing data among different healthcare systems around the world.

Future Research
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Thank you
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